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Vulnerability Detection: Enhanced Asset Details

In the Detection Summary tab of the Vulnerability Details page, you can now see the following
additional details for the vulnerable asset:

e Equipment Class

e Equipment Category

e Manufacturer

e Product

e Model

e Firmware Version

e Rack/Slot

<— Vulnerability Details: Rockwell Automation ControlLogix PLC Multiple Vulnerabilities(ICSA-13-011-03)

VIEW MODE Detection Summary ABOUT ASSET

Detection Summary

General Information ST Rockwell Automation ControlLogix PLC Multiple Vulnerabilities(ICSA-13-011-03) 1756-EN2TR/B

‘ N Last S 24 02:06 PM
Exploltabilty “A ~ QID:590238 | Status: Active | | aneementenyeee
petches Last Found: Dec 28,2022 2:31:21 PMIST | CVE: CVE-2012-6436
Severity: I
e v Identification
Asset Id: 9f9029a5-9c7d-33bc-9802-e181b36b7abd
Vulnerability Result
P 192.168.1.121
Device Version on target is Allen-Bradley ControlLogix EtherNet/IP Module:1756-EN2TR 5.028 MAC
Vulnerability Description EremEkss @
Equipment Category Industrial Networking
Affected Products
The following Rockwell products are affected: Equipment Type: CGommunication Module
All EtherNet/IP products that conform to the GIP and EtherNet/IP specifications,
Purdue Level Level 1
1756-ENBT, 1756-EWEB, 1768-ENBT, 1768-EWEB communication modules,
CompactLogix L32E and L35E controllers, Manufacturer Rockwell Automation

1788-ENBT FLEXLogix adapter,

1794-AENTR FLEX /0 EtherNet/IP adapter, Product Allen-Bradley ControlLogix EtherNet/IP Module
ControlLogix, GompactLogix, GuardLogix, and SoftLogix, Version 18 and prior,
CompactLogix and SoftLogix controllers, Version 19 and prior, Model 1756-EN2TR

ControlLogix and GuardLogix controllers, Version 20 and prior,
MicroLogix 1100, and
MicroLogix 1400.

Firmware Version 5028

Rack/Slot 170

Nested devices

New Search Tokens for Better Queries in Assets Tab

You now have the following new search tokens in the Assets tab to enhance your search results:

Token Usage Description
asset.hasAddOn asset.hasAddOns: true | Searches a list of all assets with add-on
components.

asset.hasModules | asset.hasModules: true & Searches assets that have any rack/slot
modules.

Out of Band Configuration Assessment: Support for New Project Files

VMDR OT now supports new project files for the Out of Band Configuration Assessment. You can
enhance your inventory by importing project files with the following extensions:

e Siemens LOGO! Soft Comfort Inp and mnp files

e Beckhoff TwinCAT3 zip and tnzip file files

e Schneider TwidoSuite zip and xtwd files

e Schneider Concept ccf and CCF files

e GE Fanuc Proficy Machine Edition zip and SwxCF files
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e Emerson DeltaV Explorer fhx file
e Red Lion Controls Crimson cd3 and cd31 files
e Siemens PRONETA xml file

For more information, see Generating a Project File for VMDR OT.

New Filters for Vulnerability Widget Creation

While adding a new widget for vulnerabilities to a dashboard, you can now exclude
vulnerabilities using the following two new filters:

¢ Information: excludes the information type vulnerabilities.

e Fixed: excludes vulnerabilities that are fixed.
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Introducing New APIs

You now have the following two new APIs:

e List OT Host Asset API
Use this API to get a detailed consolidated view of your industrial assets. The real-time
asset inventory retrieved by this API provides you with the details related to the asset
metadata.

e List OT Vulnerabilities API
Use this API to get a complete view of the vulnerability posture of the assets in your
industrial network.
For more details on these APIs, see Qualys VMDR OT API user guide.
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https://docs.qualys.com/en/vmdr-ot/latest/get_started/generating_a_project_file.htm
https://docs.qualys.com/en/vmdr-ot/api/index.htm?#t=vmdrot_api%2Fch01%2Fget_started.htm

	Qualys VMDR OT v1.0.2.0
	What's new?
	Vulnerability Detection: Enhanced Asset Details
	New Search Tokens for Better Queries in Assets Tab
	Out of Band Configuration Assessment: Support for New Project Files
	New Filters for Vulnerability Widget Creation
	Introducing New APIs


