@ Qualys.

Qualys Unified Dashboard v1.x
Release Notes

Version 1.2
September 21, 2022

Here's what's new in Qualys Unified Dashboard 1.2!
New CISO Focused Dashboard Templates

Qualys Unified Dashboard 1.2 brings you many more improvements and updates! Learn more
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New CISO Focused Dashboard Templates

With this release, we have introduced the following new CISO dashboard templates for Unified
Dashboard module:

e CISO | Executive Summary
e CISO | FedRAMP | Global Visibility Posture
e CISO | Spring4Shell

CISO | Executive Summary
The CISO | Executive Summary dashboard template provides insights to Patch, Inventory, and
Vulnerabilities. Perform the following steps to use the template:

1. In the UD module, click
2. Select Create New Dashboard.

3. In the Search for Dashboard Templates search bar, type CISO | Executive Summary.
4. Click Use Template.
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SHOWING RESULTS FOR "CISO | EXECUTIVE SUMMARY"

CISO | Executive Summary

CISO | Executive Summary Dashboard providing
insights into Patch, Inventory, and Vulnerabilities.

Created By: Qualys

Use template

Qualys Cloud Platform Release Notes 2



The CISO | Executive Summary template is displayed as follows:
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CISO | FedRAMP | Global Visibility Posture

The CISO | FedRAMP | Global Visibility Posture dashboard template provides you dynamic
visibility on remediation SLAs and a comprehensive view of threats based on the Federal Risk
and Authorization Management Program (FedRAMP). Perform the following steps to use the
template:
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1. In the UD module, click

2. Select Create New Dashboard.

3. In the Search for Dashboard Templates search bar, type CISO | FedRAMP | Global
Visibility Posture.

4. Click Use Template.
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SHOWING RESULTS FOR "CISO | FEDRAMP"

CISO | FEDRAMP | Global Visi..  :

Dynamic visibility on remediation SLAs as
required by FedRAMP. A single, dynamic.

Created By: Qualys

Use template

The CISO | FedRAMP | Global Visibility Posture is displayed as follows:
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CISO | Spring4Shell

Using the CISO | Spring4Shell dashboard template, you can track the Spring4Shell vulnerability,
its impacted hosts, host status, and overall management in real time. The dashboard widget
includes widgets like vulnerable hosts visible on the Internet, applications with vulnerable
versions of Spring, a list of workloads hosted on shared cloud infrastructure, and much more.
Perform the following steps to use the template:

1. In the UD module, click
2. Select Create New Dashboard.

3. In the Search for Dashboard Templates search bar, type CISO | Spring4Shell.
4. Click Use Template.

<— Dashboard Templates
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SHOWING RESULTS FOR "CISO | SPRING4ASHELL"

CISO | Spring4Shell

The vulnerability resides in two Spring products:
Spring MVC and Spring WebFlux, which allow..

Created By: Qualys

Use template
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The CISO | Spring4Shell template is displayed as follows:
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Issues Addressed

— In the previous Unified Dashboard release, the Edit Dashboard Details and Mark as Default
options from Dashboard Picker and Manage Dashboard were temporarily disabled. We have
fixed the issue, and the options are now available.

—  We have fixed an issue where some modules’ dashboards were unavailable and inaccessible
from different apps.

— We have fixed an issue where users with the Subuser role had the required permissions but
were unable to delete dashboards.

— Previously, when a user exported the dashboard from the Asset View module to Unified
Dashboard, the query would populate in the Vulnerability Query field of the Unified
Dashboard widget. With this release, we have fixed an issue where when a user exports a
new dashboard from the Asset View module to Unified Dashboard, the action will populate
the query in the Asset Query field of the Unified Dashboard. From this release, all the newly
created Asset View module queries, including the vulnerabilities token, if exported to Unified
Dashboard, will be considered an asset query in the Unified Dashboard.
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