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Introducing Intune Integration

Qualys integrates with Intune to provide VMDR for Android and iOS devices agentless, i.e., without
installing the Qualys Cloud Agent. Customers need to configure the Intune connector and sync the
devices through Intune API to Qualys Cloud Platform, and vulnerabilities are evaluated as a part of
phase 1. You can get the inventory and vulnerabilities assessment and perform a few of the actions
Over-the-Air on the vulnerable devices agentless.

Exposing SEM APIs

SEM 1.2 introduces support for the SEM API to get the asset and its detection list so that you can
export the data from SEM to your internal ecosystem. All routings to SEM API are diverted through
API gateway, which handles authentication and authorization for SEM. Refer to
https://www.qualys.com/documentation/ for more information on the SEM API User Guide. In this
release, we are exposing assets and their detection list API.

Adding User-based Tags

In SEM 1.2.0, we bring a feature to ease the automatic tag association immediately after asset
enrollment. During SEM user creation, you can define what tags need to be associated directly after
the asset enrollment if the asset is enrolled using that SEM user details, e.g., QR code or credentials.
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Adding new attributes in the export to CSV for vulnerabilities

When a user exports data to CSV format, some new attributes are added to understand the
vulnerabilities better.
Following additional attributes are added to the existing vulnerability CSV:

e (CVSSv2 Base Score

e (CVSSv2 Temporal Score

e (CVSSv3 Base Score

e (CVSSv3 Temporal Score

e Result
e CVEIDs
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Qib _|Tit|e CVEIDs  Severity Released On Vulnerability Count CVSSv2 Base Score CVSSv2 Temporal Score CVSSv3 Base Score CVSSv3 Temporal Score Result
|| 610011 Google Pixel ACVE-2019- 5 08-Aug-19 5 9.8 8.5 Android OS Security Patch Level ol
|| 610066 Apple iOS 13.2CVE-2019- 5 10-Dec-19 4 8.8 7.7 Apple iOS Version on Device : 12.4]
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