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Here’'s what's new in SaaS Detection and Response 1.8.0!

New Improvement in GSuite Connector for Deleted Users

Qualys SaaS Detection and Response 1.8.0 brings you more improvements and updates! Learn
more
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What’s New?

New Improvement in GSuite Connector for Deleted Users

With this release, SaaSDR deletes the Users from Directory tab if they are being deleted from the
Gsuite subscription. The user details that were displayed on the Users tab and the respective
invalid document scanner in Connector tab are now correctly displayed.
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Improvements

Microsoft Office365 Connector

e Microsoft has deprecated the MSOnline module. Hence, with this release, we have

replaced the respective module with graph APIL.

e Now, PowerShell version 4 is used in all the Unix scripts for PowerShell installation and

upgrade.

Upgrade steps for Microsoft Office365 connector

Perform the following steps to upgrade the existing Microsoft Office365 connector to leverage the

improvements introduced in SaaSDR 1.8.0:

1. Login to Qualys Cloud Platform and navigate to Saas Detection and Response.

2. Download qualys_azure_setup.zip and extract it to a local folder.

a. Go to the Configuration tab, click Create Connector and select Office365 from the

list.

b. In the right pane, click the link for detailed setup instructions.

€— Create Connector

Connector Details

Choose a supported Saa$ application and provide following details.

saas

[ Office 365 V]

About SaaS

Connect with your organization's Office365
account with administrator credentials to
review and manage data exposure and to

ensure

Name *

[Enler your connector name ]

Description

Add a brief description

Refer the detailed setup instructions here.

A documentation page appears with instructions.

c. Go to the Create Azure Resources section and download the
qualys_azure_setup.zip using the link.
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Create Azure Resources

executed (qualys_azure_nstaltation.shy.
2) Unzip the file that you downloaded in a temp folder.
3) Open Bash Terminal.

4) Execute the qualys_azure_installation.sh script as - sh qualys_azure_installation.sh

5) Enter 0365 domain you wish to scan and the admin user credentials. Prerequisites for the user are:

Click to view navigation pane]

l)‘ Download the qualys_azure_setup.zip file by clicking here.| This file contains the required code for the Azure functions that validate individual controls as well as the script to be

3. On the Bash terminal (Cygwin), run the upgrade script using: qualys_azure_upgrade. For

example, sh qualys_azure_upgrade.sh.

Note: To run the script,

e You need the following permissions:
o Global Reader
o Compliance Admin
o Teams Administrator
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o Privileged Role Administrator

e You must have MFA disabled. This is required because not all PowerShell
modules support alternate/modern ways of authentication.

Post-upgrade steps for Office365 connector
1. Go to Saas Detection and Response > Configuration.

2. Select the Office365 connector, click Actions > Re-authenticate, and wait until all the
scanners and the connector are in the Success state.
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Conﬁguratmn Connectors Trusts
Edit
CONNECTOR INCREMENTAL SCAN CREATED ON
Disable G 0365 1802 QA Enabled Jan 3,2023
e Tenantld: 09:50 PM
Delete

3. Go to the Policy tab and re-evaluate all the system-defined Office365 policies.
a. In the Policy tab, click a policy.

b. On the Policy Details page, select a connector and click Actions > Re-evaluate.

€— Policy Details: Azure Active Directory Best Practices

VIEW MODE
Connectors
Policy Information
Controls
R CREATEDBY LASTSYNC STATUS
Disable
Enabled
351802 QA qwer@qw.com Jan 6, 2023
11:23 AM
®) [] Ofc QAPO1 Regession qwer@qw.com Jan 6,2023 Enabled
11:54 AM

Remove Additional OAuth Scopes for Salesforce Connector

With SaaSDR 1.8.0, only the following two scopes are now required for the Salesforce OAuth app:
e Manage user data via apis (api)
e Perform request at anytime (refresh_token, offline_access)

Post-upgrade steps for Salesforce connector

Perform the following steps to remove the additional scopes from the OAuth app in Salesforce:

1. Log in to your Salesforce account.
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2. Go to the Manage Connected Apps section and know your OAuth app.
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3. Go to App Manager > View App > Edit and select the OAuth app used for connector
creation.

4. Remove the additional scopes and click Save.
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) Descriptions | |
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Full access (full) [Manage user data via APIS (ap))
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5. Go to Saas Detection and Response > Configuration.

6. Select the Salesforce connector and click Actions > re-authenticate.
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