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Qualys SaaS Detection and Response (SaaSDR) 

Release Notes 

Version 1.4.0 

September 24, 2021 

 
Here’s what’s new in SaaS Detection and Response 1.4.0! 
 

CIS Microsoft 365 Foundations Benchmark v1.3 

Hardening Controls for Microsoft 365 to Defend Against UNC2452 

Deep coverage of services on Microsoft 365 

Events Page in the Monitor Tab 

Renaming G Suite to Google Workspace 

Re-Authenticate to SaaS Application 

Change in Control IDs 
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CIS Microsoft 365 Foundations Benchmark v1.3 
SaaSDR now supports the latest version of the CIS Microsoft 365 Foundation Benchmark. With 
the updated certified CIS policy, your Microsoft 365 subscription can be assessed for compliance 
with respect to the updated checks in the CIS policy. 
 

Hardening Controls for Microsoft 365 to Defend Against UNC2452 
In December 2020, FireEye uncovered and publicly disclosed a widespread campaign conducted 
by the threat group that is tracked as UNC2452. In some cases, the attacker used their access to 
on-premises networks to gain unauthorized access to the victim’s Microsoft 365 environment.  
In this release, we have included controls for mitigating this type of attack. These controls are 
included in ‘Microsoft Office 365 Best Practices’ policy. 
 

Deep coverage of services on Microsoft 365 
With this release, Azure AD, Exchange Online, OneDrive and Teams services on Microsoft 365 
can be assessed for compliance by using SaaSDR. 
 

Events Page in the Monitor Tab 
Qualys SaaSDR 1.4.0 re-introduces the Events page under the Monitor tab with improved 
performance. 
The Events page lists expected activities, authorized activities or activities that might have 
potential indication of unexpected behavior. 
You can filter events based on their Type or Category from the left navigation pane.  
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Detail Page of User Activity Event 
Qualys SaaSDR 1.4.0 now enables users to view the details of the user activity events. Under the 
Events page, click the event to view the details in JSON format. 
 

 
 

Renaming G Suite to Google Workspace 
After Google’s official announcement, G Suite SaaS application in Qualys SaaSDR is now  
updated to Google Workspace SaaS application. 
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Re-Authenticate to SaaS Application 
You might need to re-authenticate to the SaaS applications in the following scenarios: 

1. When you upgrade to a new version of SaaSDR and could not find the existing connector 
on the application UI.  

2. A new scope is added. 
3. Change in the password of SaaS login that was used to create a connector.  

Navigate to Configuration > Connectors tab and select the connector you want to 
re-authenticate. 
Go to Actions drop-down menu and click Re-Authenticate. 
Re-Authenticate option will be enabled for connectors in any state except Pending 
state.  
Note: You can select only one connector at a time. 
 

 
 
Once re-authentication is attempted, if it fails, status column shows Error with "Authentication 
Failure" and if it succeeds, Sync is triggered and the newly authorized connector will be available 
on the application UI. 
 

Change in Control IDs 
We have changed identifiers of certain controls in the SaaSDR controls library.  
To mention a few here: 9036, 9037, 9038, 9018, 9012, 9007 control Ids are replaced by 70123, 
70124, 70125, 70105, 70100, 70095 respectively. 
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