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Here’s what’s new in SaaS Detection and Response 1.1.0!

1. Visibility and Data Exposure Insights for Zoom
2. CIS Benchmark Policy for Zoom
3. Additional controls added to Salesforce Best Practices Policy
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Visibility and Data Exposure Insights for Zoom

The Qualys SaaSDR module now lets you connect to your organization’s Zoom instance. You can now create a
Zoom connector and gain visibility and data exposure insights about users, meetings and recordings in your
Zoom account. Once the Zoom connector is configured, SaaSDR scans the account to audit the entities in it.

‘Data Exposure Insights’ for Zoom meetings can be found by navigating to ‘Meetings’ under the ‘Resources’
tab. All meetings and recordings with at-least one cloud recording would be listed here. Meetings are
classified into ‘External’ and ‘Internal’ based on the participant email addresses.

You can also identify meeting that have recordings shared publicly via QQL queries or go into any specific

meeting to view the participants and its recordings. Recording settings for each meeting can be seen in its
‘Summary’ page.
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CIS Benchmark Policy for Zoom

Qualys SaaSDR now supports out-of-box CIS-certified compliance policy for Zoom. Enabling this policy, would
periodically validate your Zoom account for various CIS-recommended settings. This policy can be enabled
for your zoom connector by navigating to ‘Connectors’ section under the Policy details.

Additional Controls added to ‘Salesforce Best Practices Policy’

The Salesforce Best Practices Policy is now enhanced with additional controls to validate your Salesforce
instance against industry best practices. These are controls with CIDs 30020 to 30028.
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