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What’s New

Here’'s what's new in Patch Management 2.7!

Mac Sonoma 14.x Support
QQL-based Deployment Jobs Enhancement
Defer Cloud Agent Scans

Qualys Patch Management 2.7 brings you more improvements and updates! Learn more
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Mac Sonoma 14.x Support

You can now deploy patches on assets with the Mac Sonoma 14.x operating system.

Prerequisite
It's a must to have the cloud agent versions Mac Intel Agent 5.2.0.x and Mac ARM Agent 5.3.0.x.

For more information, refer to the Supported Product Versions Guide and Cloud Agent Platform
Availability Matrix (PAM).
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QQL-based Deployment Jobs Enhancement

Before this release, while creating or updating the Windows or Linux deployment jobs, you could
use either patches or vulnerabilities QQL tokens during automated patch selection. With this
release, you can use the patches and vulnerabilities QQL tokens together.

Note: Only the patches that fulfill the criteria based on the combination of these QQL tokens are
considered and added to the job.

For more information, refer to the ‘Creating Patch Job for Windows Assets’ and ‘Creating Patch
Job for Linux Assets’ sections from the Online Help.

€<— Create: Windows Deployment Job ®@

STEPS 4/9
Select Patches

Choose the patch selection option to install patches on the assets you selected

Basic Information
Select Assats

Select Pre-actions O Manual Patch Selection @ Automated Patch Selection O Patch Selection from Another Job

Select the required job to fetch patches from its latest run.

Select manually from the available lst of patches. Define QL to automatically den
current and future vulnerabiltes every time t

Select Patches

5 Select Post-actions

Schedule Patch title: Microsoft® X ®
.

7 options Vulnerabifty vulnerabilities. severity:1 X 806
o JobAccess Note: For optimum performance, only missing and non-superseded patches that match the QQL eriteria will be added to thejob.
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https://cdn2.qualys.com/docs/qualys-patch-management-supported-product-versions.pdf
https://success.qualys.com/support/s/article/000006675
https://success.qualys.com/support/s/article/000006675
https://docs.qualys.com/en/pm/latest/#t=patches%2Ft_creating_patch_job_for_windows_assets.htm
https://docs.qualys.com/en/pm/latest/#t=patches%2Ft_creating_patch_job_for_linux_assets.htm
https://docs.qualys.com/en/pm/latest/#t=patches%2Ft_creating_patch_job_for_linux_assets.htm

€— Edit Job: QQL_based_test_job

EDIT MODE
Select Patches

Choose the patch selection option to install patches on the assets you selected

Basic Information
Select Assets

Select Pre-actions

(O Manual Patch Selection (® Automated Patch Selection (O Patch Selection from Another Job

Select Patches Select manually from the available list of patches, Define QOL to automatically identify patches to remediate Select the required job to fetch patches from its latest run.
current and future vulnerabilities every time the job runs.

Select Post-actions

Schedule

Patch title: ‘Microsoft® NG ‘
Options
Job A Vulnerability vulnerabilities.severity:1 and vulnerabilities.firstFound:[now=2w ... now-1s] X = @ ‘
ob Access

Note: For optimum performance, only missing and non-superseded patches that match the QQL criteria will be added to the job.

Defer Cloud Agent Scans

With this release, we introduced the subscription-level setting, Defer Cloud Agent Scans. Super
users and users with the “Patch Manager” role can enable or disable this setting to prioritize
patch deployment over the cloud agent's other scans if they overlap the ongoing patch
deployment.

Note: This setting is applicable only for Windows Deployment Jobs and Windows Rollback Jobs.
For more information, refer to the Online Help.
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Subscription-level Settings

Bypass Execution Policy

This subscription level setting is applicable for Windows assets. Enable the PowerShell Execution Policy Bypass to override the default policy. As a result, the Oﬂm On
signed and unsigned scripts are executed without showing any wamings or messages. See More.

Defer Cloud Agent Scans
Enable this setting to prioritize patch deployment over the cloud agent's other scans that overlap patch deployment. See More... Off e On
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https://docs.qualys.com/en/pm/latest/#t=configuration%2Fsubscription_level_settings.htm

Issues Addressed

We fixed an issue where different patches were sent to agents for a QQL-based job that
was part of the same run of the deployment job.

We fixed an issue where a change in asset timezone was not processed correctly.
We fixed an issue where patch job deletion from the Ul was unsuccessful.

We fixed an issue where, for some of the job executions, assets under those jobs were
stuck as "Pending" due to the same schedules between the jobs.

We fixed an issue where the same assets were reflected in the Patch Job Details > Assets
tab after clicking the next arrow to see the next set of assets.
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