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What’s New

Here’'s what's new in Patch Management 2.5!

Enhanced Visibility for Windows and Mac Patch Failure Details

Support for Mac Job Progress Report Download

Support for Adding System Reboot Pre-action to Windows Deployment Job
openSUSE Leap 15.4 and 15.5 Support

Qualys 2.5 brings you more improvements and updates! Learn more
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Enhanced Visibility for Windows and Mac Patch Failure Details

With this release, you can see the OS Status and HTTP Status code details for Windows patch
failure. Also, you can see the HTTP Status code details for Mac patch failure. As a result, you get
visibility into the root cause of the patch failure and the possible solution to fix the issue.

In the case of Windows patch failure, when you click the codes under OS Status and the HTTP
Status from the Error Codes section of the 'Failure Details' popup, you can see the “OS Status”
and “HTTP Status” popups, wherein you can see the possible root cause and possible solution to
fix the issue.

Failure Details HTTP Status

Refer to the failure reason and error codes for more details.
Abstract

Reason for Failure Internal Server Error

FileHashValidationFailed: The vendor pateh file failed the hash validation. Possible Root Cause

Error Codes HTTP 500 Internal Server Error server error response code indicates that the server encountered an unexpected
condition that prevented it from fuifilling the request

HTTP Status (0} osstatus (D) ExitCode (D)
5 1642 Possible Solution
Please validate the download URL of the patch and if the issue is not resolved please contact support.

v

Note: To know more about the error codes, click here.

Failure Details 0S Status
Refer to the failure reason and error codes for more details. Abstract

Reason for Failure Issue with SSL Certificate

LanguageDownloadNotAvailable: Patch is not available for the language selected (Normally a Possible Root Cause
terminal state).

™ One or more errors are found in the server’s Secure Sockets Layer (SSL) certificate.
Error Codes

) Possible Solution
HTTP Status (i 08 Status (i Exit Code (1 R it | t, |8/000002857 th
efer to hitps://success qualys. com/support/s/article, to fix the issue.

307 2775 0 oo ¥

Note: To know more about the error codes, click here.

In the case of Mac patch failure, when you click the code under the HTTP Status from the Error
Codes section of the 'Failure Details' popup, you can see the “HTTP Status” popup, wherein you
can see the possible root cause and possible solution to fix the issue.

Failure Details HTTP Status
Refer to the failure reason and error codes for more details.

Abstract
Reason for Failure Service Unavailable

PatchUserUIConfirmationWaitTimeOver: User should affirm deferral activity from Ul or click Install
to start the OS update. Notification will be shown during the patch window or for 72 hours if the
patch window is not configured. After this wait time is over, the patch will not be installed The server is not ready to handle the request.

Error Codes

Possible Root Cause

----* Possible Solution

P o
HTTP Status (1) Exit Code (1) Validate the patch download URL. If the issue persists, contact Support

Note: To know more about the error codes, click here.
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Support for Mac Job Progress Report Download

You can download the Job Progress Report for the Scheduled and On-Demand Mac jobs.

To download the job progress report of a particular Mac job, navigate to the Jobs > Mac tab, click

: S . |
View Progress from the Quick Actions menu of a Mac Job, and click the Download E icon.
The report is downloaded as a zip file. After you extract the zip file, you can see the report in
CSV format. For more information, refer to the Online Help.
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Support for Adding System Reboot Pre-action to Windows Deployment Job

With this release, you can add a ‘System Reboot’ pre-action while creating a Windows
deployment job. The System Reboot pre-action ensures a machine reboot. The reboot takes
effect after all job activities, if configured, are done and honors all the reboot-related settings if
configured.

Consider the following points while creating and scheduling the job to which you want to add a
‘System Reboot’ pre-action:

- Asacloud agent can run only one job at a time, ensure that other jobs are completed
before this job runs for the ‘System Reboot’ pre-action to get executed successfully.

- When you add the 'System Reboot' pre-action, you cannot enable the 'Suppress Reboot'
option from the 'Deployment and Reboot Communication Options'.

- You can create a job with a System Reboot action only and without patches. If you
configure a job with patches and a System Reboot pre-action, and if the patches need a
reboot after installation, the system will reboot only once at the end of the job execution.

Select Pre-Actions

Select an action that you want to execute on assets before the job starts.

A\ The System Reboot pre-action ensures a machine reboot. The reboot takes effect after
all job activities, if configured, are done and honors all the reboot-related settings if
configured. Learn more...

Action *

System Reboot v

Configuration

Action Name * (D)

Ce | I
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https://docs.qualys.com/en/pm/latest/#t=reports%2Fcreate_job_progress_reports.htm

openSUSE Leap 15.4 and 15.5 Support

We provided patching support for openSUSE Leap 15.4 and 15.5 for the Linux platform. For more
information, refer to the Cloud Agent Platform Availability Matrix (PAM).

( New Updates ) DASHBOARD  PRIORITIZED PRODUCTS ASSETS  JOBS  CONFIGURATION

Patch Management

Patches Windows
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Total Patches
PAICHTITLE PUBLISHED DATE ARGHT  ADVISORY 1D CATEGORY  ASSOCITEDQIDS  VENDORSEVERTY  MISSING ASSETS
OopenSUSE-SU-2023:0166-1: OPENSUSE Linux Security Advisor... Wednesday, 05 X86_64.. openSUSE-SU-202.. Security 754156 I important 0
03
-SU-2023:0114-1: i ity Advi aturday, 27 Mar x open ecur critcal
e e 0penSUSE-SU-2023:0114-1: OPENSUSE Linux Security Advisor... Saturday, 27 M 8664  OpenSUSE-SU202.. Security 754045 a 0
VENDOR SEVERITY 0penSUSE-SU-2023:0066-1: OPENSUSE Linux Security Advisor... Thursday, 09 M ¥86.64  openSUSESU202.. Security 753734 B mpotet ()
Important 110
o w© 0penSUSE-SU-2023:0063-1: OPENSUSE Linux Security Advisor... Thursday, 02 Me X86.64  openSUSESU-202.. Security 753733 B important 0
toderate
Critcal 33
o A 0penSUSE-SU-2023:0044-1: OPENSUSE Linux Security Advisor... Sunday, 12 Feb ; X86.64  openSUSESU-202.. Security 753675 B impertant 0
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https://success.qualys.com/support/s/article/000006675

Issues Addressed

We fixed the issue where no data was shown after selecting the 'Tag Name' option from
the 'Group By' list for the Jobs tab-related queries from the Patch Management dashboard
widget.

We fixed the issue where a mismatch was observed in the count of Fixed Vulnerabilities
based on the patches installed on the Patch Management dashboard widget.

We enhanced the patch to QID mapping logic to increase accuracy.

We fixed the issue where, though the patch is installed, it was shown in the missing and
installed patches list.

We fixed an issue where, upon clicking the Prioritized Products > Risk Reduction
Recommendation tab, the ‘Prioritized Products Report’ was not generated.

An incorrect job scheduled time was observed for some weekly jobs. Now, we have fixed
this issue by making the required changes to Cron.
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