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What’s New 
 
Here’s what’s new in Patch Management 2.4!  
 
Add Custom Repository URLs and Edit Custom Repository URLs Pages Enhancements 

Prioritized Products Tab Enhancements 

Enhanced Visibility for Windows Patch Failure 

Support for Linux Patch Report Download 

RHEL9 and Oracle Linux 9 Patching Support 

Rocky Linux 8, 9 and Alma Linux 8, 9 Support 

DST Honored for Scheduled Patch Jobs 

 

 
 
 
 
 
 
 
 
 
Qualys 2.4 brings you more improvements and updates! Learn more 
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Add Custom Repository URLs and Edit Custom Repository URLs Pages 
Enhancements 

The “Add Custom Repository URLs” and “Edit Custom Repository URLs” pages are enhanced to 
include the Vendor URL tab and the Add Patch Process representation. 
 
Note: You see these pages when you enable the “AcquireFromVendor” type of Windows patches 
for adding to existing or new Windows deployment jobs. For more information, see Enabling 
Vendor-Acquired Patch. 
 
-  Vendor URLs tab: With the introduction of this tab, you are no longer required to go to the 
“Patch Details” page to know the Vendor URL. Instead, click the Vendor URLs tab to see the 

vendor URL. Click the Copy   icon to copy the Vendor URL and complete further steps. 
 
-  Add Patch Process representation: The intuitive representation of the Add Patch Process 
provides guidance on the same screen. You can hide the Add Patch Process representation by 
clicking Remove. 
 

 

Prioritized Products Tab Enhancements 

The Risk Reduction Recommendation tab is introduced under the Prioritized Products tab. 
When you click this tab, you can see a maximum of 50 entries of recommended, latest patches 
based on the top high and critical QID count. You can achieve a risk reduction on your Windows 
assets by creating jobs using these suggested latest patches. For more information, see 
Prioritizing Product Vulnerabilities for Windows Assets. 

https://docs.mp02.eng.sjc01.qualys.com/en/pm/latest/index.htm#t=patches%2Fenable_vendor_acquired_patch.htm
https://docs.mp02.eng.sjc01.qualys.com/en/pm/latest/index.htm#t=patches%2Fenable_vendor_acquired_patch.htm
https://docs.qualys.com/en/pm/latest/index.htm#t=patches%2Fprioritized_products.htm
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Enhanced Visibility for Windows Patch Failure  

New exit codes are introduced as part of error codes for Windows patch failure. As a result, you 
get visibility into the root cause of the patch failure and the possible solution to fix the issue. 
 
When you click the Exit Code from the Error Codes section of the 'Failure Details' popup, you can 
see the newly introduced “Exit Code” popup, wherein you can see the possible root cause and 
possible solution to fix the issue. For more information, see Viewing Windows Patch Failure Error 
Code Details and Patch-Specific Failure Reason Codes for Windows.  
 

 
 

 
 

https://docs.qualys.com/en/pm/latest/#t=status%2Fwin_patch_failure_error_details.htm
https://docs.qualys.com/en/pm/latest/#t=status%2Fwin_patch_failure_error_details.htm
https://docs.qualys.com/en/pm/latest/#t=status%2Ffailed_reason_codes_list.htm
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Support for Linux Patch Report Download  

You can download the detailed patch data for Linux assets from the Patches and Assets tabs. 
Before this release, this support was available for only Windows assets.  

As shown in the following screen capture, click the Download    icon to download the patch 
data report for Linux. For more information, see Generating Patch Reports for Windows and 
Linux Assets. 
 

 

RHEL9 and Oracle Linux 9 Patching Support 

You can now patch the RHEL9.x (RHEL 9.0, RHEL 9.1, RHEL 9.2) and Oracle Linux 9 patches for 
the Linux platform. 
 

 
   

https://docs.qualys.com/en/pm/latest/index.htm#t=patches%2Fexporting_patch_data.htm
https://docs.qualys.com/en/pm/latest/index.htm#t=patches%2Fexporting_patch_data.htm
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Rocky Linux 8, 9 and Alma Linux 8, 9 Support 

We added support for Linux 8, 9 and Alma Linux 8, 9. 
 

 
 

DST Honored for Scheduled Patch Jobs 

DST is honored for all types of scheduled new patch jobs. To honor the DST for existing jobs that 
are already enabled, you must disable them first and enable them again. 
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Issues Addressed 
- We fixed the Report Generation failure issue in the scenarios where the useruuid used for 

report generation doesn't belong to the customeruuid. 

- We fixed the pre-action and post-action script execution failure issue for Linux assets. 

- We fixed the issue where the discrepancy was observed in the case of the missing 
patches shown on the Patch Management UI and the downloaded report for the same 
assets. 

- We fixed an issue where an incorrect recurring day was assigned in the weekly job 
despite selecting the correct recurring day. 

- We fixed the job schedule issue for Patch Tuesday jobs. 

- We enhanced the Patch Management license consumption representation on the UI for 
the License consumption exceeds your license limit scenario to provide more clarity. 

- We added the *.gvt1.com domain to the allowlist documentation to avoid the HTTP 407 
error scenario observed for one of the patch URLs with the *.gvt1.com domain. 

https://docs.qualys.com/en/pm/latest/index.htm#t=get_started%2Flicenses.htm
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