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What’s New

Here’'s what's new in Patch Management 2.4!

Add Custom Repository URLs and Edit Custom Repository URLs Pages Enhancements
Prioritized Products Tab Enhancements

Enhanced Visibility for Windows Patch Failure

Support for Linux Patch Report Download

RHEL9 and Oracle Linux 9 Patching Support

Rocky Linux 8, 9 and Alma Linux 8, 9 Support

DST Honored for Scheduled Patch Jobs

Qualys 2.4 brings you more improvements and updates! Learn more
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Add Custom Repository URLs and Edit Custom Repository URLs Pages
Enhancements

The “Add Custom Repository URLs” and “Edit Custom Repository URLs” pages are enhanced to
include the Vendor URL tab and the Add Patch Process representation.

Note: You see these pages when you enable the “AcquireFromVendor” type of Windows patches
for adding to existing or new Windows deployment jobs. For more information, see Enabling
Vendor-Acquired Patch.

- Vendor URLs tab: With the introduction of this tab, you are no longer required to go to the
“Patch Details” page to know the Vendor URL. Instead, click the Vendor URLSs tab to see the

O

vendor URL. Click the Copy icon to copy the Vendor URL and complete further steps.

- Add Patch Process representation: The intuitive representation of the Add Patch Process
provides guidance on the same screen. You can hide the Add Patch Process representation by
clicking Remove.

Add Custom Repository URLs

Enter the language-specific local repository URLs. The Qualys agent will download the binaries from the URLS that you enter. You can
find the vendor URL from the patch details page from where you can download the binaries into your repository. Learn more...

Add Patch Process Remove

Download Patches Upload Patches to Add Repository Links
Iil from Vendor Urls > @ Repository e to Custom URLs

CUSTOM URLS VENDOR URLS

LANGUAGE SUPPORT URLS

All Languages https://download. filezilla-project.org/client/FileZilla_3.64.0_win64-setup.exe

Cancel

Prioritized Products Tab Enhancements

The Risk Reduction Recommendation tab is introduced under the Prioritized Products tab.
When you click this tab, you can see a maximum of 50 entries of recommended, latest patches
based on the top high and critical QID count. You can achieve a risk reduction on your Windows
assets by creating jobs using these suggested latest patches. For more information, see
Prioritizing Product Vulnerabilities for Windows Assets.
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https://docs.mp02.eng.sjc01.qualys.com/en/pm/latest/index.htm#t=patches%2Fenable_vendor_acquired_patch.htm
https://docs.mp02.eng.sjc01.qualys.com/en/pm/latest/index.htm#t=patches%2Fenable_vendor_acquired_patch.htm
https://docs.qualys.com/en/pm/latest/index.htm#t=patches%2Fprioritized_products.htm

( D 1758 ]
Patch Management - ( NewUscates ) DASHBOARD | PRIORITIZED PRODUCTS | PATCHES ~ ASSETS ~ JOBS  CONFIGURATION Eye).)

[ZULY-ICIEEI | Risk Reduction Recommendation

@ A maximum of 50 entries based on the top high and critical QID count is shown on this page. You can achieve a risk reduction by applying the suggested latest patches. e
Q ®
] ® | Cloud Agent ¢

Qios
PATCH TITLE PRODUCT NAME MISSING IN ASSETS CRITCAL QDS © HigH Qios
June 13, 2023-KB5026415 (Monthly Rollup) - Microsoft Support Windows 2 4 0 oo ) |
N J
Java 8 Update 371 Java 1 0 3 (" parcrinow )
Update for Windows 7 SP1 and Windows Server 2008 R2 SP1 (KB449...  Windows 2 0 0 e N
( parcinow )
December 2014 update rollup for Windows RT 8.1, Windows 8.1,and ...~ Windows 2 0 0 / \
( earcrinow )
Breakout key cannot be set as expected by using a hexadecimal value..  Windows 2 0 0 (omormon )
N J

Enhanced Visibility for Windows Patch Failure

New exit codes are introduced as part of error codes for Windows patch failure. As a result, you
get visibility into the root cause of the patch failure and the possible solution to fix the issue.

When you click the Exit Code from the Error Codes section of the 'Failure Details' popup, you can
see the newly introduced “Exit Code” popup, wherein you can see the possible root cause and
possible solution to fix the issue. For more information, see Viewing Windows Patch Failure Error
Code Details and Patch-Specific Failure Reason Codes for Windows.

Failure Details

Refer to the failure reason and error codes for more details.

Reason for Failure
FileHashValidationFailed: The vendor patch file failed the hash validation.
Error Codes

HTTP Status (&) 08 Status @ Exit Code ()

Note: To know more about the error codes, click here.

Exit Code

Abstract

The Windows Installer service couldn't install the upgrade patch because either the program to be upgraded might be
missing or the upgrade patch might update a different version of the program.

Possible Root Cause

The version of the program targeted in the patch differs from the one on the agent machine. It might happen when an
upgrade in the application is done in any other way before the actual patch installation.

Possible Solution

The issue will be resolved by selecting the correct patch that supports the application version on the endpoint. But if
the targeted application is already updated, you can ignore this message.

femMore

Qualys Patch Management Release Notes 3


https://docs.qualys.com/en/pm/latest/#t=status%2Fwin_patch_failure_error_details.htm
https://docs.qualys.com/en/pm/latest/#t=status%2Fwin_patch_failure_error_details.htm
https://docs.qualys.com/en/pm/latest/#t=status%2Ffailed_reason_codes_list.htm

Support for Linux Patch Report Download

You can download the detailed patch data for Linux assets from the Patches and Assets tabs.
Before this release, this support was available for only Windows assets.

oy

As shown 1n the following screen capture, click the Download icon to download the patch
data report for Linux. For more information, see Generating Patch Reports for Windows and
Linux Assets.

Patch Management ( New Updat j

DASHBOARD  PRIORITIZED PRODUCTS | PATCHES| ASSETS ~ JOBS ~ CONFIGURATION 2 @

Patches Windows

[ Patch ‘Q @‘E
o P Fiters v 1-500f 346 [<][3] ¢ &
Total Patches
PATCH TITLE PUBLISHED DATE ARCHIT ADVISORY ID CATEGORY ASSOCIATED QIDS VENDOR SEVERITY MISSING ASSETS
Amazon Linux Security Advisory for kernel: ALAS-2023-1701 Mar17,2028 (D x86.64. ALAS20231701  Security 354843 W meoran ]
08
s . Amazon Linux Security Advisory for kernel: ALAS-2023-1707 Mar17,2023 (D) x86.64. ALAS20231707  Secury 354824 W meorant ]
AMAZON LINUX 125
. - Amazon Linux Security Advisory for java-1.8.0-openjdk: ALAS-2... Mar2,2023 - x@6.64. ALAS20231697  Seourity 354810 W Moderste ]
ORACLE LINUX 6 29
Amazon Linux Security Advisory for batik: ALAS-2023-1695 Mar2, 2023 X86_64.. ALAS20231695  Security 354807 B important 1
VENDOR SEVERITY
fmportant 1o Amazon Linux Security Advisory for git: ALAS-2023-1700 Mar2,2023 - x86.64. ALAS2023700  Securty 354808 W voderte ]

RHEL9 and Oracle Linux 9 Patching Support

You can now patch the RHEL9.x (RHEL 9.0, RHEL 9.1, RHEL 9.2) and Oracle Linux 9 patches for
the Linux platform.

Patch Management DASHEOARD  PRIORITIZED PRODUCTS. ASSETS  JOBS  CONFIGURATION ap®E
Patches
poch v [[ostemtsrier: miLs: o astensisier: omscte v X @O | =
(m] W Fiters v 1-500f 629 (<|B) & C &
Total Patches
PAICHTIE PUBLISHED DATE ARGHT DVISORY 1D CATGORY  ASSOCATEDOIDS  VENDOR SEVERTY  HISSNG ASSETS
RHSA-2023:3661:texiive security update sno,2023 carchs. RHSA20Z3ISET Secty 201727 B
05
P — ELSA-2023-3585: python3.11 security update s 17,2028 e Esaaass sy co7ie Wi )
® a2
EL! 589: firefox y upd Jun 17,2028 sarch6.. ELSA20233589  Security 160744 W important 0
VENDOR SEVERITY
. - ELSA-2023-3592: .NET 7.0 security, bug fix, and enhancement update un 17,2028 aarche. ELSA20203592  Secuy 160746 W ot ()
important 79
o . ELSA-2023-3587: thunderbird security update s, 202 amchs. ELSAZ03S7  Securty 160742 W ot ()
Crtical 4
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https://docs.qualys.com/en/pm/latest/index.htm#t=patches%2Fexporting_patch_data.htm
https://docs.qualys.com/en/pm/latest/index.htm#t=patches%2Fexporting_patch_data.htm

Rocky Linux 8, 9 and Alma Linux 8, 9 Support
We added support for Linux 8, 9 and Alma Linux 8, 9.

Patch Management - ( NewUpdates ) DASHBOARD  PRIORITIZED PRODUCTS

PATCHES

ASSETS  JOBS  CONFIGURATION RO

Patches Windows Mac
Patch
0.9K
° 0 L Fiters 1-500f 20853 (<IB) s ¢ &
Total Patches
PATCHTITLE PUBLISHED DATE ARCHIT ADVISORY 1D CATEGORY  ASSOCIATEDQIDS  VENDORSEVERTTY  MISSING ASSETS
Rocky Linux Security Advisory for open-vm-tools (RLSA-2023:3949) Invalid date - X86.64. RLSA20233949  Securlty 960956 Low 0

08
T Soa Rocky Linux Security Advisory for vim (RLSA-2022:1552) Invalid date aarché.. RLSA2022:1552  Security 960336 B vodeste
RHELS 147K
RHEL7 141K AlmaLinux Security Advisory (ALSA-2023:1879) Feb 22,4023 - aarché.. ALSA-2023:1879 Security 940985 B important 0
RHELS 123K
R e SUSE-SU-2015:0320-1: SUSE Linux Security Advisory for hivex Jan1,2823 - X86.64. SUSESU201503. Securty 167578 Low 0
AMAZONLLINUX 2 1.04K
ORACLE_LINUX 7 875 SUSE-SU-2015:0129-1: SUSE Linux Security Advisory for flash-player Jan23,2215 x86.64  SUSESU201501.  Security 167536 W criteal 0

747

743 Rocky Linux Security Advisory for vim (RLSA-2022:0366) Q1,214 - aarchb. RLSA20220366  Securlty 960721 W Vodeate ()
UBUNTUZ2 715
DEBIAN10 694 AlmaLinux Security Advisory (ALSA-2022:0130) Jul 12,2030 - xB6.64. ALSA20220130  Security 940430 B important 0
UBUNTU20 646
DEBIANS 566 USN-5378-2: UBUNTU Linux Security Advisory for XZ Utils Aug9,2026 noarch  USN-5378:2 Securty 108743 W ot
UBUNTU1S 534

DST Honored for Scheduled Patch Jobs

DST is honored for all types of scheduled new patch jobs. To honor the DST for existing jobs that
are already enabled, you must disable them first and enable them again.
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Issues Addressed

- We fixed the Report Generation failure issue in the scenarios where the useruuid used for
report generation doesn't belong to the customeruuid.

- We fixed the pre-action and post-action script execution failure issue for Linux assets.

- We fixed the issue where the discrepancy was observed in the case of the missing
patches shown on the Patch Management Ul and the downloaded report for the same
assets.

- We fixed an issue where an incorrect recurring day was assigned in the weekly job
despite selecting the correct recurring day.

- We fixed the job schedule issue for Patch Tuesday jobs.

- We enhanced the Patch Management license consumption representation on the Ul for
the License consumption exceeds your license limit scenario to provide more clarity.

- We added the *.gvt1l.com domain to the allowlist documentation to avoid the HTTP 407
error scenario observed for one of the patch URLs with the *.gvtl.com domain.
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https://docs.qualys.com/en/pm/latest/index.htm#t=get_started%2Flicenses.htm
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