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Here's what's new in Patch Management 1.4.6!

“Save & Enable” Option Added to Enable a New Job

Option to Minimize the Job Progress Window

Only Run-Once Jobs are Marked Completed

Job Wizard’s Confirmation Screen to Show Job Schedule type
Global Dashboard Permissions

Whitelist URLs List Updated

Copyright 2021 by Qualys, Inc. All Rights Reserved.



“Save & Enable” Option Added to Enable a New Job

With this release, we have removed the “Create job in Enabled State” toggle option from the
Options tab > Additional Job Settings section. You will now find this option on the confirmation
page when you save a new job. Select “Save & Enable” from the “Save” drop-down button to
enable the job as soon as you save the job. This option is available only when creating a Job the
first time, not during editing the job.

Note that You should review the configuration and ensure that job is correctly configured if you
are choosing this option.
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Job Access

Option to Minimize the Job Progress Window

The user can now minimize the job progress window shown on the user machine when the
patch job is in progress. We have added an option “Minimize job progress window” in the
create/edit job > Options > Additional Job settings section. Turn on this option to display the
minimize button on the job progress window.

& Edit Job: windows job
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Reboot messages

Suppress Reboot

Reboot Request

Reboat Countdown

Additional Job Settings

Enable opportunistic patch download

[ Minimize job progress window ]
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Only Run-Once Jobs are Marked Completed

We show Completed status only for Run-Once jobs (On-Demand and non-recurring Scheduled
job). An On-Demand job is marked "Completed" when it is Enabled. A Run-Once job (non-
recurring Scheduled job) is marked Completed after the start time of the job on the asset that
last on the time zone. The scheduled recurring jobs are never marked Completed.

<~ Create: Deployment Job o

STEPS 4/1
Schedule Deployment
Basic Information Schedule the deployment job to run on demand or in the future.

Select Assets

Select Patches Schedule Schedule: Schedule the deployment job to run at a set time
Schedule START DATE START TIME
s Options 02/10/2021 2:46pm Recurring Job
6 Job Access
TIMEZONE
7 Confirmation By default the system will use the agent timezone. Set timezone
Patch Window

You can configure a patch window to run the deployment job only within a particular time frame

® None Set Duration

Note: Not setting the patch window will allow the cloud agent to take as much time as it needs to complete the job.

The Jobs list page showing Run-Once jobs marked as completed in the Status column.
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Job Wizard’s Confirmation Screen to Show Job Schedule type

When you define a job, we will now also show you the schedule type of the job in the
Confirmation step. The valid values are: 1) On-Demand, 2) Run-Once, 3) Recurring — daily, 4)
Recurring — weekly, and 5) Recurring — monthly.

& Create: Deployment Job (-]

STEPS 177
Confirmation

i Basic Information You're all done! Review your selections and click Save. This deployment job will be created and added to your deployment jobs list

Select Assets
Basic Information and Schedule it
Select Patches
JOB TITLE: Windows Patch Job
Schedule
DESCRIPTION:

Options
JOB TYPE Install

¢ ) LTRSS (SCHEDULETVPE Dn'Demand)

PATCH WINDOW:  None

Global Dashboard Permissions

As Patch Management is already integrated with Unified Dashboard, we will now refer to the
newly introduced Global Dashboard Permissions to determine the dashboard permissions for the
PM user roles. With the Global Dashboard Permissions referred for PM/Unified dashboard
permissions, the corresponding dashboard permissions that were set using the PM Dashboard
Permissions will be discontinued. All the existing users will be migrated to the new global
dashboard permissions.

The Global Dashboard Permissions will only allow the Patch Manager, Patch User and Patch
Dashboard Author to create, edit and delete their own dashboards. For permissions to edit,
delete other users’ dashboard and print/download dashboard, contact SuperUser or
Administrator.

Privileges Patch Patch Patch Patch Patch
Manager | User Dashboard | Reader | Security
Author
Global Dashboard Permissions
Create, Edit, Delete your own Y Y Y
dashboards
Edit Dashboard

Delete Dashboard
Print/Download Dashboard
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Role Edit: PATCH DASHBOARD AUTHOR Tum help fips: On |OF %

Edit Mode Edit permissions for this role
Role Details Select modules which this role should have access. For each role you can define which permissions would be granted
M Modules Search for module and add to list v
Action Log
Role Permissions by Modules (8) Remove All
Remove
m Patch Management
Permissions : PM Depl: Job (1), PM Assessment Profile (1), PM Permission: Change
/ P \ Remove
m Global Dashboard Permissions

¥ Global Dashboard Permissions (1 of 4)
Create, Edit, Delete your own dashboards
[ Edit Dashboard
[0 Delete Dashboard

[ print/Download Dashboard

Cancel ﬁ

Whitelist URLs List Updated

We have updated the list of URLs that you must whitelist for the Cloud Agent to successfully
download patches on your assets.

ftp://ftp.attglobal.net
http://2.na.dl.wireshark.org
http://34e34375d0b7c22eafct-cOadbe9b34fe09958cbeal670de70e9b.r87.cfl.rackcdn.com
http://aimp.su
http://airdownload.adobe.com
http://allwaysync.com
http://app.ringcentral.com
http://appldnld.apple.com
http://appldnld.apple.com.edgesuite.net
http://archive.apache.org
http://archive.mozilla.org
http://ardownload.adobe.com
http://ardownload2.adobe.com
http://assets.cdngetgo.com
http://astuteinternet.dl.sourceforge.net
http://atlassian.jfrog.io
http://au.v4.download.windowsupdate.com
http://ayera.dl.sourceforge.net
http://az764295.vo.msecnd.net
http://bl.download.windowsupdate.com
http://binaries.webex.com
http://builds.cdn.getgo.com
http://cache-download.real.com
http://cache.lumension.com
http://ccmdl.adobe.com
http://cdn.azul.com
http://cdn.gomlab.com
http://cdn01.foxitsoftware.com
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http://cdn02.foxitsoftware.com
http://cdn03.foxitsoftware.com
http://cdn06.foxitsoftware.com
http://cdn09.foxitsoftware.com
http://cdnl.evernote.com
http://cthcable.dl.sourceforge.net
http://citrixreceiver491000.html
http://citrixreceiver492000.html
http://citrixreceiver493000.html
http://clientupdates.dropboxstatic.com
http://content.ivanti.com
http://corretto.aws
http://cran.r-project.org
http://d11yldzmag5Syn.cloudfront.net
http://d3pxv6yz143wms.cloudfront.net
http://data-cdn.mbamupdates.com
http://desktopassets.prezi.com
http://dl.bandicam.com/bandicut
http://dl.delivery. mp.microsoft.com
http://dl.google.com
http://dl.teamviewer.com
http://dl.tvcdn.de
http://dl1.cdn.filezilla-project.org
http://dl3.cdn.filezilla-project.org
http://dl3.xmind.net
http://d13.xmind.net/
http://download-installer.cdn.mozilla.net
http://download-origin.cdn.mozilla.net
http://download.adobe.com
http://download.autodesk.com
http://download.betanews.com
http://download.ccleaner.com
http://download.cdburnerxp.se
http://download. filezilla-project.org
http://download.gimp.org
http://download.macromedia.com
http://download.microsoft.com
http://download.notepad-plus-plus.org
http://download.oldfoss.com
http://download.oracle.com
http://download.pdfforge.org
http://download.piriform.com
http://download.qgsrinternational.com
http://download.royalapplications.com
http://download.skype.com
http://download.splunk.com
http://download.sublimetext.com
http://download.teamviewer.com
http://download.techsmith.com
http://download.tortoisegit.org
http://download.videolan.org
http://download.virtualbox.org
http://download.visualstudio.microsoft.com
http://download.windowsupdate.com
http://download.winzip.com
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http://download.xnview.com
http://downloadl.operacdn.com
http://download2.operacdn.com
http://download3.operacdn.com
http://download3.vmware.com
http://download3.xnview.com
http://download4.operacdn.com
http://downloadarchive.documentfoundation.org
http://downloadplugins.citrix.com
http://downloads.hpe.com
http://downloads.jam-software.de
http://downloads.pdf-xchange.com
http://downloads.plex.tv
http://downloads.ringcentral.com
http://downloads.slack-edge.com
http://downloads.sourceforge.net
http://downloads.tableau.com
http://downloadus2.teamviewer.com
http://downloadus4.teamviewer.com
http://dwnld.windvdpro.com
http://e3.boxcdn.net
http://endpoint920510.azureedge.net
http://files.zimbra.com
http://files2.zimbra.com
http://fpdownload.adobe.com
http://fpdownload.macromedia.com
http://ftp.adobe.com
http://ftp.gimp.org
http://ftp.opera.com
http://ftp.osuosl.org
http://gensho.ftp.acc.umu.se
http://get.geo.opera.com
http://gigenet.dl.osdn.jp
http://gigenet.dl.sourceforge.net
http://github.com
http://install.nitropdf.com
http://iweb.dl.sourceforge.net
http://jabraxpressonlineprdstor.blob.core.windows.net
http://jaist.dl.sourceforge.net
http://javadl.oracle.com
http://javadl.sun.com
http://jsimlo.sk
http://knowledge.autodesk.com
http://launch.getgo.com
http://managedway.dl.sourceforge.net
http://master.dl.sourceforge.net
http://media.inkscape.org
http://meetings.webex.com
http://mirror.clarkson.edu
http://mirrors.gigenet.com
http://mirrors.xtom.com
http://msedge.sf.dl.delivery.mp.microsoft.com
http://neevia.com
http://netactuate.dl.sourceforge.net
http://nmap.org
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http://nodejs.org
http://notepad-plus-plus.org
http://osdn.dl.osdn.jp
http://osdn.mirror.constant.com
http://osdn.net
http://packages.vmware.com
http://phoenixnap.dl.sourceforge.net
http://pilotfiber.dl.sourceforge.net
http://product-downloads.atlassian.com
http://pspad.poradna.net
http://pumath.dl.osdn.jp
http://razaocinfo.dl.sourceforge.net
http://releases.mozilla.org
http://s3.amazonaws.com/files.zimbra.com
http://secure-appldnld.apple.com
http://secure.logmein.com
http://secure.mozy.com
http://silverlight.dlservice.microsoft.com
http://slack-ssb-updates.global.ssl.fastly.net
http://sourceforge.net
http://statics.teams.cdn.office.net
http://storage.googleapis.com
http://support.citrix.com
http://supportl.uvnc.com
http://swdl.bluejeans.com
http://the.earth.li
http://updates-http.cdn-apple.com
http://versaweb.dl.sourceforge.net
http://web.mit.edu
http://www.7-zip.org
http://www.aimp.ru
http://www.citrix.com
http://www.coreftp.com
http://www.crowdstrike.com
http://www.download.windowsupdate.com
http://www.fosshub.com
http://www.getpaint.net
http://www.goodsync.com
http://www irfanview.info
http://www.jam-software.com
http://www.mercurial-scm.org
http://www.morphisec.com
http://www.oracle.com
http://www.poly.com
http://www.rarlab.com
http://www.realvnc.com
http://www.scootersoftware.com
http://www.tightvnc.com
http://www .tracker-software.com
http://www.uvnc.com
http://www.wireshark.org
http://zoom.us
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