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Qualys Out-of-Band Configuration Assessment 

Release Notes 

Version 1.3 

May 25, 2020 

 
Here’s what’s new in Out-of-Band Configuration Assessment (OCA) 1.3!  
 
Support for New Technologies 
Version 2 APIs 
Assets Details Page 
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Support for New Technologies 
We now support the following new technologies through the OCA app for compliance 
assessment: 
 

• HP Printers 
• Samsung Printers 
• Zebra Printers 

 
Note: For assessing these printer technologies, the configuration of these printers can be 
uploaded only through HP Security Manager. HP Security Manager in turn, uses OCA APIs to 
upload the configuration to Qualys Cloud Platform. Asset provisioning and configuration upload 
for these printers are not supported through UI. 
 
You can now run the Policy Compliance Reports on these technologies to view your compliance 
posture. 

 

Version 2 APIs 
We are excited to introduce the following set of version 2 APIs that support token-based 
authentication: 
 

• Fetch Authentication Token 
• Fetch List of Supported Technologies 
• Provision an Asset 
• Fetch Asset Status using UUID 
• Fetch Supported Commands for a Technology 
• Fetch Supported Commands based on Asset UUID 
• Upload Command Output for a UUID 
• Revoke an Asset using UUID 
• Provision Assets in Bulk 
• Revoke Assets in Bulk 
• Re-Provision Assets in Bulk 

 
For detailed information on each API, see the Out-of-band Configuration Assessment API v2 
User Guide on the Documentation Portal. 
 
Version 1 APIs are retained for the benefit of our existing customers. You may continue to use 
the existing APIs or switch to the new ones. To view version 1 APIs, see to the Out-of-band 
Configuration Assessment User Guide on the Documentation Portal. 
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Assets Details Page 
We have revamped the Asset Details page for better usability and customer experience. 
 

 
 
You can now see the Compliance reports for Controls from the Assets Details page in the OCA 
app. To view the Compliance report, select the required asset, and from the Quick Action menu 
select View Details. Navigate to COMPLIANCE > Policy Compliance and you will see a complete 
summary of passed and failed controls. These controls are evaluated against the data uploaded. 
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To view the list of commands executed for an asset, select the required asset and click Quick 
Actions > View Commands. 
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