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Support for New Technologies

We now support the following new technologies through the OCA app for compliance
assessment:

e HP Printers
e Samsung Printers
e Zebra Printers

Note: For assessing these printer technologies, the configuration of these printers can be
uploaded only through HP Security Manager. HP Security Manager in turn, uses OCA APIs to
upload the configuration to Qualys Cloud Platform. Asset provisioning and configuration upload
for these printers are not supported through UI.

You can now run the Policy Compliance Reports on these technologies to view your compliance
posture.

Version 2 APlIs

We are excited to introduce the following set of version 2 APIs that support token-based
authentication:

e Fetch Authentication Token

e Fetch List of Supported Technologies

e Provision an Asset

e Fetch Asset Status using UUID

e Fetch Supported Commands for a Technology
e Fetch Supported Commands based on Asset UUID
e Upload Command Output for a UUID

e Revoke an Asset using UUID

e Provision Assets in Bulk

e Revoke Assets in Bulk

e Re-Provision Assets in Bulk

For detailed information on each API, see the Out-of-band Configuration Assessment API v2
User Guide on the Documentation Portal.

Version 1 APIs are retained for the benefit of our existing customers. You may continue to use

the existing APIs or switch to the new ones. To view version 1 APIs, see to the Out-of-band
Configuration Assessment User Guide on the Documentation Portal.
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Assets Details Page

We have revamped the Asset Details page for better usability and customer experience.

@ Qualys. Express

€— Asset Details: qua.com

¥ [NVENTORY Identification Last Location
Assel Summary DNS Hosiname: ua.com
System Information FQDN:
Network Information
NetBIOS Name HP Safeguard
Open Ports 2
IPv4 Addresses : 10.10.8.1 Location unknown.
installed Software Last Seen: 7 days ago 12:02 pm
IPv6 Addresses:
X SHEITY AssetID: 124848
Vulnerabilities Host 1D+ 24143
¥ COMPLIANCE .
Activity Tags AddTags
Policy Compliance
Last User Login: - I 0OCA
¥ SENSORS Last System Boot:
Agent Summary Created On: Sep 19,2019 12:45 pm

You can now see the Compliance reports for Controls from the Assets Details page in the OCA

app. To view the Compliance report, select the required asset, and from the Quick Action menu
select View Details. Navigate to COMPLIANCE > Policy Compliance and you will see a complete
summary of passed and failed controls. These controls are evaluated against the data uploaded.

@ Qualys. Express

&— Asset Details: qua.com

v INVENTORY
Compliance Summary

View the compliance posture by all policies (default view) or by a single policy in your subscription.

Asset Summary
System Information

Network Information You have 1 Policies in your subscription

Select the policy you would like to review by
Open Ports

Installed Software
CONTROL INSTANGE BY STATUS FAILED CONTROLS BY CATEGORY

v SECURITY

Vulnerabilities
85 Total 23 Total
v COMPLIANCE B passing 62 B 0SSecurity Setti.. 8
Policy Compliance B Faiing 23 B Access ControlR.. 8
Error 0 B inegrity and Ava.. 7
v SENSORS

Agent Summary

Control Status by Policies

Security Confi ion and Compli Policy forHP ... 7 daysago | ]

Qualys Out-of-Band Configuration Assessment Release Notes 3



To view the list of commands executed for an asset, select the required asset and click Quick
Actions > View Commands.

@ Ouolys. Express

Assets

791

Total Assets

TECHNOLOGY VERSION
ACME Packet 0S
Fabric 7
Fabric 8
FireEye CMS 7
FireEye CMS 8

18 more

84
75
59
57
52

Out-of-Band Configuration Assessment

Q Search for assets...
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