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Get Count of Assets

With this release, we’ve updated API v2 to get the count of assets by filtering with the 
newly introduced software.authorization and asset.criticalityScore attributes. 

Note: The software.authorization attribute is available only for CyberSecurity Asset 
Management subscriptions.

Sample - Get count of all assets
API request:

curl -X POST -H 'Accept: */*' -H 'Authorization: Bearer <JWTToken>' -H 
'Content-Type: application/json' -i  
'https://gateway.qg1.apps.qualys.com/rest/2.0/count/am/asset' < 
filter.json

Here, filter.json file is the request in json format.

Sample Request body in json format (filter.json)

{
    "filters": [
        {
            "field": "software.authorization",
            "operator": "EQUALS",
            "value": "Authorized"
         }
    ]
}

Response:

{
    "count": 850,
    "responseCode": "SUCCESS",
    "responseMessage": "Valid API Access"
}

API affected rest/2.0/get/am/asset

New or Updated APIs Updated
2



Qualys Global AssetView/CyberSecurity Asset Management v2.x
Get Host Details of Specific Asset
Get Host Details of Specific Asset

With this release, the response for this API will contain information about the newly 
introduced software.authorization and asset.criticalityScore attributes. You can 
include or exclude response for criticality field.

Note: The software.authorization attribute is available only for CyberSecurity Asset 
Management subscriptions.

Sample - Get host details of specific asset by assetid
API request:

curl -X GET -H 'Accept: */*' -H 'Authorization: Bearer <JWTToken>' 
-H 'Content-Type: application/json' -i 
'https://gateway.qg1.apps.qualys.com/rest/2.0/get/am/asset?assetId
=6920718'

Response:

{
    "responseMessage": "Valid API Access",
    "responseCode": "SUCCESS",
    "assetListData": {
        "asset": [
            {
                "assetId": 6920718,
                "assetUUID": "50d20290-c66a-42e7-8c0a-
ba6e92b6324c",
                "hostId": 1437386,
                "lastModifiedDate": "2021-04-06T10:02:33.000Z",
                "agentId": null,
                "createdDate": "2020-11-25T12:49:25.000Z",
                "sensorLastUpdatedDate": "2021-04-
06T10:02:33.000Z",
                "assetType": "HOST",
                "address": "10.115.110.95",
                "dnsName": "localhost.localdomain",
                "assetName": "localhost.localdomain",
                "netbiosName": null,
                "timeZone": "IST",

API affected rest/2.0/get/am/asset

New or Updated APIs Updated
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                "biosDescription": null,
                "lastBoot": null,
                "totalMemory": 5806,
                "cpuCount": null,
                "lastLoggedOnUser": "root",
                "hwUUID": "422a2b16-4c8b-588a-a20c-c1851ad7e376",
                "biosSerialNumber": "VMware-42 2a 2b 16 4c 8b 58 8a-
a2 0c c1 85 1a d7 e3 76",
                "biosAssetTag": "No Asset Tag",
                "isContainerHost": false,
                "operatingSystem": {
                    "osName": "The CentOS Project CentOS 7 (1810)",
                    "fullName": "The CentOS Project CentOS 7 
(1810)",
                    "category": "Linux / Server",
                    "category1": "Linux",
                    "category2": "Server",
                    "productName": "CentOS",
                    "publisher": "The CentOS Project",
                    "edition": null,
                    "marketVersion": "7",
                    "version": "1810",
                    "update": null,
                    "architecture": null,
                    "lifecycle": {
                        "gaDate": "2018-12-03T00:00:00.000Z",
                        "eolDate": "2020-12-31T00:00:00.000Z",
                        "eosDate": "2024-06-30T00:00:00.000Z",
                        "stage": "EOL",
                        "lifeCycleConfidence": "Exact",
                        "eolSupportStage": "Full updates",
                        "eosSupportStage": "Maintenance Updates"
                    },
                    "taxonomy": {
                        "id": null,
                        "name": "Linux / Server",
                        "category1": "Linux",
                        "category2": "Server"
                    },
                    "productUrl": 
"https://www.centos.org/,https://en.wikipedia.org/wiki/CentOS,",
                    "productFamily": null,
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                    "installDate": null
                },
                "hardware": {
                    "fullName": "VMware VMware Virtual Platform 
VMware Virtual Platform",
                    "category": "Virtualized / Virtual Machine",
                    "category1": "Virtualized",
                    "category2": "Virtual Machine",
                    "manufacturer": "VMware",
                    "productName": "VMware Virtual Platform",
                    "model": "VMware Virtual Platform",
                    "lifecycle": {
                        "introDate": null,
                        "gaDate": null,
                        "eosDate": null,
                        "obsoleteDate": null,
                        "stage": "Unknown",
                        "lifeCycleConfidence": " "
                    },
                    "taxonomy": {
                        "id": null,
                        "name": "Virtualized / Virtual Machine",
                        "category1": "Virtualized",
                        "category2": "Virtual Machine"
                    },
                    "productUrl": 
"https://www.linuxjournal.com/article/3458,,",
                    "productFamily": null
                },
                "userAccountListData": null,
                "openPortListData": {
                    "openPort": [
                        {
                            "port": 709,
                            "description": "",
                            "protocol": "UDP",
                            "detectedService": "portmap/rpcbind",
                            "firstFound": "2020-11-
25T12:46:42.000Z",
                            "lastUpdated": "2020-11-
25T12:46:42.000Z"
                        },
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                        {
                            "port": 50000,
                            "description": "",
                            "protocol": "TCP",
                            "detectedService": 
"IBM_DB2_Universal_Database",
                            "firstFound": "2020-11-
25T12:46:42.000Z",
                            "lastUpdated": "2020-11-
25T12:46:42.000Z"
                        },
                        {
                            "port": 6000,
                            "description": "",
                            "protocol": "TCP",
                            "detectedService": "x11",
                            "firstFound": "2020-11-
25T12:46:42.000Z",
                            "lastUpdated": "2020-11-
25T12:46:42.000Z"
                        },
                        {
                            "port": 22,
                            "description": "",
                            "protocol": "TCP",
                            "detectedService": "ssh",
                            "firstFound": "2020-11-
25T12:46:41.000Z",
                            "lastUpdated": "2020-11-
25T12:46:41.000Z"
                        },
                        {
                            "port": 3389,
                            "description": "",
                            "protocol": "TCP",
                            "detectedService": null,
                            "firstFound": "2020-11-
25T12:46:42.000Z",
                            "lastUpdated": "2020-11-
25T12:46:42.000Z"
                        },
                        {
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                            "port": 111,
                            "description": "",
                            "protocol": "UDP",
                            "detectedService": "rpc_udp",
                            "firstFound": "2020-11-
25T12:46:42.000Z",
                            "lastUpdated": "2020-11-
25T12:46:42.000Z"
                        },
                        {
                            "port": 111,
                            "description": "",
                            "protocol": "TCP",
                            "detectedService": "rpc",
                            "firstFound": "2020-11-
25T12:46:41.000Z",
                            "lastUpdated": "2020-11-
25T12:46:41.000Z"
                        }
                    ]
                },
                "volumeListData": {
                    "volume": [
                        {
                            "name": "tmpfs",
                            "free": 2737078272,
                            "size": 3043934208
                        },
                        {
                            "name": "/dev/mapper/centos-home",
                            "free": 18629619712,
                            "size": 18700304384
                        },
                        {
                            "name": "devtmpfs",
                            "free": 3026444288,
                            "size": 3026444288
                        },
                        {
                            "name": "/dev/mapper/centos-root",
                            "free": 19672580096,
                            "size": 38304645120
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                        },
                        {
                            "name": "/dev/sda1",
                            "free": 876040192,
                            "size": 1063256064
                        }
                    ]
                },
                "networkInterfaceListData": {
                    "networkInterface": [
                        {
                            "hostname": "localhost.localdomain",
                            "addressIpV4": "192.168.122.1",
                            "addressIpV6": null,
                            "macAddress": "52:54:00:77:e1:71",
                            "interfaceName": "virbr0",
                            "dnsAddress": null,
                            "gatewayAddress": "",
                            "manufacturer": null,
                            "macVendorIntroDate": null,
                            "addresses": null
                        },
                        {
                            "hostname": "localhost.localdomain",
                            "addressIpV4": "10.115.110.95",
                            "addressIpV6": 
"fe80:0:0:0:250:56ff:feaa:e2da",
                            "macAddress": "00:50:56:aa:e2:da",
                            "interfaceName": "ens192",
                            "dnsAddress": null,
                            "gatewayAddress": "",
                            "manufacturer": "VMware",
                            "macVendorIntroDate": 946944000000,
                            "addresses": null
                        }
                    ]
                },
                "softwareListData": {
                    "software": [
                          {
                            "id": -5698725809391962787,
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                            "fullName": "Python 2.7.5 64-Bit",
                            "softwareType": "Application",
                            "isIgnored": false,
                            "ignoredReason": null,
                            "category": "Application Development / 
Programming Languages",
                            "category1": "Application Development",
                            "category2": "Programming Languages",
                            "productName": "Python",
                            "component": null,
                            "publisher": "Python",
                            "edition": null,
                            "marketVersion": "2",
                            "version": "2.7",
                            "update": "2.7.5",
                            "architecture": "64-Bit",
                            "installDate": "2020-03-
27T16:11:47.000Z",
                            "installPath": null,
                            "lastUpdated": "2020-11-
25T12:46:46.000Z",
                            "lastUseDate": null,
                            "language": null,
                            "formerlyKnownAs": null,
                            "isPackage": false,
                            "isPackageComponent": false,
                            "packageName": null,
                            "productUrl": 
"https://en.wikipedia.org/wiki/History_of_Python,,",
                            "lifecycle": {
                                "gaDate": "2010-07-03T00:00:00.000Z",
                                "eolDate": "2020-01-
01T00:00:00.000Z",
                                "eosDate": "2020-01-
01T00:00:00.000Z",
                                "stage": "EOL/EOS",
                                "lifeCycleConfidence": "Exact",
                                "eolSupportStage": "End-of-life",
                                "eosSupportStage": "End-of-life"
                            },
                            "supportStageDesc": "Python's policy is 
to drop support major versions once they reach their end of life",
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                            "license": {
                                "category": "Open Source",
                                "subcategory": "Python License 
(Python-2.0)"
                            },
                            "authorization": "Authorized"
                        },
                                                {
                            "id": 9136542396418607016,
                            "fullName": "OpenBSD OpenSSH Server 
7.4p1",
                            "softwareType": "Application",
                            "isIgnored": false,
                            "ignoredReason": null,
                            "category": "Networking / Access 
Software",
                            "category1": "Networking",
                            "category2": "Access Software",
                            "productName": "OpenSSH",
                            "component": "Server",
                            "publisher": "OpenBSD",
                            "edition": null,
                            "marketVersion": "7",
                            "version": "7.4",
                            "update": "7.4p1",
                            "architecture": null,
                            "installDate": "2020-03-
05T14:23:53.000Z",
                            "installPath": null,
                            "lastUpdated": "2020-11-
25T12:46:53.000Z",
                            "lastUseDate": null,
                            "language": null,
                            "formerlyKnownAs": "OpenBSD Secure 
Shell",
                            "isPackage": true,
                            "isPackageComponent": false,
                            "packageName": null,
                            "productUrl": 
"https://en.wikipedia.org/wiki/OpenSSH,,",
                            "lifecycle": {
                                "gaDate": "2016-12-19T00:00:00.000Z",
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                                "eolDate": null,
                                "eosDate": null,
                                "stage": "EOL",
                                "lifeCycleConfidence": "Calculated",
                                "eolSupportStage": " ",
                                "eosSupportStage": " "
                            },
                            "supportStageDesc": null,
                            "license": {
                                "category": "Open Source",
                                "subcategory": "BSD 2-Clause License 
(FreeBSD/Simplified)"
                            },
                            "authorization": "Authorized"
                        }
                    ]
                },
                "provider": null,
                "cloudProvider": null,
                "agent": null,
                "sensor": {
                    "activatedForModules": [
                        "VM"
                    ],
                    "pendingActivationForModules": [],
                    "lastVMScan": 1606306572000,
                    "lastComplianceScan": 0,
                    "lastFullScan": 1606306572000
                },
                "container": null,
                "inventory": {
                    "source": "IP",
                    "created": 1606308565000,
                    "lastUpdated": 1617703353000
                },
                "activity": null,
                "tagList": {
                    "tag": [
                        {
                            "tagId": 14151022,
                            "tagName": "static split",
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                            "foregroundColor": 0,
                            "backgroundColor": -65536,
                            "businessImpact": null,
                            "criticalityScore": 2
                        }
                    ]
                },
                "serviceList": null,
                "lastLocation": null,
                "criticality": {
                    "score": 2,
                    "isDefault": true,
                    "lastUpdated": "2021-06-30T09:43:27.000Z"
                },
                "processor": null
            }
        ]
    }
}
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Get Host Details of All Assets

With this release, the response for this API will contain information about the newly 
introduced software.authorization and asset.criticalityScore attributes. You can 
include or exclude response for criticality field. Using this API, you can also get the count 
of assets by including these attributes in the filter criteria. 

Note: The software.authorization attribute is available only for CyberSecurity Asset 
Management subscriptions.

Sample - Get details of all assets
Request (without filter):

curl -X POST -H 'Accept: application/json' -H 'Authorization: 
Bearer <JWTToken>' -H 'Content-Type: application/json' -i 
'https://gateway.qg1.apps.qualys.com/rest/2.0/search/am/asset'

Request (with filter - XML):

curl -X POST -H 'Accept: application/xml' -H 'Authorization: 
Bearer <JWTToken>' -H 'Content-Type: application/xml' -i 
'https://gateway.qg1.apps.qualys.com/rest/2.0/search/am/asset' < 
filter.xml

Here, filter.xml file is the request in XML format.

Sample Request body in XML format (filter.xml)

<FilterRequest>
    <filters>
        <Criteria field="software.authorization" 
operator="EQUALS"><value>Authorized</value></Criteria>
    </filters>
</FilterRequest>

Request (with filter - json):

curl -X POST -H 'Accept: application/json' -H 'Authorization: 
Bearer <JWTToken>' -H 'Content-Type: application/json' -i 
'https://gateway.qg1.apps.qualys.com/rest/2.0/search/am/asset' < 
filter.json

Here, filter.json file is the request in json format.

Sample Request body in json format (filter.json)

API affected rest/2.0/search/am/asset

New or Updated APIs Updated
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{
    "filters": [
        {
            "field": "software.authorization",
            "operator": "EQUALS",
            "value": "Authorized"
         }
    ]
}

Response:

{
    "responseMessage": "Valid API Access",
    "count": 1,
    "responseCode": "SUCCESS",
    "lastSeenAssetId": 6920718,
    "hasMore": 1,
    "assetListData": {
        "asset": [
            {
                "assetId": 6920718,
                "assetUUID": "50d20290-c66a-42e7-8c0a-ba6e92b6324c",
                "hostId": 1437386,
                "lastModifiedDate": "2021-04-06T10:02:33.000Z",
                "agentId": null,
                "createdDate": "2020-11-25T12:49:25.000Z",
                "sensorLastUpdatedDate": "2021-04-06T10:02:33.000Z",
                "assetType": "HOST",
                "address": "10.115.110.95",
                "dnsName": "localhost.localdomain",
                "assetName": "localhost.localdomain",
                "netbiosName": null,
                "timeZone": "IST",
                "biosDescription": null,
                "lastBoot": null,
                "totalMemory": 5806,
                "cpuCount": null,
                "lastLoggedOnUser": "root",
                "hwUUID": "422a2b16-4c8b-588a-a20c-c1851ad7e376",
                "biosSerialNumber": "VMware-42 2a 2b 16 4c 8b 58 8a-a2 0c 
c1 85 1a d7 e3 76",
                "biosAssetTag": "No Asset Tag",
                "isContainerHost": false,
                "operatingSystem": {
                    "osName": "The CentOS Project CentOS 7 (1810)",
                    "fullName": "The CentOS Project CentOS 7 (1810)",
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                    "category": "Linux / Server",
                    "category1": "Linux",
                    "category2": "Server",
                    "productName": "CentOS",
                    "publisher": "The CentOS Project",
                    "edition": null,
                    "marketVersion": "7",
                    "version": "1810",
                    "update": null,
                    "architecture": null,
                    "lifecycle": {
                        "gaDate": "2018-12-03T00:00:00.000Z",
                        "eolDate": "2020-12-31T00:00:00.000Z",
                        "eosDate": "2024-06-30T00:00:00.000Z",
                        "stage": "EOL",
                        "lifeCycleConfidence": "Exact",
                        "eolSupportStage": "Full updates",
                        "eosSupportStage": "Maintenance Updates"
                    },
                    "taxonomy": {
                        "id": null,
                        "name": "Linux / Server",
                        "category1": "Linux",
                        "category2": "Server"
                    },
                    "productUrl": 
"https://www.centos.org/,https://en.wikipedia.org/wiki/CentOS,",
                    "productFamily": null,
                    "installDate": null
                },
                "hardware": {
                    "fullName": "VMware VMware Virtual Platform VMware 
Virtual Platform",
                    "category": "Virtualized / Virtual Machine",
                    "category1": "Virtualized",
                    "category2": "Virtual Machine",
                    "manufacturer": "VMware",
                    "productName": "VMware Virtual Platform",
                    "model": "VMware Virtual Platform",
                    "lifecycle": {
                        "introDate": null,
                        "gaDate": null,
                        "eosDate": null,
                        "obsoleteDate": null,
                        "stage": "Unknown",
                        "lifeCycleConfidence": " "
                    },
                    "taxonomy": {
                        "id": null,
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                        "name": "Virtualized / Virtual Machine",
                        "category1": "Virtualized",
                        "category2": "Virtual Machine"
                    },
                    "productUrl": 
"https://www.linuxjournal.com/article/3458,,",
                    "productFamily": null
                },
                "userAccountListData": null,
                "openPortListData": {
                    "openPort": [
                        {
                            "port": 709,
                            "description": "",
                            "protocol": "UDP",
                            "detectedService": "portmap/rpcbind",
                            "firstFound": "2020-11-25T12:46:42.000Z",
                            "lastUpdated": "2020-11-25T12:46:42.000Z"
                        },
                        {
                            "port": 50000,
                            "description": "",
                            "protocol": "TCP",
                            "detectedService": "IBM_DB2_Universal_Database",
                            "firstFound": "2020-11-25T12:46:42.000Z",
                            "lastUpdated": "2020-11-25T12:46:42.000Z"
                        },
                        {
                            "port": 6000,
                            "description": "",
                            "protocol": "TCP",
                            "detectedService": "x11",
                            "firstFound": "2020-11-25T12:46:42.000Z",
                            "lastUpdated": "2020-11-25T12:46:42.000Z"
                        },
                        {
                            "port": 22,
                            "description": "",
                            "protocol": "TCP",
                            "detectedService": "ssh",
                            "firstFound": "2020-11-25T12:46:41.000Z",
                            "lastUpdated": "2020-11-25T12:46:41.000Z"
                        },
                        {
                            "port": 3389,
                            "description": "",
                            "protocol": "TCP",
                            "detectedService": null,
                            "firstFound": "2020-11-25T12:46:42.000Z",
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                            "lastUpdated": "2020-11-25T12:46:42.000Z"
                        },
                        {
                            "port": 111,
                            "description": "",
                            "protocol": "UDP",
                            "detectedService": "rpc_udp",
                            "firstFound": "2020-11-25T12:46:42.000Z",
                            "lastUpdated": "2020-11-25T12:46:42.000Z"
                        },
                        {
                            "port": 111,
                            "description": "",
                            "protocol": "TCP",
                            "detectedService": "rpc",
                            "firstFound": "2020-11-25T12:46:41.000Z",
                            "lastUpdated": "2020-11-25T12:46:41.000Z"
                        }
                    ]
                },
                "volumeListData": {
                    "volume": [
                        {
                            "name": "tmpfs",
                            "free": 2737078272,
                            "size": 3043934208
                        },
                        {
                            "name": "/dev/mapper/centos-home",
                            "free": 18629619712,
                            "size": 18700304384
                        },
                        {
                            "name": "devtmpfs",
                            "free": 3026444288,
                            "size": 3026444288
                        },
                        {
                            "name": "/dev/mapper/centos-root",
                            "free": 19672580096,
                            "size": 38304645120
                        },
                        {
                            "name": "/dev/sda1",
                            "free": 876040192,
                            "size": 1063256064
                        }
                    ]
                },
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                "networkInterfaceListData": {
                    "networkInterface": [
                        {
                            "hostname": "localhost.localdomain",
                            "addressIpV4": "192.168.122.1",
                            "addressIpV6": null,
                            "macAddress": "52:54:00:77:e1:71",
                            "interfaceName": "virbr0",
                            "dnsAddress": null,
                            "gatewayAddress": "",
                            "manufacturer": null,
                            "macVendorIntroDate": null,
                            "addresses": null
                        },
                        {
                            "hostname": "localhost.localdomain",
                            "addressIpV4": "10.115.110.95",
                            "addressIpV6": "fe80:0:0:0:250:56ff:feaa:e2da",
                            "macAddress": "00:50:56:aa:e2:da",
                            "interfaceName": "ens192",
                            "dnsAddress": null,
                            "gatewayAddress": "",
                            "manufacturer": "VMware",
                            "macVendorIntroDate": 946944000000,
                            "addresses": null
                        }
                    ]
                },
                "softwareListData": {
                    "software": [
                          {
                            "id": -5698725809391962787,
                            "fullName": "Python 2.7.5 64-Bit",
                            "softwareType": "Application",
                            "isIgnored": false,
                            "ignoredReason": null,
                            "category": "Application Development / 
Programming Languages",
                            "category1": "Application Development",
                            "category2": "Programming Languages",
                            "productName": "Python",
                            "component": null,
                            "publisher": "Python",
                            "edition": null,
                            "marketVersion": "2",
                            "version": "2.7",
                            "update": "2.7.5",
                            "architecture": "64-Bit",
                            "installDate": "2020-03-27T16:11:47.000Z",
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                            "installPath": null,
                            "lastUpdated": "2020-11-25T12:46:46.000Z",
                            "lastUseDate": null,
                            "language": null,
                            "formerlyKnownAs": null,
                            "isPackage": false,
                            "isPackageComponent": false,
                            "packageName": null,
                            "productUrl": 
"https://en.wikipedia.org/wiki/History_of_Python,,",
                            "lifecycle": {
                                "gaDate": "2010-07-03T00:00:00.000Z",
                                "eolDate": "2020-01-01T00:00:00.000Z",
                                "eosDate": "2020-01-01T00:00:00.000Z",
                                "stage": "EOL/EOS",
                                "lifeCycleConfidence": "Exact",
                                "eolSupportStage": "End-of-life",
                                "eosSupportStage": "End-of-life"
                            },
                            "supportStageDesc": "Python's policy is to drop 
support major versions once they reach their end of life",
                            "license": {
                                "category": "Open Source",
                                "subcategory": "Python License (Python-2.0)"
                            },
                            "authorization": "Authorized"
                        },
                                                {
                            "id": 9136542396418607016,
                            "fullName": "OpenBSD OpenSSH Server 7.4p1",
                            "softwareType": "Application",
                            "isIgnored": false,
                            "ignoredReason": null,
                            "category": "Networking / Access Software",
                            "category1": "Networking",
                            "category2": "Access Software",
                            "productName": "OpenSSH",
                            "component": "Server",
                            "publisher": "OpenBSD",
                            "edition": null,
                            "marketVersion": "7",
                            "version": "7.4",
                            "update": "7.4p1",
                            "architecture": null,
                            "installDate": "2020-03-05T14:23:53.000Z",
                            "installPath": null,
                            "lastUpdated": "2020-11-25T12:46:53.000Z",
                            "lastUseDate": null,
                            "language": null,
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                            "formerlyKnownAs": "OpenBSD Secure Shell",
                            "isPackage": true,
                            "isPackageComponent": false,
                            "packageName": null,
                            "productUrl": 
"https://en.wikipedia.org/wiki/OpenSSH,,",
                            "lifecycle": {
                                "gaDate": "2016-12-19T00:00:00.000Z",
                                "eolDate": null,
                                "eosDate": null,
                                "stage": "EOL",
                                "lifeCycleConfidence": "Calculated",
                                "eolSupportStage": " ",
                                "eosSupportStage": " "
                            },
                            "supportStageDesc": null,
                            "license": {
                                "category": "Open Source",
                                "subcategory": "BSD 2-Clause License 
(FreeBSD/Simplified)"
                            },
                            "authorization": "Authorized"
                        }
                    ]
                },
                "provider": null,
                "cloudProvider": null,
                "agent": null,
                "sensor": {
                    "activatedForModules": [
                        "VM"
                    ],
                    "pendingActivationForModules": [],
                    "lastVMScan": 1606306572000,
                    "lastComplianceScan": 0,
                    "lastFullScan": 1606306572000
                },
                "container": null,
                "inventory": {
                    "source": "IP",
                    "created": 1606308565000,
                    "lastUpdated": 1617703353000
                },
                "activity": null,
                "tagList": {
                    "tag": [
                        {
                            "tagId": 14151022,
                            "tagName": "static split",
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                            "foregroundColor": 0,
                            "backgroundColor": -65536,
                            "businessImpact": null,
                            "criticalityScore": 3
                        }
                    ]
                },
                "serviceList": null,
                "lastLocation": null,
                "criticality": {
                    "score": 2,
                    "isDefault": true,
                    "lastUpdated": "2021-06-30T09:43:27.000Z"
                },
                "processor": null
            }
        ]
    }
}
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