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Here's what's new in Qualys IOC 2.2!

New Filters Added to group Incidents and Events
Find More Information on Web for MD5 and SHA256 hash values
Added Details Column on the Events List Page to Show Malware Information

Links Shown in Columns on Incidents/Hunting/Assets pages to Open in a New Browser
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Enhancements to IOC Ul

New Filters Added to group Incidents and Events

We have added two new group by options: "Malware Category" and "Score". "Malware Category"
option on the Incidents > Hosts tab groups hosts by the malware category and "Score" option
groups events on the Hunting tab by a malware score. Operating System filter on the Hosts tab is
removed.
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Find More Information on Web for MD5 and SHA256 hash values

On the Event Details page, we now show a Google icon next to MD5 and SHA256 hash values for
all the 5 types of events, such as file, process and so on. When you click the Google icon, we find
and show, on a browser window, links to the Web sites that provides more information on MD5
and SHA256 hash values detected for events.
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I FILE
File Name: AM_2_KNOWN (£)11.exe
Score: 8
EVENT DETAILS
D; E_fe1378a2-631a-4981-aech-28edacAff332 7672350864194888312
Event Collected Date: Aug 4,2019 07:28 PM
Gbject Type FILE
FILE DETAILS
File Action: CREATED
File Name: AM_2_KNOWN (2)11.exe
Path C:\SRecycle.bin\s-1-5-21-371398205-1171949018-4186074538-500\SRMOBDET
Full Path: C:\$Recycle. bin\S-1-5-21-371398205-1171949018-4186074538-500\SRMOBDST\AM_2_KNOWN
(4)11.exe
MDS: £e59d48138b3340578cf8ff68df1436d G
SHAZ56: 1c20 4165447 08dab03c5ff0ebf605f9d22605 G aviustotal 2
FILE PROPERTIES
File Size: 180736 Product -
File Created: Aug 4,2019 02:03 PM Company. -
File Modified: Apr 24,2019 04:16 AM Copyright -
File Accessed: Aug 4,2019 02:03 PM Description: -
Version:
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Added Details Column on the Hunting page to Show Malware Information

We have added a new column "Details" on the Hunting page to show malware family and
category information for the events.
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Links Shown in Columns on Incidents/Hunting/Assets pages to Open in a
New Browser

You can now open the links shown in columns on Incidents/Hunting/Assets pages in a new
browser window. We support this action for these columns: 1) Name and Infections columns in
the Incidents > Hosts tab, 2) Object and Score columns in the Hunting tab and Name column in
the Assets tab can be opened in the new browser window. 3) Infected Assets columns in the
Incidents > Malware tab.
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Issues Addressed

e We fixed an issue where the user was not receiving email alerts for events even after
configuring SMTP.

e In the Date time picker, we renamed the option "Current State" to "Active View" on
Dashboard, Incidents and Hunting pages. You will see date time picker next to Search
box at the top of the page.

e We fixed an issue where the data in the downloaded Malware report was showing
incorrect data. Now the report data matches the Malware data shown on UL

® We fixed an issue where on the Incident > Malware tab, the malware family name was
not shown in the "Malware Family Name" column.

® We added a new token “process.fullPath” to search events by full path of the process on
the Hunting page.

e The host/incidents listed in the Incidents > Hosts tab and events listed in the Hunting tab
are now sorted by malware score in the descending order (high to low score).

® We made the #Infections column on the Incidents > Hosts page sortable.

* We fixed an issue where in the Incidents/Hunting/Assets page longer search queries in
the search bar was getting overlapped with the text below the search bar. Now we have
provided an opaque background when displaying longer queries in the search bar to fix
this issue.

e We are showing more information for events in the CSV file downloaded using the
Download option on the Hunting page. We have added the following columns: TIME ,
TYPE, ACTION, IMAGE_NAME, IMAGE_FULL_PATH, PROCESS_ARGS,
PROCESS_ELEVATED, PROCESS_USERNAME, MD5, SHA256, PID, PARENT_PID,
HANDLE_NAME, SRC_IP, SRC_PORT, DST_IP, DST_PORT, DST_FQDN, PROTO, REG_KEY,
REG_VALUE, REG_DATA, ASSET_HOSTNAME, ASSET_IP4, INDICATOR_SCORE,
EVENT_ID.
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