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Asset Risk Score (Beta)

With this release, you'll see asset risk score for the asset. Asset Risk Score (ARS) is
categorized as Low, Medium, High, and Severe base on the calculated score between 0O to
1000.

The following screenshot gives detailed information on the Asset Risk Score (ARS) formula
and other details.

What is Asset Risk Score (ARS)? BETA 4

This is the overall risk score assigned to the asset based on the fellowing contributing factors:
a. Asset Criticality Score (ACS)

b. Risk (QID) scores for each severity level (Critical [C], High [H], Medium [M], Low [L])

c. Auto assigned weighing factor (w) for each criticality level of QIDs

Formula to calculate the ARS:
ARS = ACS * {wpAvg(ODSe)) + whiAvg(QDSH)) + wm(vg(QDSm)) + wi{Avg(QDS))) }

Where, w -weighing facter for each furg(QDS) -Average of Qualys risk score for each
severity level of QIDs severity level of QIDs

If an asset doesn't have a critical vulnerability, the next available QDS will be used to calculate the ARS.

The ARS range is 0-1000
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A new column ‘Risk Score’ is added to the inventory list to show the asset risk score of the
asset.
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You can also see asset risk score on the asset details page, dashboard, etc.
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Software Download Limit Enhancement

With this release, we have increased the CSV download limit to 50k from the earlier 10k limit
while downloading software details with the 1, (download) icon on the software listing page
(Inventory > Software).

Shodan Enhancements

With this release, Federal users can activate shodan with the help of Qualys Support.

Assets visible on Shodan

% SHODAN

Contact Qualys Support for activation and
configuration of the Shodan connector

Once Shodan is activated, Federal users can import Shodan data.

Note: For other users, there is no change except the “Activate Shodan” text is changed to the
“Request Shodan”.

In-app Guided Tours for Better User Assistance (Beta)

You can now use the in-app guided tours to learn about various features and how to use
them. The guided tours provide step-by-step help, ensuring optimum user assistance within
the app.

To launch a guided tour, click and choose a specific topic to start with the step-by-step
help.
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Welcome to CyberSecurity Asset Management

Identify all systems comprehensively, detect at-risk assets, and respond with appropriate £ Reports
actions to mitigate risk.
%2 Create an Asset Details Report

% Create a Software Details Report

%= Create a Missing Software Details Report

% Create a Compliance Report

% Discover and Inventory Detect and Monitor Report ar|
Use multiple Qualys sensors, including cloud agent Detect software and hardware end of life, monitor Define alerts,
to gain comprehensive asset inventory. Enrich it unauthorized and missing required software. produce com|

with business context from CMDB sync.

Your Asset Inventory At-A-Glance
Dive into asset inventory to get detailed insights
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New Tokens

We have introduced the following new search tokens to enhance your search results:

For Responses

oci.compute.ocild: This token helps search for all assets with the specified OCI ID.
oci.compute.compartmentld: This token helps search for all assets with the specified
OCI compartment ID.

oci.compute.compartmentName: This token helps search for all assets with the
specified OCI compartment name.

oci.compute.shape: This token helps search for all assets with the specified shape.
oci.compute.region: This token helps search for all assets in the specified region.
oci.compute.state: This token helps search for all assets with a specific compute
state.

oci.compute.tenantld: This token helps search for all assets with specific tenant ID.
oci.compute.tenantName: This token helps search for all assets with specific tenant
name.

oci.compute.availabilityDomain: This token helps search for all assets in the
specified available domain.

oci.compute.timeCreated: This token helps search for all assets created at the
specified time.

oci.compute.imageld: This token helps search all assets with the specified image ID.
oci.compute.faultDomain: This token helps search all assets with the specified fault
domain.

ibm.virtualServer.id: This token helps search for all assets with a specific virtual
server ID.

ibm.virtualServer.location: This token helps to search for all assets with a specific
virtual server location.

ibm.virtualServer.datacenterld: This token helps search for all assets with a specific
virtual server data center ID.

ibm.virtualServer.deviceName: This token helps search for all assets with a specific
virtual server device name.

ibm.virtualServer.publicIpAddress: This token helps search for all assets with a
specific virtual server public IP address.

ibm.virtualServer.privateIpAddress: This token helps search for all assets with a
specific virtual server private IP address.

ibm.virtualServer.domain: This token helps to search for all assets with a specific
virtual server domain.

ibm.virtualServer.state: This token helps search for all assets with a specific virtual
server state.

software.hasRunninglnstance: This token helps search for all assets if the software
has running instances.

asset.hasMissingSoftware: This token helps search for all assets if the software has
missing software

missingSoftware.category1: This token helps search for all assets with missing
software categoryl.

missingSoftware.category2: This token helps search for all assets with missing
software category?

missingSoftware.publisher: This token helps search for all assets with the specific
missing software publisher.

missingSoftware.product: This token helps search for all assets with the specific
missing software product.

For Tags (Asset Inventory)

oci.compute.ocild: This token helps search for all assets with the specified OCI ID.
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e oci.compute.compartmentld: This token helps search for all assets with the specified
OCI compartment ID.

e oci.compute.compartmentName: This token helps search for all assets with the
specified OCI compartment name.

e oci.compute.displayName: This token helps search for all assets with the specified
display name

e oci.compute.faultDomain: This token helps search all assets with the specified fault
domain.

e oci.compute.hasAgent: This token helps search for all assets that have cloud agents.

e oci.compute.shape: This token helps search for all assets with the specified shape.

e oci.compute.region: This token helps search for all assets in the specified region.

e oci.compute.regionKey: This token helps search for all assets in the specified region.

e oci.compute.regionRealm: This token helps search for all assets in the specified
region realm.

e oci.compute.state: This token helps search for all assets with a specific compute
state.

e oci.compute.hostName: This token helps search all assets with the specified
hostname.

e oci.compute.tenantld: This token helps search for all assets with specific tenant ID.

e oci.compute.tenantName: This token helps search for all assets with specific tenant
name.

e oci.compute.availabilityDomain: This token helps search for all assets in the
specified available domain.

e oci.compute.canonicalRegionName: This token helps search all assets having the
specified canonical region name

e oci.compute.timeCreated: This token helps search for all assets created at the
specified time.

e oci.compute.imageld: This token helps search all assets with the specified image ID.

e oci.compute.faultDomain: This token helps search all assets with the specified fault
domain.

e oci.tags: This token helps search all assets with the specified tags.

e oci.tags.key: This token helps search all assets with the specified tag key.

oci.tags.namespace: This token helps search all assets with the specified namespace.

oci.vnic.vnicld: This token helps search all assets with the specified VNIC ID.

oci.vnic.venld: This token helps search all assets with the specified VCN ID.

oci.vnic.privatelp: This token helps search all assets with the specified private IP.

oci.vnic.publiclp: This token helps search for all assets with the specified public IP.

oci.vnic.subnetld: This token helps search OCI instances by the ID of the subnet in

which the interface resides.

e oci.vnic.subnetName: This token helps search OCI instances by the name of the
subnet in which the interface resides.

e oci.vnic.venName: This token helps search for all assets with the specified VCN
name.

e oci.vnic.vlanTag: This token helps search for all assets with the specified VLAN tag.

e oci.vnic.macAddr: This token helps search for all assets with the specified MAC

address.

e oci.vnic.virtualRouterIp: This token helps search for all assets with the specified
router IP.

e oci.vnic.subnetCidrBlock: This token helps search for all assets with the specified
block.

e oci.vnic.nicIndex: This token helps search for all assets with the specified index.

e ibm.tags.name: This token helps to search for all assets with a specific tag name.

e ibm.tags.value: This token helps search for all assets with a specific tag name.

e ibmu.virtualServer.id: This token helps search for all assets with a specific virtual
server ID.
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¢ ibm.virtualServer.location: This token helps to search for all assets with a specific
virtual server location.

e ibm.virtualServer.datacenterld: This token helps search for all assets with a specific
virtual server data center ID.

e ibm.virtualServer.deviceName: This token helps search for all assets with a specific
virtual server device name.

e ibm.virtualServer.publiclpAddress: This token helps search for all assets with a
specific virtual server public IP address.

e ibm.virtualServer.publicVlan: This token helps search for all assets with a specific
virtual server public VLAN.

e ibm.virtualServer.privateIpAddress: This token helps search for all assets with a
specific virtual server private IP address.

¢ ibm.virtualServer.privateVlan: This token helps search for all assets with a specific
virtual server private Vlan.

e ibm.virtualServer.domain: This token helps to search for all assets with a specific
virtual server domain.

e ibm.virtualServer.state: This token helps search for all assets with a specific virtual
server state.

For Inventory
® asset.riskScore: This token helps search for all assets with a specific asset risk score.
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Issues Addressed

e Fixed an issue where the Inventory Date attribute on the Asset Details and Software
Details was not mapped correctly.

e We added support for parsing QID-372899 for Windows assets with the tracking
method as QAGENT.

e Fixed an issue where Tag Details was showing a 404 error.

e Fixed an issue where an error was thrown while editing a tag that was originally
created using Create Tag APL

e Fixed an error that was occurring while configuring the Shodan where the
Organization Name was with a single quote (') character.
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