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Here's what's new in Global AssetView/CyberSecurity Asset Management 2.6!
CyberSecurity Asset Management

Track Authorized/Unauthorized Software - Missing Required Software
Missing Software Details Report

Interactive Report (Beta)

Global AssetView/CyberSecurity Asset Management 2.6 brings you many more improvements
and updates! Learn more
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Track Authorized/Unauthorized Software - Missing Required
Software

With this release, you will be able to mark software as required while creating a software
authorization rule for the asset. This will help you to identify the missing required software
on the asset.

Once the software is marked as required in the software authorization rule and if that
software is not installed on the asset, it will be flagged as ‘Missing Required Software’.

You can mark multiple software as required from Rules > Software Rules > Create Rule. In
the Authorized Software bucket, select the ‘Required’ toggle button next to the selected
software.

@ Qualys. cioud Platform

¢« Create New Rule

STEPS 3/4 Select Software
Select the software to be included in the rule
Basic Information
Select Assets Add Authorized Software Remove Selected ()

Select Software 0 Software selected

4 Review and Confirm \
O PRODUCT PUBLISHER CATEGORY CRITERIA VERSIONS/UPDATES REQUIRED
Cloud Agent Qualys Security / Endpoint Managem... ~ ANY - Version Modify ANY [ o] X -
Notepad++ DonHo Application Development / De..  ANY - Version Modify ANY a» %
Chrome Google Network Application / Internet..  ANY - Version Modify ANY e ] %
OneDrive Microsoft Storage / Backup and Recovery ~ ANY - Version Modify ANY [ o] X
~
—/
% Add Unauthorized Software
B Select applications, releases, publishers or categories that are explicitly unautherized in this environment. a

% Needs Review e

Select applications, releases, publishers or categories that needs to be reviewed before marking as Authorized or Unauthorized.

You can also mark software as required from Inventory > Software > Add To Authorization
Rule (Quick Actions menu of a particular software).

Select the ‘Authorize’ drop-down, select the ‘Required’ toggle button, and then select a rule
where selected software will be added.

Add Software to Authorization Rule

‘Track the software product as authorized/unauthorized

Windows Defender
Security / Endpoint Protection
® This Update (4.18.1807.18075) _) Entire Product

Authorization *

| Authorize v

@D Mark as Required

ORDER NUMBER RULE STATUS TAGS

1 nk-01 Enabled

test_rutuja
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Once the software is marked as ‘Required’ for the asset and if it is not installed on that asset,
it will be flagged as ‘Missing Required Software’.

< Asset Det MSEDGEWIN10

~ INVENTORY
Installed Software
Asset Summary

System Information Q

Network Information
Open Ports
Missing Required Software (43)

Installed Software A\ Viewthe list of missing required software for the selected asset.

Traffic Summary

Business Information
APPLICATION (8)  OTHER (69)

~ SECURITY
Vulnerabilities 1
VMDR Prioritization £0S

Patch Management

EDR
Certificates NAME
 COMPLIANGE Microsoft Intemet Explorer
Network Application / Internet Browser

File Integrity Monitoring
Don Ho Notepad++

Application Development / Development Tool

~ SENSORS
Igor Pavlov 7-Zip
) Auxiliary Software / Compression
Passive Sensor . _ o
Connestors
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Missing Required Software

Last Evaluated as

Qualys Cloud Agent
Securty / Endpoint Ma.

Microsoft .NET Fra.
Application Developme.

OpenBSD OpenSSH

ys ago at 1312

CRITERIA

ANY Version

ANY Version

ANY Version

ANY Version

UPDATEIVERSION

ANy

SOFTWARE RULE

Is_rule_req_test_

Missing_Software_age.

Is_rule_req_test_

Is_rule_req_test_

2114

4
LeetT80f 8

INSTALLED ON

¢



Missing Software Details Report

With this release, you'll be able to create a report for missing software details on your assets.
Missing Software Details report shows a detailed report of the selected assets based on
missing software and host information (attributes).

How to create a Missing Software Details Report?
1) Go to Reports > Create Report and click Missing Software Details.
2) Provide report title and report description for the asset details report. Click Next.

3) In the Report Source step, you can define the scope of the assets to be included in the
report. Select the assets and click Next.

4) In the Report Display step, select software and host attributes to be included in the report.
The selected attributes will be column headers in the report. Once you select software and
host attributes, click Next.

5) Review and confirm your selections. You can edit basic details, report source, and report
display from this step as well if required.

€ Create New : Missing Software Details

STEPS 4/4
Review and Confirm

Review and Confirm your selections

Basic Details
Report Source

Report Display

# Basic Details ‘4
Summary Specify report title and description
Name Description
Missing Software Details Report Description for the Missing Software Details
Report
# Report Source 4

Specify assets or assets tags to include in your report

Search Query

Selected Assets(50)
ASSET NAME OPERATING SYSTEM HARDWARE

Bengaluru,India Windows 10 VMware Virtual Platform
washington-illunios-999 windows 7 VMware Virtual Platform

Mumbai Indial Windows 10 VMware Virtual Platform

#~ Report Display 74

Select the columns you want to show in your report

Selected Columns

Software Information Host Information

All All

Cance! Previous Confirm

6) Click Confirm. Once report is created, it will be listed on the Reports page. Once you create
a report, it shows 'Processing’ status. Once report execution is finished, it will show status as
'‘Completed' and you'll be able to download the report in CSV format.
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Interactive Report (Beta)

With this release, you can create an interactive report that helps you to identify security and
configuration gaps on the most critical assets.

How to generate an interactive report?
1) Go to Reports and click Create Interactive Report.

2) Select tags for the assets to be included in the report from the Get Started with Asset
Health Report page and proceed.

3) Once you select the tags and proceed to the Interactive Report page —
(A) You'll see total assets, internet exposed assets, and assets with security gaps

(B) You can limit your report based on the inclusion of business context, asset categories, and
security gaps

(C) Click Generate Report button which shows a segregated view of the report below the
‘Generate Report’ button.

(D) Click Save & Download button to save a report and download it in CSV and PDF format.

< Interactive Report %™

r—
[ susinessunits  x  [E] unassigned.. x| cloudagent x Joca x [intemetFacing..| x | akudaletest x  QeBparsing x ]amoinperftest x | amonexpediatest x | amoinezetest x X
With Unauthorized Software 20
TOTAL INTERNET 0 AsseTswitH 150 Wih EOS/EOL Softwars 140
With OBS/EOL Hardware 5
EASSETS 1.07K EXPOSED 868 (B SeoURTY GAPS  14nrcom witEosEOLOS 9
\ Missing Required Software 1 wsj
éusiness Context Asset Categories Security Gap® \
ASSET CRITICALITY
HARDWARE * Unauthorized Software (o)
Most Critical Least Critical Cloud Instance (887) ) ( Virtual Machine (139) ) ( Unidentified (35) ) ( Notebook (5) EOS/EOL Software o)
DEPARTMENT
o OBS/EQS Hardware O
os* EOS/EOL 0S o)
ASSET SUPPORT GROUP Unidentifed (898) ) ( Windows (152) ) (" Linux (10) ) (" Unknown (6)
v

- J

[ o A

(Assﬂsﬂsﬂ) ‘ Software (726) ‘ M.ssmgsUﬂwave(As))

Unauthorized Missing Required 140 IR EOL Software 0BS Hardware EOS Hardware E0SOS >
Software Software

Q ®
1-500f 150 ¢ &

SOFTWARE ISSUES

ASSET ASSET CRITICALITY SYSTEM INFO OWNER LOCATION EOL/EOS UNAUTHORIZED  MISSING REQUIRED
Asset2112080345301230 E gy Microsoft Windows 10 Pro (1809 Build 17763) 64-Bit 7

10.115.108.47 VMware VMware Virtual Platform VMware Virtual Platform

Asset2112080350391239 E ws  Microsoft Windows 10 Pro (1809 Build 17763) 64-Bit 7

10.115.108.47 * VMware VMware Virtual Platform VMware Virtual Platform

Asset2112080359361236 ws  Microsoft Windows 10 Pro (1809 Build 17763) 64-Bit 7

L - .
10.115.108.47 E VMware VMware Virtual Platform VMware Virtual Platform

Click on the security gap data card to view the list of respective assets or software. For
example, the above report shows 20 ‘Unauthorized Software’ and clicking on it gives a list of
those 20 assets as shown below:
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Unauthorized
Software

®
Missing Required
Software

m EOS Software

( Assets (150)

Software (726) ‘ M\ssmgSoﬂware(‘iE))

E EOL Software

n OBS Hardware

B EOS Hardware

EEOS>

1-200f 20 ¢, &
SOFTWARE ISSUES

ASSET ASSET CRITICALITY SYSTEM INFO OWNER LOCATION EOL/EOS UNAUTHORIZED  MISSING REQUIRED
10.115.109.150 E ® Euler0S / Ubuntu / Fedora / Tiny Core Linux / Linux 3.x / IBM “ 1 48
10.115.109.150 EulerOS / Ubuntu / Fedora / Tiny Core Linux / Linux 3.x / IBM
113147-T460P.corp.qualys.com E gz Microsoft Windows 10 Enterprise (20H2 Build 19042) 64:Bit 26 9 26
192.168.56.1,fe80:0:0:0:5d8a:353e:ffea:7a5¢,fe80:0:0:0:9036:1a. Lenovo ThinkPad T460p 20FXA05800
113147-T460P.corp.qualys.com E " Microsoft Windows 10 Enterprise (20H2 Build 19042) 64-Bit Daniel Webb oA, USA 23 2 29
e80:0:0:0:9036:1af9:5a48:f345,192.168.56.1,10.119.209.170 fe. Lenovo ThinkPad T460p 20FXA05800 IT Support
113147-T460P.corp.qualys.com E g2 Microsoft Windows 10 Enterprise (20H2 Build 19042) 64-Bit 23 2 29
192.168.56.1,2409:4064:a01:2ca9:f40a:a63e:571a:8635,fe80:0: Lenovo ThinkPad T460p 20FXA05800
113263-T470P_SQL E g2 Microsoft Windows 10 Enterprise (2004 Build 19041) 64-Bit Daniel Webb oA s 2 3 o8
10.113.25.244 :0:0:b8b1:cd66:3ca9:cdee,fe80:0:0:0:5455: Lenovo ThinkPad T470p 20J7A03NIG IT Support

How to save and download a report?

Once you generate the report, a Save & Download button gets enabled.

1) Click Save & Download button from the top right corner of the Interactive Report page.

2) Populate the data in the Save and Download Report pop-up. You must select any (or All)
of the summary check-box to include in the report. Select the format of the report to be

generated from CSV or PDF. Select the appropriate timezone.

offline.

Name *

My_Report

Description

Detailed report

Include *

Assets Summary
Software Summary
Missing Software Summary

Report Format *

Select Timezone *

&) Comma-Separated Value (CSV)

Save and Download Report

You can save this report to the Reports tab or download the report to analyze or share it

Save ] Save & Download

(GMT 05:30) India Standard Time (IST Asia/Kolkata)

3) Click Save (to only save the report) or Save & Download (to save and instantly download
the report) button. Once you save the report, you can download the report from the “Info”

quick action of the report list.
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Issues Addressed

e Fixed an issue where clicking on the Global count was not showing the same count on
the Inventory > Assets page.

e Fixed an issue where "now"- followed by a number and any of the time units (For
example, now-1y for 1 year ago, now-2M for 2 months ago, now-5d for 5 days ago,
etc.) was not working for the agent.lastinventory token.

e We've fixed the issue where the 'Preview’ section of the widget was showing duplicate
modules with the count.

e Fixed an issue where the discrepancy was occurring for the 'Model' and
‘Manufacturer' fields while displaying data under the System Information of the Asset
Summary tab. Now, we've shown a single field - 'Model/Manufacturer' in place of
these 2 separate fields.

e Fixed an issue where the version for the Apache HTTP Server was not displayed if the
version is in two digits.

e Fixed an issue where the discrepancy in data in the asset details and asset list page
using QQL.

e Fixed an issue where the IBM HTTP Servers were listed with suffix as IP address
instead of version.

e Fixed an issue where the 'Last User Login' in the Asset Summary was showing registry
key path instead of the last logged-in user.

e Fixed an issue where the 'Edition' for Microsoft SQL Server was not displayed in Asset
Summary > Installed Software.

e Fixed an issue where accessing inactive modules from Asset Details was leading to
stuck on the same page and was breaking subsequent access.

e Fixed anissue where Oracle Database was getting removed from the Installed

software on the Asset Details page after agent scan if the 'Agent Scan Merge' is
enabled.
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