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Click here to identify your Qualys platform and get the API URL

In some of the API Release Notes, the API gateway URL for Qualys US Platform 1
(https://gateway.qgl.apps.qualys.com) is used in sample API requests.

For this API Release Notes, instead of providing any platform-specific URL,
<qualys_base_url> is mentioned in the sample API requests.

If you are on another platform, replace this URL with the appropriate gateway URL for
your account.

Important Considerations for EASM Profile APIs
* Only JSON format is supported for payload (POST, PUT, PATCH); XML is not supported.

e If multiple values are provided for any SEED/Filters, those should be separated by a
semi-colon.

e For SEED type DOMAIN, only Top Level Domain should be provided.

e For SEED type NETBLOCK and CERTSUBJECT, enumerateSubsidiary and
horizontalEnumeration should always be set to False.

e SEED type DOMAIN and CERTSUBJECT are not supported in ExcludeSeeds.
e Country code should be provided for the COUNTRY attribute.
e Characters allowed for profile name creation are:

-a-z,A-Z,0-9

- Blank space between two characters

- _ (underscore) is allowed. The rest of the special characters are not allowed.


https://www.qualys.com/platform-identification/
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Get an EASM Profile Data

API affected /easm/v2/profile
New or Updated APIs New
Method GET

DTD or XSD changes Not applicable

You can use this new API to get the EASM profile data. If multiple EASM profiles are
activated, you can get their data as well.

Input Parameters

Parameter Required/ Type Description
Optional
pageNumber Optional  Integer  Provide the page number. If the page number is not

provided, page no 0 is fetched by default.

Note: You can get the data for a maximum of 20
profiles. But if you want to get the data for more
than 20 profiles, you need to provide the pagination
query parameter that is
pageNumber=Numericvalue.

profileName Optional  String Provide the profile name only if you want to get the
data for the individual profile.

Sample - Get Multiple EASM Profiles Data
API Request:

curl --location '<qualys base url>/easm/v2/profile' \
—--header 'Authorization: Bearer <Auth Token>' \
--data "'

Response:

{

"hasNextPage": false,

"profile": [
{
"name": "NewProfile",
"includeSeeds": [
{
"seedType": "DOMAIN",
"seedValue": "qualys.com",

"seedHeading": null,
"enumerateSubsidiary": true,
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"horizontalEnumeration": true,
"seedFilters": []

1,

"excludeSeeds": [

{
"seedType": "CITY",
"seedValue": "string"

1/
"enableIFAScan": false,

"active": true
"profileTagName": "NewProfile2"
}I
{
"name": "NewProfile2",
"includeSeeds": [
{
"seedType": "DOMAIN",
"seedValue": "qualys.com",

"seedHeading": null,
"enumerateSubsidiary": true,

"horizontalEnumeration": true,
"seedFilters": []
}
] 14
"excludeSeeds": [],
"enableIFAScan": false,
"active": true
"profileTagName": "NewProfile2"

Sample - Get Individual EASM Profile Data
API Request:

curl --location
'<qualys base url>/easm/v2/profile?profileName=NewProfile' \
--header 'Authorization: Bearer <Auth Token>' \

--data ''
Response:
{
"hasNextPage": false,
"profile": [
{
"name": "NewProfile",
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"includeSeeds": [
{
"seedType": "DOMAIN",
"seedValue": "qualys.com",

"seedHeading": null,
"enumerateSubsidiary": true,
"horizontalEnumeration": true,
"seedFilters": []

] 14
"excludeSeeds": [
{
"seedType": "CITY",
"seedValue": "string"

1,

"enableIFAScan": false,
"active": true
"profileTagName": "NewProfile"
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Create an EASM Profile

API affected /easm/v2/profile
New or Updated APIs New
Method POST

DTD or XSD changes Not applicable

You can use this new API to create EASM profiles.

Input Parameters

Parameter Required/ Type Description

Optional
name Required  String Provide the profile name in the API request body.
defaultProfile Optional  Boolean Provide the value as true in API request body if you

want to save the EASM profile as a default one.

Sample - Create an EASM Profile
API Request:

curl --location '<qualys base url>/easm/v2/profile' \
--header 'Content-Type: application/json' \
--header 'Authorization: Bearer <Auth Token>' \
--data '
{
"name" :"NewProfilel",
"defaultProfile":true,
"includeSeeds": [
{
"seedType": "DOMAIN",
"seedValue": "qualys.com",
"enumerateSubsidiary": "true",
"horizontalEnumeration": "true",
"seedFilters": []
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Response:

{
"code": "201",

"status": "SAVED",
"date": "2024-01-15 10:08:53",
"message": "Profile Created Successfully: "
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Update an EASM Profile Data

API affected /easm/v2/profile/{profileName}
New or Updated APIs New
Method PUT

DTD or XSD changes Not applicable

You can use this new API to update the existing EASM profile using the PUT method.

Input Parameters

Parameter Required/ Type Description
Optional

Path Parameter = Required  String Provide the EASM profile name.

Sample - Update the EASM Profile
API Request:

location --request PUT '<qualys base url>/easm/v2/profile/NewProfilel' \
--header 'Content-Type: application/json' \
--header 'Authorization: Bearer <Auth Token>' \
--data '{
"name" :"NewProfilel",
"includeSeeds": [
{
"seedType": "DOMAIN",
"seedValue": "accenture.com",
"enumerateSubsidiary": true,
"horizontalEnumeration": true,
"seedFilters": []

}
} v

Response:

{
"code": "200",

"status": "UPDATED",
"date": "2024-01-15 10:59:08",
"message": "Profile Updated Successfully"
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Patch an EASM Profile Data

API affected /easm/v2/profile/{profileName}
New or Updated APIs New
Method PATCH

DTD or XSD changes Not applicable

You can use this new API to update the existing EASM profile using the PATCH method.

Input Parameters

Parameter Required/ Type Description
Optional

Path Parameter = Required  String Provide the EASM profile name.

Sample - Patch the EASM Profile
API Request:

curl --location --request PATCH
'<qualys base url>/easm/v2/profile/NewProfile' \
--header 'Content-Type: application/json' \
--header 'Authorization: Bearer <Auth Token>' \
--data '{
"name" :"NewProfile",
"includeSeeds": [
{
"seedType": "DOMAIN",
"seedValue": "accenture.com",
"enumerateSubsidiary": true,
"horizontalEnumeration": true,
"seedFilters": []

}
} 1

Response:

{
"code": "200",

"status": "UPDATED",
"date": "2024-01-15 11:05:13",
"message": "Profile Updated Successfully"
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Delete an EASM Profile

API affected /easm/v2/profile
New or Updated APIs New
Method DELETE

DTD or XSD changes Not applicable

You can use this new API to delete the existing EASM profiles.

Input Parameters

Parameter Required/ Type Description
Optional
profileName Required  String Provide the profile name.

Sample - Delete the EASM Profile
API Request:

curl --location --request DELETE

'<qualys base url>/easm/v2/profile?profileName=NewProfile' \
--header 'Authorization: Bearer <Auth Token>' \

--data "'

Response:

{
"code": "200",

"status": "DELETED",
"date": "2024-01-15 11:05:42",
"message": "Deleted profile data"
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Activate and Deactivate an EASM Profile

API affected /easm/v2/profile/activate/{profileName}

New or Updated APIs New

Method

PATCH

DTD or XSD changes Not applicable

You can use this new API to activate or deactivate the existing EASM profiles.

Input Parameters

Parameter Required/ Type Description

Optional

pathParameter Required  String Provide the EASM profile name.

activate

Required boolean Specify true to activate the EASM profile.
Specify false to deactivate the EASM profile.

Sample - Activate the EASM Profile
API Request:

curl --location --request PATCH

'<qualys base url>/easm/v2/profile/activate/EASM Default
Profile?activate=true' \

--header 'Authorization: Bearer <Auth Token>'

Response:

{
"code": "200",

"status": "ACTIVATED",
"date": "2024-01-24 07:04:49",
"message": "Profile updated successfully."

Sample - Deactivate the EASM Profile
API Request:

curl --location --request PATCH

'<qualys base url>/easm/v2/profile/activate/EASM Default
Profile?activate=false' \

--header 'Authorization: Bearer <Auth Token>'

11
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Response:

{
"code": "200",

"status": "DEACTIVATED",
"date": "2024-01-24 07:06:16",
"message": "Profile updated successfully."

12
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Get an EASM Profile Discovery Status

API affected /easm/v2/profile/status
New or Updated APIs New
Method GET

DTD or XSD changes Not applicable

You can use this new API to know the discovery status of your EASM profile.

Input Parameters

Parameter Required/ Type Description
Optional
profileName Optional  Integer  Provide the profile name to get the discovery status

of an individual profile.
Note: If you don’t provide the profile name, you get
the discovery status of all profiles.

Sample - Get Discovery Status of All EASM Profiles
API Request:

curl --location '<qualys base url>/easm/v2/profile/status' \
--header 'accept: */*' \
--header 'Authorization: Bearer <Auth Token>'

Response:
[

"profileName": "NewProfile",
"lastConfiguredOn": "2024-01-15 11:06:43",
"status": "Scheduled",

"nextScheduledSyncOn": null,
"discoveryStartedAt": null,
"discoveryFailedOn": null,
"lastDiscoveryCompletedOn": null

"profileName": "NewProfilel",
"lastConfiguredOn": "2024-01-15 11:17:02",
"status": "Scheduled",
"nextScheduledSyncOn": null,
"discoveryStartedAt": null,

13
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"discoveryFailedOn": null,
"lastDiscoveryCompletedOn": null

Sample - Get Discovery Status of a Single EASM Profile
API Request:

curl --location

'<qualys base url>/easm/v2/profile/status?profileName=NewProfile' \
-—-header 'accept: */*' \

--header 'Authorization: Bearer <Auth Token>'

Response:
[

"profileName": "NewProfile",
"lastConfiguredOn": "2024-01-15 11:06:43",
"status": "Scheduled",

"nextScheduledSyncOn": null,
"discoveryStartedAt": null,
"discoveryFailedOn": null,
"lastDiscoveryCompletedOn": null

14



Qualys Global AssetView/CyberSecurity Asset Management v2.x and v1.x
New Attributes that Contributes to TruRisk Score Calculation

New Attributes that Contributes to TruRisk Score Calculation

With this release, you can see multiple new attributes added to the response of the public
V2 and V1 APIs. These values contribute to the TruRisk score calculation.

The new values are added to the 'missingSoftware’, 'openPortListData’, and
'softwareListData’ fields.

Public V2 APIs

- Asset List V2 API

- Asset Count V2 API

- Asset by AssetID V2 API
Public V1 APIs

- Asset Count V1 API

- Asset Filter V1 API

- Asset List V1 API

- Asset by Asset ID V1 API

Asset List V2 API

API affected /rest/2.0/search/am/asset
New or Updated APIs Updated
Method POST

DTD or XSD changes Not applicable

Sample - Get Operating System Lifecycle detectionScore, Operating System and
Software Vulnerability data from the Asset List V2 API

API Request:

curl --location --request POST

'<qualys base url>/rest/2.0/search/am/asset' --header 'Authorization:
Bearer <JWT Token>' --header 'Content-Type: application/xml' --data-raw
'<FilterRequest>'
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Filter Request Sample :

<FilterRequest>
<filters>
<criteria field="operatingSystem.lifecycle.detectionScore"
operator="EQUALS">
<value>8</value>
</criteria>

</filters>
</FilterRequest>

Response:
{

"responseMessage": "Valid API Access",
"count": 1,

"responseCode": "SUCCESS",
"lastSeenAssetId": 40006682,
"hasMore": 1,

"assetListData": {

"asset": [

"assetId": 40006682,

"operatingSystem": {

"osName": "Windows 7 Professional 64 bit Edition Service Pack 1 UBR 23964",

"fullName": "Microsoft Windows 7 Professional (6.1 SP1 Build 7601.3964) 64-
Bit",

"lifecycle": {
"gaDate": "2009-10-22T00:00:00.0002",

"eosSupportStage": "Extended Support"
"detectionScore": 20

b
"taxonomy": {
"id": null,

"cpeId": 31592361,
"cpe": "cpe:2.3:0:google:android:10.0:* Kk Kk Kk ko koK
llmType" : "Q.llalysll

b
"softwareListData": {

"software": [

{
"id": -2814976844775225300,

16
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"authorizationDetectionScore": null,

"cpeId": 31501419,

"cpe": "cpe:2.3:a:videolan:vlc media player:3.0.8:*: k¥ ¥ koK %n,
"cpeType": "NIST"

"authorizationDetectionScore": null,

"cpeId": 877720682,

"cpe": "cpe:2.3:a:splunk:universal forwarder:8.0.4:¥:¥ ¥ Kk Kk ok k",
"cpeType": "Qualys"

Asset Count V2 API

API affected /rest/2.0/count/am/asset
New or Updated APIs Updated
Method POST

DTD or XSD changes Not applicable

Sample - Get Asset Count Based on Filter used from the Asset Count V2 API
API Request:

curl --location --request POST

'<qualys base url>/rest/2.0/count/am/asset' --header 'Authorization:
Bearer <JWT Token>' --header 'Content-Type: application/xml' --data-raw
'<FilterRequest>'

Filter Request Sample:

<FilterRequest>
<filters>
<criteria field="operatingSystem.lifecycle.detectionScore"
operator="EQUALS">
<value>8</value>
</criteria>

</filters>
</FilterRequest>

17
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Response:
{
"count": 6,
"responseCode":
"SUCCESS",
"responseMessage": "Valid API Access"

Asset by AssetID V2 API

API affected /rest/2.0/search/am/asset
New or Updated APIs Updated
Method POST

DTD or XSD changes Not applicable

Sample - Get Operating System Lifecycle detectionScore, Operating System and
Software Vulnerability Data from the Asset by AssetiD V2 API

API Request:

curl --location --request POST
'<qualys base url>/rest/2.0/search/am/asset?assetId=43476236&pageSize=1"
--header 'Authorization: Bearer <JWT Token>' --header 'Content-Type:
application/xml' --data-raw ''
Response:
{
"responseMessage": "Valid API Access",
"count": 1,

"operatingSystem": {
"osName": "Windows 7 Professional 64 bit Edition Service Pack
1 UBR 23964",
"fullName": "Microsoft Windows 7 Professional (6.1 SP1 Build
7601.3964) 64-Bit",

"lifecycle": {
"gaDate": "2009-10-22T00:00:00.000z",

"eosSupportStage": "Extended Support",
"detectionScore": 20
by

"taxonomy": {

"release": "10 (21H2) 64-Bit",

18
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"cpeId": 31592361,
"cpe": "cpe:2.3:0:google:android:10.0:*:k:k kKo kK
"cpeType": "Qualys"

"softwareListData": {
"software": [

{
"id": -2814976844775225300,

"discoveredVersion": "3.0.8",
"authorizationDetectionScore": null,
"cpeId": 315014109,

"cpe":

"cpe:2.3:a:videolan:vlc media player:3.0.8:*:*:* ¥k %k xn,
"cpeType": "NIST"
}I
{
"id": -1795488107523832300,
"discoveredSources": "IP Scanner",
"authorizationDetectionScore": null,
"cpeId": 877720682,
"cpe":
"cpe:2.3:a:splunk:universal forwarder:8.0.4:%:* ¥ X %k xn",
"cpeType": "Qualys"
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Asset Count V1 API

API affected /am/v1/assets/host/count
New or Updated APIs Updated
Method POST

DTD or XSD changes Not applicable

Sample - Get Asset Count Based on the Filter used from Asset Count V1 API
API Request:

curl --location --request POST
'<qualus_base url>/am/vl/assets/host/count?filter=operatingSystem: (lifecy
cle.detectionScore:8) ' --header 'Authorization: Bearer <JWT Token>'
Response:
{
"count": 6,
"responseCode": "SUCCESS",
"responseMessage": "Valid API Access"

Asset Filter V1 API

API affected /am/v1/assets/host/filter/list
New or Updated APIs Updated
Method POST

DTD or XSD changes Not applicable

Sample - Get Operating System Lifecycle detectionScore, Operating System and
Software Vulnerability Data from the Asset Filter V1 API

API Request:

curl --location --request POST
'<qualus_base url>/am/vl/assets/host/filter/list?filter=
‘operatingSystem: (lifecycle.detectionScore:80)' —--header 'Authorization:

Bearer <JWT Token>'

Response:
{
"responseMessage": "Valid API Access",
"count": 1,
"responseCode": "SUCCESS",

20
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"operatingSystem": {

"osName": "Windows 7 Professional 64 bit Edition Service Pack 1 UBR
23964",

"fullName": "Microsoft Windows 7 Professional (6.1 SP1 Build 7601.3964)
64-Bit",

"lifecycle": {
"gaDate": "2009-10-22T00:00:00.000Z",

"eosSupportStage": "Extended Support",
"detectionScore": 20
bo

"taxonomy": {

"id": null,

"name": "Windows / Client",
"release": "10 (21H2) 64-Bit",

"cpeId": 31592361,
"cpe":
"cpe:2.3:0:google:android:10.0:*:k:k Kk Kk ko kn
"cpeType": "Qualys"

"softwareListData": {
"software": [

{
"id": -2814976844775225300,

"discoveredSources": "IP Scanner",
"authorizationDetectionScore": null,
"cpeId": 31501419,

n cpe n :

"cpe:2.3:a:videolan:vlc media player:3.0.8:*:*:* * k% xn,
"cpeType": "NIST"
}I
{
"id": -1795488107523832300,
"discoveredSources": "IP Scanner",

"authorizationDetectionScore": null,
"cpeId": 877720682,
"cpe":
"cpe:2.3:a:splunk:universal_ forwarder:8.0.4:%:* ¥ ¥ ¥k xn,
"cpeType": "Qualys"
}
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Asset List V1 API

API affected /am/v1/assets/host/list
New or Updated APIs Updated
Method POST

DTD or XSD changes Not applicable

Sample - Get Operating System Lifecycle detectionScore, Operating System and
Software Vulnerability Data from the Asset List V1 API

API Request:

curl --location --request POST
'<qualys base url>/am/vl/assets/host/list?pageSize=1"' --header
'Authorization: Bearer <JWT Token>'

API Response:
{

"responseMessage": "Valid API Access",
"count": 1,
"responseCode": "SUCCESS",

"lastSeenAssetId": 40006682,

"operatingSystem": {

"osName": "Windows 7 Professional 64 bit Edition Service Pack 1 UBR
23964™",
"fullName": "Microsoft Windows 7 Professional (6.1 SP1 Build 7601.3964)
64-Bit",

"lifecycle": {
"gaDate": "2009-10-22T00:00:00.0002",

"eosSupportStage": "Extended Support",
"detectionScore": 20
by
"taxonomy": {
"id": null,
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"release": "10 (21H2) 64-Bit",

"cpeId": 31592361,
"cpe": "cpe:2.3:0:google:android:10.0:* Kk k Kk ko ko k

"cpeType'": "Qualys"

"softwareListData": {
"software": [

{
"id": -2814976844775225300,

"discoveredSources": "IP Scanner",
"authorizationDetectionScore": null,
"cpeId": 31501419,

n cpe " :

"cpe:2.3:a:videolan:vlc media player:3.0.8:*:*:* ¥k %k xn,
"cpeType": "NIST"
}I
{
"id": -1795488107523832300,
"discoveredSources": "IP Scanner",
"authorizationDetectionScore": null,
"cpeId": 877720682,
"cpe":
"cpe:2.3:a:splunk:universal forwarder:8.0.4:%:* ¥ ¥ ¥k xn",
"cpeType": "Qualys"
}
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Asset by Asset ID V1 API

API affected /am/v1/asset/host/id
New or Updated APIs Updated
Method POST

DTD or XSD changes Not applicable

Sample - Get Operating System Lifecycle detectionScore, Operating System and
Software Vulnerability Data Details from the Asset by Asset ID V1 API

API Request:

curl --location --request POST
'<qualus base url>/am/vl/asset/host/id?assetId=28975144' --header
'Authorization: Bearer <JWT Token>'
API Response:
{

"responseMessage": "Valid API Access",
"count": 1,

"responseCode": "SUCCESS",
"lastSeenAssetId": 40006682,
"hasMore": 1,

"operatingSystem": {
"osName": "Windows 7 Professional 64 bit Edition Service
Pack 1 UBR 23964",
"fullName": "Microsoft Windows 7 Professional (6.1 SP1
Build 7601.3964) 64-Bit",

"lifecycle": {
"gaDate": "2009-10-22T00:00:00.000z",

"eosSupportStage": "Extended Support",
"detectionScore": 20
s

"taxonomy": {
"id": null,
"release": "10 (21H2) 64-Bit",
"cpeId": 31592361,
"cpe": "cpe:2.3:0:google:android:10.0: ¥k ki k koK k!

"cpeType": "Qualys"
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"softwareListData": {
"software": [

{
"id": -2814976844775225300,

"discoveredSources": "IP Scanner",
"discoveredVersion": "3.0.8",

"authorizationDetectionScore": null,

"cpeId": 315014109,

n cpe n :

"cpe:2.3:a:videolan:vlc media player:3.0.8:*:*:* ¥k k. xn,
"cpeType": "NIST"
}I
{
"id": -1795488107523832300,
"discoveredSources": "IP Scanner",

"authorizationDetectionScore": null,
"cpeId": 877720682,
"cpe":
"cpe:2.3:a:splunk:universal forwarder:8.0.4:%:* ¥ X %k x",
"cpeType": "Qualys"
}
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New Attribute that Provides the Discovery Source

With this release, you can see the new attribute added to the response of the following V1
and V2 APIs. This attribute provides you the discovery sources, such as EASM, Passive
Sensor, CMDB, and so on.

Public V1 APIs

- Asset List V1 API

- Asset Filter List V1 API
- Asset by AssetID V1 API
- Asset Count V1 API
Public V2 APIs

- Asset List V2 API

- Asset by AssetID V2 API
- Asset Count V2 API

Asset List V1 API

API affected /am/v1/assets/host/list
New or Updated APIs Updated
Method POST

DTD or XSD changes No

Sample - Get Discovery Sources Details from the Asset List V1 API
API Request:

curl --location --request POST
'<qualys base url>/am/vl/assets/host/list?pageSize=1"' --header
'Authorization: Bearer <JWT Token>'

Response:
{

"responseMessage": "Valid API Access",
"count": 1,
"responseCode": "SUCCESS",
"lastSeenAssetId": 40330977,
"hasMore": O,
"assetListData": {

"asset": [
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"assetId": 40330977,

"userAccountListData": {
"userAccount": []

b
"openPortListData": {

"openPort": [
{
"port": 443,
"description": "",
"protocol": "TCP",

"detectedService": null,
"firstFound": null,
"lastUpdated": null,
"authorization": null,
"detectionScore": null,
"discoverySources'": "EASM"

}I
"volumelListData": {
"volume": []
}!
"networkInterfacelListData": {
"networkInterface": [
{
"hostname": null,
"addressIpv4": "213.120.228.162",
"addressIpVvo": null,
"macAddress": "",
"interfaceName": "",
"dnsAddress": null,
"gatewayAddress": "",
"manufacturer": null,
"macVendorIntroDate": null,
"netmask": null,
"addresses": null

}V
"softwareListData": {
"software": [
{

"id": 8067204020425277869,
"discoverySources": "EASM",
"fullName": "Microsoft Office Word",
"softwareType": "Application",
"isIgnored": false,
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"ignoredReason":

null,

"category": "Productivity / Word Processor",

"authorization": null,

"discoveredPublisher": null,
"Microsoft Word",
"discoveredVersion": null,

"discoveredName":

"authorizationDetectionScore":

"cpeId": null,
"cpe": null,
"cpeType": null

Asset Filter List V1 API

API affected am/v1/assets/host/filter/list

New or Updated APIs Updated

Method

POST

DTD or XSD changes No

Sample - Get Discovery Sources Details from the Asset Filter List V1 API

API Request:

'Authorization:

curl --location --request POST
'<qualys base url>/am/vl/assets/host/filter/list?filter=
openPorts: (discoverySources:EASM) ' --header
Token>'
Response:
{
"responseMessage": "Valid API Access",
"count": 3,
"responseCode": "SUCCESS",
"lastSeenAssetId": 40330980,
"hasMore": O,
"assetListData": {
"asset": [
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"assetId": 40330977,
"assetUUID": "01ald08d-aB809-4d4d-ae36-a598e2358echH",

"openPortListData": {

"openPort": [
{
"port": 443,
"description": "",
"protocol": "TCP",
"detectedService": null,
"firstFound": null,
"lastUpdated": null,
"authorization": null,
"detectionScore": null,
"discoverySources": "EASM"
}
]
bo
"volumeListData": {
"volume": []
}I
"softwareListData": ({
"software": [
{
"id": 8067204020425277869,
"processor": {

"description": null,
"speed": null,

"numCPUs": O,

"noOfSocket": null,
"threadsPerCore": null,
"coresPerSocket": null,
"multithreadingStatus": null

API Request:

'<qualys base url>/am/vl/assets/host/filter/list?filter=
software: (discoverySources:EASM) ' --header 'Authorization: Bearer <JWT
Token>"
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"responseMessage": "Valid API Access",
"count": 3,
"responseCode": "SUCCESS",
"lastSeenAssetId": 40330980,
"hasMore": O,
"assetListData": {
"asset": [
{
"assetId": 40330977,
"assetUUID": "01ald08d-a809-4d4d-ae36-a598e2358ech",
"hostId": null,

"openPortListData": {
"openPort": [
{
"port": 443,

by

"softwareListData": {
"software": [
{
"id": 8067204020425277869,
"discoverySources": "EASM",
"fullName": "Microsoft Office Word",
"softwareType": "Application",
"isIgnored": false,
"ignoredReason": null,
"category": "Productivity / Word Processor",
"categoryl": "Productivity",

"processor": {
"description": null,
"speed": null,
"numCPUs": O,
"noOfSocket": null,
"threadsPerCore": null,
"coresPerSocket": null,
"multithreadingStatus": null
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Asset by AssetID V1 API

API affected /am/v1/asset/host/id
New or Updated APIs Updated
Method POST

DTD or XSD changes No

Sample - Get Discovery Sources Details from the Asset by AssetID V1 API
API Request:

curl --location --request POST
'<qualys base url>/am/vl/asset/host/id?assetId= 40330977' --header
'Authorization: Bearer <JWT Token>'

Response:
{

"responseMessage": "Valid API Access",
"count": 1,
"responseCode": "SUCCESS",
"lastSeenAssetId": 40330977,
"hasMore": O,
"assetListData": {
"asset": [
{
"assetId": 40330977,
"assetUUID": "01ald08d-a809-4d4d-ae36-a598e2358ech",
"hostId": null,

"userAccountListData": {
"userAccount": []
}I
"openPortListData": ({
"openbPort": [
{
"port": 443,
"description": "",
"protocol": "TCP",
"detectedService": null,
"firstFound": null,
"lastUpdated": null,
"authorization": null,
"detectionScore": null,
"discoverySources": "EASM"
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"softwareListData": {

"software": [
{

"id": 8067204020425277869,
"discoverySources": "EASM",
"fullName": "Microsoft Office Word",
"softwareType": "Application",
"isIgnored": false,
"ignoredReason": null,

"category": "Productivity / Word Processor",
"categoryl": "Productivity",
"processor": {

Asset Count V1 API

"description": null,
"speed": null,
"numCPUs": O,
"noOfSocket": null,
"threadsPerCore": null,
"coresPerSocket": null,

"multithreadingStatus": null

API affected

/am/v1/assets/host/count

New or Updated APIs

Updated

Method POST

DTD or XSD changes No

Sample - Get Discovery Sources Details from the Asset Count V1 API

API Request:

curl --location --request POST
'<qualys base url>/am/vl/assets/host/count?filter=

openPorts: (discoverySources:EASM) ' --header 'Authorization:

Token>"'
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Response:
{
"count": 3,
"responseCode": "SUCCESS",
"responseMessage": "Valid API Access"

API Request:

curl --location --request POST
'<qualys base url>/am/vl/assets/host/count?filter=
software: (discoverySources:EASM) ' --header 'Authorization: Bearer <JWT
Token>"
Response:
{
"count": 3,
"responseCode": "SUCCESS",
"responseMessage": "Valid API Access"

Asset List V2 API

API affected rest/2.0/search/am/asset
New or Updated APIs Updated
Method POST

DTD or XSD changes No

Sample - Get Discovery Sources Details from the Asset List V2 API (without filter)
API Request:

curl --location --request POST '<qualys base url>
/rest/2.0/search/am/asset' -header 'Authorization: Bearer <JWT Token>' --
header 'Content-Type: application/xml'

Response:
{

"responseMessage": "Valid API Access",
"count": 1,
"responseCode": "SUCCESS",
"lastSeenAssetId": 40330977,
"hasMore": 0,
"assetListData": {

"asset": [
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"speed": null,
"numCPUs": O,

New Attribute that Provides the Discovery Source

"assetId": 40330977,
"assetUUID": "01ald08d-aB809-4d4d-ae36-a598e2358ech",
"hostId": null,
"userAccountListData": {
"userAccount": []
}I
"openPortListData": {
"openPort": [
{
"port": 443,
"description": "",
"protocol": "TCP",
"detectedService": null,
"firstFound": null,
"lastUpdated": null,
"authorization": null,
"detectionScore": null,
"discoverySources": "EASM"
}
]
}I
"softwareListData": {
"software": [
{
"id": 8067204020425277869,
"discoverySources": "EASM",
"fullName": "Microsoft Office Word",
"softwareType": "Application",
"isIgnored": false,
"ignoredReason": null,
"category": "Productivity / Word Processor",
"categoryl": "Productivity",
"processor": {
"description": null,

"noOfSocket": null,
"threadsPerCore": null,
"coresPerSocket": null,

"multithreadingStatus": null
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Sample - Get Discovery Sources Details from the Asset List V2 API (with filter)
API Request:

curl --location --request POST

'<qualys base url>/rest/2.0/search/am/asset' -header 'Authorization:
Bearer <JWT Token>' --header 'Content-Type: application/xml'--data-raw
'<FilterRequest>

Filter in XML (Example 1):

<FilterRequest>

<filters><Criteria field="software.discoverySources:"
operator="EQUALS"><value><Value of sources eg. IP
Scanner></value></Criteria>
</filters></FilterRequest>

Filter in XML (Example 2):

<FilterRequest>

<filters><Criteria field="openPorts.discoverySources:"
operator="EQUALS"><value><Value of sources eg. IP
Scanner></value></Criteria>

</filters></FilterRequest>

Filter in JSON (Example 1):

{

"filters": [
{
"field": "software.discoverySources:",
"operator": "EQUALS",
"value": "<Value of sources eg. IP Scanner>"

}

Filter in JSON (Example 2):

{

"filters": [
{
"field": "openPorts.discoverySources:",
"operator": "EQUALS",
"value": "<Value of sources eg. IP Scanner>"
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Response:
{

"responseMessage": "Valid API Access",
"count": 1,
"responseCode": "SUCCESS",
"lastSeenAssetId": 40330977,
"hasMore": O,
"assetListData": {

"asset": [
{
"assetId": 40330977,
"assetUUID": "01ald08d-aB809-4d4d-ae36-a598e2358ec5",
"hostId": null,

"lifeCycleConfidence": "Exact"
}I
"taxonomy": {
"id": null,
"name": "Unidentified / Unidentified",

"firstFound": null,
"lastUpdated": null,
"authorization": null,
"detectionScore": null,

"discoverySources": "EASM"
}
1
"addresses": null
}
1
}I
"softwareListData": {
"software": [

{
"id": 8067204020425277000,
"discoverySources": "EASM",
"fullName": "Microsoft Office Word",
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Asset by AssetID V2 API

API affected

/rest/2.0/get/am/asset?assetld=<asset_id>

New or Updated APIs Updated
Method GET
DTD or XSD changes No

Sample - Get Discovery Sources Details from the Asset by AssetID V2 API

API Request:

curl --location --request GET
'<qualys base url>/rest/2.0/get/am/asset?assetId=40330977--header

'Content-Type: application/json' --header 'Authorization: Bearer <JWT
Token>'
Response:
{
"responseMessage": "Valid API Access",
"count": 1,
"responseCode": "SUCCESS",
"lastSeenAssetId": 40330977,
"hasMore": O,
"assetListData": {
"asset": [
{
"assetId": 40330977,
"assetUUID": "01ald08d-a809-4d4d-ae36-a598e2358ech",
"hostId": null,
"userAccountListData": {
"userAccount": []
} ’
"openPortListData": ({
"openPort": [
{
"port": 443,
"description": "",
"protocol": "TCP",
"detectedService": null,
"firstFound": null,
"lastUpdated": null,
"authorization": null,
"detectionScore": null,
"discoverySources'": "EASM"
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by

"softwareListData": {
"software": [

{
"id": 8067204020425277869,

"discoverySources": "EASM",
"fullName": "Microsoft Office Word",
"softwareType": "Application",
"isIgnored": false,
"ignoredReason": null,
"category": "Productivity / Word Processor",
"categoryl": "Productivity",
"processor": {

"description": null,
"speed": null,

"numCPUs": O,

"noOfSocket": null,
"threadsPerCore": null,
"coresPerSocket": null,
"multithreadingStatus": null

Asset Count V2 API

API affected rest/2.0/count/am/asset
New or Updated APIs Updated
Method POST

DTD or XSD changes No

Sample - Get Discovery Sources Details from the Asset Count V2 API (without filter)
API Request:

curl --location --request POST

'<qualys base url>/rest/2.0/count/am/asset' --header 'Authorization:

Bearer <JWT Token>' --header 'Content-Type: application/xml'
Response:

{

"count": 142,
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"responseCode": "SUCCESS",
"responseMessage": "Valid API Access"

Sample - Get Discovery Sources Details from the Asset Count V2 API (with filter)
API Request:

curl --location --request POST

'<qualys base url>/rest/2.0/count/am/asset' --header 'Authorization:
Bearer <JWT Token>' --header 'Content-Type: application/xml' --data
'<FilterRequest>

Filter in XML (Example 1):

<FilterRequest>
<filters>

<Criteria field=" software.discoverySources: " operator="EQUALS"><value>

<Value of sources eg. IP Scanner> </value></Criteria>
</filters>

</FilterRequest>

Filter in XML (Example 2):

<filters><Criteria field="openPorts.discoverySources:"
operator="EQUALS"><value><Value of sources eg. IP
Scanner></value></Criteria>

</filters></FilterRequest>

Filter in JSON (Example 1):
{

"filters": [
{
"field": " software.discoverySources: ",
"operator": "EQUALS",
"value": " <Value of sources eg. IP Scanner> "

}

Filter in JSON (Example 2):
{

"filters": [
{
"field": "openPorts.discoverySources:",
"operator": "EQUALS",
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"value": "<Value of sources eg. IP Scanner>"

Response:
{

"count": 3,
"responseCode": "SUCCESS",
"responseMessage": "Valid API Access"

40



Qualys Global AssetView/CyberSecurity Asset Management v2.x and v1.x
API Deprecation - Advance Intimation

API Deprecation - Advance Intimation

We will deprecate the following public V1 APIs in the upcoming major release.
(easm/v1/profile/)

We will also send a separate deprecation notification for the same.
- Get an existing EASM Profile

- Delete an existing EASM Profile

- Create a New EASM Profile

- Overwrite the EASM Profile

- Add Seed/Filters to the Existing EASM Profile

Hence, we recommend you start using the following new EASM Profile-specific public V2
APIs that are already mentioned in the previous sections:

- Get an EASM Profile Data

- Create an EASM Profile

- Update an EASM Profile Data

- Patch an EASM Profile Data

- Delete an EASM Profile

- Activate and Deactivate an EASM Profile
- Get an EASM Profile Discovery Status
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