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What’s New

Here's what's new in Global AssetView/CyberSecurity Asset Management 2.16.1!

\ CyberSecurity Asset Management

Extend TruRisk with CSAM Detections

Insight into Discovery Statuses

Role-Based Permission for Managing EASM Profile
Include or Exclude ASN from EASM Profile

Rule Creation by Adding Severity

New Tokens

Global AssetView/CyberSecurity Asset Management

Software Composition Analysis

PDF format support for Report Download

Static Tags Addition Support Extended from 100 to 10K Assets
Assets Discovered by Cloud Agent as Passive Sensors

New Tokens

Activate Multiple Assets

Global AssetView/CyberSecurity Asset Management 2.16.1 brings you many more
improvements and updates! Learn more
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Extend TruRisk with CSAM Detections [

Before the CSAM 2.16.1.0 release, the TruRisk was shown based on vulnerabilities detected.
With this release, CSAM extends TruRisk by adding additional detections, including end-of-
life & end-of-support (EoS) software, unauthorized software, unauthorized ports, and missing
required software.

TruRisk insight with new vectors from the TruRisk Score tab on the asset details page. For
more information, refer to the ‘Security Section Details’ section from the Online Help.
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e Each vector has a Qualys Detection Score (QDS), following the established 1-100
range. Then, all the CSAM detections are combined into TruRisk.

e The end-of-support detection score is automatically calculated by correlating
vulnerabilities to software and incorporating the time it is unsupported.

e You can define which ports and software are unauthorized and the severity.

e You can create port rules from the newly added Port Rules tab to add unauthorized
and authorized ports to the rule. Then, the QDS scores get associated with the
Unauthorized ports. For more information, refer to the Online Help.
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Note: While creating a new software rule, you can now assign the QDS when adding
authorized and unauthorized software to the software rule. The default QDS value is
80 (High).

For the existing software rules in your subscription, the default QDS value is

automatically assigned. Also, you can edit the existing software rules to change the
default QDS value. For more information, refer to the Online Help.
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The takeaway of the enhanced TruRisk with CSAM detections:

e Better quantify your risk by incorporating multiple vectors within the Qualys TruRisk
Platform.

e Bubble up software that has the most critical vulnerabilities and does not have
patches to understand the Risk of your TechDebt.

e Track unauthorized Ports and severity across your External Attack Surface.

e Quantify the risk of deviating from software policies for unauthorized and required
software.

Insight into Discovery Statuses [

We introduced new EASM discovery statuses on the EASM Configuration Page. As a result,
you get a better insight into the EASM discovery progress. These statuses are displayed along
with details like Last Configured on, Discovery Started on, Last Discovery Completed on, Next
Sync, and Failed On.
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Include

A Netblock : 54.190.252.251;65.0.135.125;144.85.24.83;107.201.207.100;51. .. Show More

Refer to the following table to see the discovery statuses.

Status Description

Scheduled EASM configuration is successfully completed.

Queued EASM configuration is successfully completed and waiting for
resources to start the discovery.

InProgress EASM Enumeration and Discovery are in Progress.

Completed All EASM Enumeration and Discovery processes have been
Completed.
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Failed EASM Enumeration and Discovery processes have Failed. The
Discovery will be Automatically Queued.

Queued(Retry) EASM Enumeration and Discovery processes have been
Queued and are waiting for Resources to start after the Last
Failure.

InProgress(Retry) EASM Enumeration and discovery processes are in Progress

after the Last Failure.

Role-Based Permission for Managing EASM Profile |

The super user can choose to assign Edit EASM Configuration and View EASM Configuration
permissions to users with a specific user role to restrict the EASM profile management
actions, such as creating, viewing, editing, and deleting the EASM profile.

To assign these permissions to a user with a particular user role, from the Administration
application, go to the Role Management tab. Click Add Permissions from the Quick Actions
menu next to the user role and assign either or both the Edit EASM Configuration and View
EASM Configuration permission as per your requirement.
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- If you are assigned the Edit EASM Configuration permission, you can create an EASM
profile, edit the existing EASM profile, or delete the existing EASM profile.

- If you are assigned the View EASM Configuration permission, you can only view the
EASM profile, but you cannot perform the EASM profile-related other actions
mentioned earlier.

- If you are not assigned both permissions, you cannot view the EASM profile. Also, you
cannot create, edit, or delete the EASM profile.

Include or Exclude ASN from EASM Profile \

You can now include or exclude the Autonomous System Number (ASN) when creating or
editing your EASM profile.

When you include the ASN, the associated netblocks are discovered in Shodan, and active
assets are discovered during the sync.
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Configure External Attack Surface Monitoring

Exclude
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Type Value
Include [
\ Select Type ' Enter Value
oR Organization
Type Value g
Domain v I ‘ qualys.com Validated O| Domain/SubDemain
) IP/Netblock
Organization ) Ad ‘to EASM discovery scan
Dokl P Horizontal Domain Enumeration Toy CDN tagged assets to your EASM discovery scan
| IP/Netblock * Add Filters oty
Certificate Subject Country

Value

ASN ASN
S— i Qualys, Inc Validated

Rule Creation by Adding Severity |

You can now add severity while creating a new rule or editing the existing Rule. Go to
Responses > Rule Manager > New Rule to create a new rule. Select None, Low, Medium, or
High severity from the Rule Severity list.

Note: For existing rules, the default severity is set as None.

&— Create New Rule

Rule Details
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1989 characters remaining
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= 7

Rule Query
Provide a query to match particular source that will rigger the alert

Rule Query *
-
Q @ l

Action Settings
Choose an appropriate alert action

Actions *

Select Actions ~

New Tokens [

Token Description

software:(authorizationDetectionScore Find the installations of the software
product with the QDS you're looking for.

software:(lifecycle.detectionScore Find the software product with the lifecycle
detection score you're looking for.
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Software Composition Analysis

With the software composition analysis (SWCA) feature, cloud agents discover and report
software components and vulnerabilities associated with third-party or open-source
dependent software used by Qualys applications.

You can schedule a SWCA scan or launch the scan on demand on agent assets to bring
software component data to the Qualys platform.

SwCA is supported only for Windows and Linux Platforms and can be activated only when
the VM is activated for the agent.

Currently, the following software technologies are supported to detect software component
data: Ruby, Node.js, Go, Rust, PHP, Python, Java Platform, and Standard Edition (Java SE).

Important to Know!

- Toenable the SwCA feature, you must activate the SwWCA module on a single or
multiple agent hosts and then configure the SwCA Scan settings. For more
information, see Qualys Cloud Platform v3.x Release Notes.

- The Content Delivery Network URLs (cask URLSs) are necessary for the SwCA
functionality of cloud agents connecting to the Qualys Cloud Platform using QGS.
Refer to the ‘Network Configuration’ section from the Qualys Gateway Service guide.

SwCA activated for Assets:
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You can see the SwCA data from the Asset Details page.
From the Installed Software tab, you can see the Components details.
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From the Software Component Analysis tab, you can see the Software Components and
Vulnerabilities identified.
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PDF format support for Report Download

You can now download the reports from the Inventory tab in the Portable Document Format
(PDF) format. You can download the reports from the Assets, Software, and Open Ports tab.

Note: If you want to download the report in PDF format, you can select a maximum of 5
columns. If you select the Tags column, the report for a maximum of 5000 assets is
downloaded.

For more information, refer to the Online Help.

Download Formats R A Boport
Choose from the available fc it
This time varies based on the quantum of data.

Select Available Format
O #Bcomma-Separated Value (CSV)
O #BHypertext Markup Language (HTML)
O Extensible Markup Language (XML)
@ HPortable Document Format (PDF)

‘ @ FoF s imited o fve column selections

Select Columns

(0 AssetiD [ HostiD (] Asset Name
[ NetBIOS Name [0 MAC Address (0 1PV4 Address

Cancel

Static Tags Addition Support Extended from 100 to 10K Assets

You can add static tags to a maximum of 10K assets in one action. Before this release, this
bulk addition of static tags was supported for a maximum of 100 assets.
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To add static tags to assets, go to the Inventory tab and click the check box next to the
Actions menu. You can see the number of assets selected. Click Add Tags from the Actions
list. From the Select Tags popup, select the static tags you want to add to the selected assets.
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The number of tags you can add to assets depends on the number of assets you selected.

Refer to the following table for more details.

Assets Selected

Permissible Number of Tags for Addition

More than 5000

1

3000 to 4999 2
1000 to 2999 3
500 to 999 10
200 to 499 20

Assets Discovered by Cloud Agent as Passive Sensors

You can now see the assets discovered by Cloud Agent as Passive Sensor (CAPS) on the

Inventory page.

The Cloud Agent can monitor all network traffic and flag any asset activity. The asset
metadata is sent to the Qualys Cloud Platform for analysis, with which you can classify the
unmanaged assets by operating system and hardware. This provides you with real-time
visibility to all managed and unmanaged assets across your global, hybrid IT environment.

- The CAPS module applies only to the Windows platform.

- For the Cloud Agent to work as a passive sensor, you must perform CAPS
configuration before activating the CAPS module for an agent host. For more
information, see Qualys Cloud Platform v3.x Release Notes.
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https://www.qualys.com/docs/release-notes/qualys-cloud-platform-3.16-release-notes.pdf
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You can see the detailed information about the asset discovered by CAPS from the Inventory
> Sources > CAPS tab.

& Asset Details: WIN10-106
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Passive Sensor
Agent Summary
Alert Notification
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New Tokens

agent.swCAldealCandidate Find assets on which at least one of the
software components from Ruby, Node js,
Go, Rust, PHP, Python, Java Platform,
Standard Edition (Java SE) is identified. The
supported values are ‘true’ and ‘false’.

agent.isPasssiveSensor Find assets for which the cloud agent acts
as a passive sensor. The supported values
are ‘true’ and ‘false’.

Activate Multiple Assets

Before this release, you could activate individual assets discovered through sources such as
EASM, PS, and Third-Party for the Vulnerability Management (VM), Policy Compliance (PC),
and Certificate View (CERT) applications.

You can now activate multiple assets at a time. The maximum number of assets you can
activate at a time is 1000. For more information, refer to the Online Help.

Note: You cannot activate agent assets, cloud assets, or IPv6 assets.
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Example: Activate multiple assets from CSAM
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Asset Activation

Activate assets for the modules selected below.

@ - 47 cutof 50 assets will get activated.
= 3assets will be excluded because they are agent assets, cloud assets, or IPv6 assets.

A\ Assets will be activated for the selected network and tracking method, If any of these assets are already activated in a different network or
using a different tracking method, new assets will be created. The assets will be shown in the inventory after the scan

Vulnerability Management
899 available of 00 total activations
Certificate View
93 available of 11000 total activations

- Policy Compliance
9999615 available of 10000000 total activations

Tracking Method

b

W

by

[P v]
Network

IGIobaI Default Network Vl
Asset Group

| |
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Issues Addressed

- We fixed the issue where the installation path was not shown for some Installed
Software from the Asset Details Page.

- We fixed the issue where, after the rule was created, the Instance ID and Account ID
details were not present in the email notification for some assets.

- We fixed the issue where although the missing software were encountered, they were
not shown from the "Missing Software" tab while generating the Interactive Report.

- We fixed the issue where correct OS information was not shown from the "Asset
Summary" tab on the Asset Details page in the case of an OS upgrade.

- We fixed the issue where the open ports list was not shown when the user switched
from the "TruRisk Score" tab to the "Open Ports" tab.

- We fixed the issue where the 'Threads Per Core' count is now shown from the System
Information tab on the Asset Details Page.
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