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What’s New 

Here's what's new in Global AssetView/CyberSecurity Asset Management 2.15! 
 
 

 Global AssetView/CyberSecurity Asset Management 
 

Visibility to Alibaba Cloud Instance Details 

New QQL Tokens for Alibaba Cloud Instances 

Added support to View and edit tags from the Asset Details Page 

Introduced Default Purge Rules 

Added Purge Assets Support for Additional Inventory Sources 

Introduced New Asset Purge Criteria 

Enhanced Select Tags Page 

Visibility to Third-Party Vuln Imported Assets 

 
 

 CyberSecurity Asset Management 
 

Introduced a Configuration Tab 

Added ‘CDN’ Type in Exclude Filter of EASM Configuration 

Added New Report Template 

Enhanced the EASM Page 

New EASM QQL Tokens 

Changed the Shodan Tags Label to EASM Tags 

Introduced DNS SINKHOLE Tag 

 

 

 

Global AssetView/CyberSecurity Asset Management 2.15 brings you many more 
improvements and updates! Learn more  



 
 

Qualys Release Notes          2 

Visibility to Alibaba Cloud Instance Details 
With this release, you can get an insight into the Alibaba instances. When you go to the 
Inventory > Assets tab and view the details of the Alibaba instance, you can see the Alibaba 
Instance Information tab in the Inventory section for Alibaba instances. You can find the 
details about the Alibaba instance from this tab, such as Hostname, FQDN, Host ID, and so 
on.  
 

 
 
You can also see Cloud Agent and ALIBABA icons in the Agent Activity section from the 
Asset Summary tab. 
 

 
 

New QQL Tokens for Alibaba Cloud Instances 

With this release, you can use the following Alibaba tokens from the Dashboard, Inventory, 
Tags, and Responses tab. You can filter your Alibaba instances using these tokens in the 
QQL queries. To know more about these tokens, see Online Help. 
 
Token Name  Description  
alibaba.instance.accountId  Find Alibaba cloud instances with a particular account 

Id. 
alibaba.instance.dnsServer  Find Alibaba cloud instances associated with the 

Domain Name System (DNS) configuration. 

https://docs.qualys.com/en/csam/latest/#t=search_tips%2Fsearch_ui.htm
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alibaba.instance.hasAgent  Find Alibaba instances that have a cloud agent 
installed.  

alibaba.instance.hostName  Find Alibaba cloud instances associated with the 
hostname. 

alibaba.instance.imageId  Find Alibaba cloud instances with the specified image 
Id used during instance creation. 

alibaba.instance.instanceId  Find an Alibaba cloud instance with a specific Id.  
alibaba.instance.instanceType  Find Alibaba cloud instances with a specific instance 

type.  
alibaba.instance.interfaceId  Find Alibaba cloud instances by the Id of network 

interface controllers (NICs). 
alibaba.instance.instanceState  Find Alibaba cloud instances of the selected state. 

Examples of the instance’s state are, RUNNING, 
STARTED, STOPPED, TERMINATED, and so on.  

alibaba.instance.macAddress  Find Alibaba cloud instances with the specific MAC 
address. 

alibaba.instance.networkType  Find Alibaba cloud instances of the selected network 
type. The network type can be vpc or classic.  

alibaba.instance.privateIpAddress  Find Alibaba cloud instances with private IPv4 
addresses or a range of IPs assigned to NIC. 

alibaba.instance.publicIpAddress  Find Alibaba cloud instances with public IPv4 
addresses or a range of IPs. 

alibaba.instance.region.code  Find Alibaba cloud instances that belong to the 
specific region code. 

alibaba.instance.region.name  Find Alibaba cloud instances that belong to the 
specific region name. 

alibaba.instance.serialNumber  Find Alibaba cloud instances that belong to the 
specific serial number. 

alibaba.instance.vpcCidrBlock  Find Alibaba cloud instances that belong to the CIDR 
block of the VPC network. 

alibaba.instance.vpcId  Find Alibaba cloud instances that belong to the 
specific virtual private clouds (VPC) Id. 

alibaba.instance.vswitchId  Find the Alibaba cloud instance that is connected to 
the vSwitch Id.  

alibaba.instance.vswitchCidrBlock  Find Alibaba cloud instances that are connected to the 
CIDR block of vSwitch. 

alibaba.instance.zoneId  Find Alibaba cloud instances that belong to the 
specific zone Id. 

 

Added support to View and edit tags from the Asset Details Page  

With this release, you can view and edit static and dynamic tags from the Asset Summary 
tab on the “Asset Details” page. When you click View, a new "Tag Details" page opens, unlike 
the earlier release, wherein you could see the tag details in the pop-up window. 
 
Note: When you click ctrl +View, the “Tag Details” page opens in the next tab. 
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You can see the tag details on the "Tag Details" page. Also, you can edit or mark the tag as a 
favorite by clicking Actions from the “Tag Details” page.  
 

 
 

Introduced Default Purge Rules  
With this release, we have introduced the following seven default purge rules. By default, 
these rules are disabled. You can enable these rules to purge or delete assets from your asset 
inventory.  
 
The following table explains the purge rules and their use. 
 

Purge Rule Description 
Terminated GCP assets and not 
updated in 3 days 

Delete GCP assets that are in a terminated state 
and updated older than 3 days. 

Terminated AWS assets and not 
updated in 3 days 
 

Delete AWS assets that are in a terminated state 
and updated older than 3 days. 

Terminated Azure assets and not 
updated in 3 days 

Delete Azure terminated assets in either a 
terminated or a deleted state and updated older 
than 3 days. 

Assets not scanned in 90 days Delete the scan-based assets with IP or NETBIOS 
tracking method and older than 90 days. 

AWS instances and all states not 
updated in 90 Days 
 

Delete AWS assets older than 90 days, 
irrespective of the asset states.  
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Azure VMs and all states not updated 
in 90 days  
 

Delete AZURE assets older than 90 days, 
irrespective of the asset states. 

GCP machines and all states not 
updated in 90 days 
 

Delete GCP assets with all states older than 90 
days, irrespective of the asset states. 

 

Added Purge Assets Support for Additional Inventory Sources 
With this release, purge assets support is now available for DNSNAME, IP, and NETBIOS 
inventory sources. For example, refer to the following screen captures, wherein the inventory 
source is IP.  
 
Complete the following steps to purge assets: 
 

1. Go to the Inventory > Assets tab, filter your assets based on the required inventory 
source, and choose the assets you want to purge. 

2. Select the check box next to the asset you want to purge, and from the Quick Actions 
menu, click Purge Asset. 
 

 
 
To purge multiple assets, select the check boxes next to the assets you want to purge, 
and from the Actions list, click Purge Assets. 
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Introduced New Asset Purge Criteria 
With this release, we have introduced Add Scan-Based Criteria to the Create Asset Purge Rule 
steps. As a result, you can now delete or purge scan-based assets with IP, DNSNAME, and 
NETBIOS tracking methods. For more details, refer to the Online Help. 
 

 
 

Enhanced Select Tags Page  
With this release, the “Select Tags” page is modified that enhances the user experience. This 
page is used from multiple tabs to execute various operations. Also, the “Select Tags” page is 
used across Qualys products.  
 
See the following screen capture that shows the “Select Tags” page. 
 

 
 
- A Recent & Favorites tab is added to the Select Tags page. As shown in the screen capture, 
from the Recent & Favorites tab, you can see tags categorized as Recent Tags and Favorite 
Tags. After selecting the required tag, it is also shown in the Selected Tags section.  
- No changes are made to the search functionality from the All Tags tab. You can search for 
the tag by entering a complete tag name or its substring, and parent and child tags for which 
the search string matches are shown.  
 
- The Search within child check box is removed from the “Select Tags” page. 
  

https://docs.qualys.com/en/csam/latest/#t=rules%2Fasset_purge_rule.htm


 
 

Qualys Release Notes          7 

Visibility to Third-Party Vuln Imported Assets 

With this release, you can see the third-party vuln imported assets from the Inventory > 
Assets tab.  
 
As shown in the following screen capture, you can see a specific icon, Third Party Vuln 
Import, for the third-party vuln imported asset in the Sources column. When you hover over 
that icon, you can see the first found and last seen details of that asset in the tooltip. 
 

 
 
 
When you go to the “Asset Details” page of that asset and click the Summary tab from the 
Sources section, you can see the details of third-party vuln imported assets. 
 

 
 

Introduced a Configuration Tab 

With this release, we have added a new tab, Configuration, which provides a more user-
friendly view of the EASM configuration. When EASM is enabled, and you want to configure 
EASM, you are now pointed to the Configuration tab. You can edit the existing EASM 
configuration by clicking Edit. 
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When you edit the EASM configuration, you can see the newly introduced Validate button. 
This button is available only for the Domain and Organization Include Types. 
 
- The Validate button is displayed only after entering the details in the Value field.  
- The validation support is available for only one domain and Organization value. 
 

 
 
If you choose to validate based on Domain or Organization, you can see a list of 
Organizations and Domains for which the data will be available. The data will be synced only 
if you select the Subsidiaries Enumeration and Horizontal Domain Enumeration check boxes. 
For more information, refer to the Online Help. 
  

https://docs.qualys.com/en/csam/latest/#t=inventory%2Fsensors%2FFilter_Criteria_in_EASM_Configuration.htm
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Added ‘CDN’ Type in Exclude Filter of EASM Configuration 
With this release, we have added a new filter criterion, ‘CDN’, in global exclusion for 
managing EASM configurations. By using this criterion, you can exclude the CDN from the 
EASM configuration, and the excluded CDN is not shown after the immediate next scan. The 
default value selected for CDN is ‘True’. 
 
You cannot add the CDN criterion multiple times like the rest of the exclude filter criteria.  
 

 
 

Added New Report Template  

With this release, we have added a new Cloud Details option to the Generate Report list. 
Upon clicking Generate Reports, you can see the available templates for various cloud asset 
types, such as AWS Details, GCP Details, Azure Details, IBM Details, and OCI Details. You 
can generate the report for a particular cloud asset type using the required template. 
 

 
 
Note: 

- While creating a report, when you add assets to include in the report’s scope, only the 
assets for the selected cloud asset type are shown in the “Select Assets” window.  
 
As shown in the following screen capture, the AWS cloud assets are shown in the 
“Select Assets” window while creating an AWS details report. 
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- The columns specific to the selected cloud asset are shown in the Report Display step. 
See the following screen capture that shows the columns specific to AWS cloud 
assets.  
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Enhanced the EASM Page 
With this release, we made the following enhancements to the EASM page: 
 

 
 

(1) Added the HOSTING CATEGORY section in the left pane. You can filter the EASM 
assets by clicking the required hosting category. 
 
When you go to the “Assets Details” page of a particular asset from the External 
Attack Surface tab, you can see the hosting category of that asset.  
 

 
 

(2) The HOSTING column is now renamed as ISP. 
 

(3) The HOSTING section from the left pane is renamed as ISP. 
 

(4) The Hosting option from the Group Assets by list is renamed as ISP.  
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New EASM QQL Tokens  
With this release, we have added the following EASM tokens. You can access them from the 
EASM and Dashboard tabs. 
 

• easm.tags.name: This token enables you to filter asset based on tags discovered 
through EASM. 

• asset.hostingCategory1: This token enables you to filter your assets based on the 
hosting category you provided.  
 

Changed the Shodan Tags Label to EASM Tags 

With this release, we changed the label Shodan tags to the EASM tags. Go to EASM > Assets 
tab and view the details of a particular asset. You are navigated to the External Attack 
Surface tab, where you can see the new label, EASM tag.  
 

 
 

Introduced DNS SINKHOLE Tag 
With this release, we have introduced the “DNS SINKHOLE” tag. This tag is applied to the 
private IPs discovered in the EASM scan. When you click the DNS SINKHOLE tag from the 
Tags section from the left pane, from the “Inventory” or the “EASM” page,  you can see the 
list of private IPs discovered in the EASM scan.  
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Issues Addressed 

- We fixed the issue where the Software report file size was exceptionally huge. 

- We fixed the issues where characters from Nordic and German languages were not 
supported in the EASM Configuration domain names.  

- We have fixed the issue where the CSAM application crashed when generating 
reports because the TimeZone value was not getting auto populated.  

- We fixed the issue where the 'Unable to activate CMDB trial' error message was 
shown for a user despite having the Full/Purchased type license for the CMDB sync.  

- We have fixed the issue where the results of the existing QQL query for application 
Software type showed a discrepancy in the assets count. 
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