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What’s New

Here's what's new in Global AssetView/CyberSecurity Asset Management 2.14.1!

\ CyberSecurity Asset Management

Introduced Custom Attributes for an Asset

Introduced EASM Configuration Profile Exclude Criteria Limit
Introduced EASM Configuration Profile Seed Filter Character Limit
Shodan Activation Not Supported for New Users

New QQL tokens for Custom Attributes

Global AssetView/CyberSecurity Asset Management 2.14.1 brings many more improvements
and updates! Learn more
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Introduced Custom Attributes for an Asset [

With the CSAM 2.14.1.0 release, we have introduced a new feature, “Custom Attributes” for
an asset. The custom attributes you add for assets enable you to filter your assets. For more
information, see New QQL tokens for Custom Attributes.

Note: This feature is available only for users with a Trial or Paid subscription. The following
message is shown for users with a free account.

€ Asset Details: 125.19.187.19

~ INVENTORY

System Information

SPECIFICATIONS  SERVICES  USERS  CUSTOM ATTRIBUTES
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This feature is available only for users with a Trial or Paid subscription. Contact Support for more information.
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When you click the System Information tab from the Inventory section from the left pane of
the Asset Details page, you can see the new CUSTOM ATTRIBUTES tab.
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You need to specify a Key and a Value for a custom attribute. The maximum number of
custom attributes you can define for an asset is 20.
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Introduced EASM Configuration Profile Exclude Criteria Limit [E

With the CSAM 2.14.1.0 release, we have set a limit for the exclusion criteria. You can now
exclude a maximum of 250 Domain/Subdomains and 1000 IP/Netblocks. For more
information, refer to the Online help.

@ Qualys. cloud Platform

&— Manage EASM Configurations

Configure External Attack Surface Monitoring

Use the following fifter criteria to import hosts that are externally exposed. Lear More
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Introduced EASM Configuration Profile Seed Filter Character Limit \

With the CSAM 2.14.1.0 release, we have set a limit for the Seed Type for Include and Seed
Type for Exclude filters. For more information, refer to the Online help.

Seed Type for Include

Filter Character Limit
Organization 4000
Domain 4000
IP/Netblock 4000
Certification Subject 4000

Seed Type for Exclude

Filter Character Limit
Organization 4000
Domain/SubDomain 4000
IP/Netblock 4000

City 100

Country 4000

Shodan Activation Not Supported for New Users \

Before the CSAM 2.14.1.0 release, for users with a trial or paid subscription, if Shodan or
EASM was not activated, the Assets Visible on Shodan tile was shown on the CSAM home

page.

With the CSAM 2.14.1.0 release, Shodan activation is no longer supported for new users with
a trial or paid subscription.

Note: The existing users who activated and configured Shodan can continue using it.
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https://docs.qualys.com/en/csam/latest/#t=inventory%2Fsensors%2FFilter_Criteria_in_EASM_Configuration.htm
https://docs.qualys.com/en/csam/latest/#t=inventory%2Fsensors%2FFilter_Criteria_in_EASM_Configuration.htm

As shown in the following screen capture, for new users, the Assets Visible on Shodan tile is
no longer available on the Home Page. Instead, the External Attack Surface tile is available.

Expand your Inventory

Use other Qualys sensors to expand your inventory

Unmanaged Assets Seen by Passive Get Visibility into Container Mobile Device Summary
Sensor Environment

Integrate with External Sources

Connect with external data scurces to enrich inventory

Cloud Inventory Overview Synchronize with ServiceNow CMDB Assets visible on EASM

New QQL tokens for Custom Attributes [y

With the CSAM 2.14.1.0 release, we have added the following new tokens. You can use these
tokens from the INVENTORY, EASM, and DASHBOARD tabs.

These tokens enable you to filter your assets using the custom attributes that are defined for
the assets.

e customAttributes.key: This token enables you to filter your assets based on the key
you entered as part of the custom attribute.

e customAttributes.value: This token enables you to filter your assets based on the
value you entered as part of the custom attribute.

e customAttributes.connectorld: This token enables you to filter your assets based on
the connector Id. Enter the connector Id as 0, which is the default connector Id.
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Issues Addressed

We fixed an issue where the report downloaded from the EASM tab didn't include any data.
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