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Here's what's new in Global AssetView/CyberSecurity Asset Management 2.12! 
 

 Global AssetView/CyberSecurity Asset Management 
 

Asset Inventory Tag Rule for VMDR Disabled Customers 

Support Added for the asset.riskScore Token in Asset Inventory Tag Rule 

Groovy Rule Test Results for Rule Applicability Test 

Added OCI BYOL Support 

Added Z Linux Platform Support 

 

 

 

 

 CyberSecurity Asset Management 
 

Email Notification When Creating a Report 

Categorization of Externally Exposed Assets by Using Shodan Tags 

 

 

 

 

 

Global AssetView/CyberSecurity Asset Management 2.12 brings you many more 
improvements and updates! Learn more 

  



 
 

Qualys Release Notes          2 

Asset Inventory Tag Rule for VMDR Disabled Customers  

Before the CSAM 2.12.0.0 release, when VMDR was disabled for you and when you used to 
create a dynamic tag, the “Asset Inventory” rule was not shown in the Rule list in the Tag 
Rules section of the ‘Create New Tag’ page. 
 
With the CSAM 2.12.0.0 release, you can now see the “Asset Inventory” rule irrespective of 
whether VMDR is enabled or disabled for you. 
 

 
 

Support Added for the asset.riskScore Token in Asset Inventory 
Tag Rule  

Before the CSAM 2.12.0.0 release, when you used to create a dynamic tag by using the “Asset 
Inventory” rule, the asst.riskScore token was not supported. 
With the CSAM 2.12.0.0 release, support for the asst.riskScore token is now made available.   
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Groovy Rule Test Results for Rule Applicability Test  

With this release, we have added Groovy rule test results for the Rule Applicability Test. 
When you create a dynamic tag with a Groovy Scriptlet rule and select assets in your account 
to test the rule by clicking Apply, the result is shown in the "Test Rule Applicability on 
Selected Assets" section of the 'Create New Tag' page.  
 
A gear icon is shown next to the Pass or Fail result next to an individual asset. When you 
click the gear icon, you can see the Groovy rule test results for the assets that you selected. 
 

 

 
 

Added OCI BYOL Support  

With this release, we have added support for OCI Bring Your Own License (BYOL) to 
download and install Cloud Agent for the respective operating systems. 
 
Note: This feature is available only for the operating systems for which the ‘Deploying in OCI 
Cloud’ is enabled from the Cloud Agent. 
 
You can now install the Cloud Agent on the following operating systems:  

- windows.exe(x86-32/64) 
- Linux(.rpm)x64  
- Linux(.deb)x64 
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Added Z Linux Platform Support  

With this release, we’ve added support for the Z Linux platform to download and install 
Cloud Agent on Z Linux.rpm (s390x) and Z Linux.deb (s390x) operating systems.  
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You can select one of these OSs and download the agent installer to your local machine.  

 
 

Email Notification When Creating a Report   

With this release, you can now choose to set up an email notification when you create a 
report.  

Note:  You can set up the email notification for all types of reports except the Interactive 
report. 

You can send the email notification to a maximum of 50 recipients. Also, you can limit the 
number of times the report can be downloaded from the report link that is sent through the 
email notification. The email notification is sent after the report is generated for reports with 
‘Completed’, ‘Failed’, or ‘Incomplete’ statuses.  

For more information, refer to the Online help. 

https://docs.qualys.com/en/csam/latest/#t=reports%2Freport.htm
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Categorization of Externally Exposed Assets by Using Shodan 
Tags  

With this release, you can also categorize your externally exposed assets with the help of 
Shodan tags.   

As shown in the following screen capture, the Shodan tags, such as cdn, cloud, database, 
devops, and vpn are shown on the Asset Details page for your externally exposed assets. 
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Issues Addressed 

- Fixed an issue where a long time was taken while creating a CSAM purge rule with 
agentActivationKeys. 

- Fixed an issue where the API results sometimes showed the logical drives to which 
the filesystems were mounted.  

- Fixed an issue where the CSAM used to crash on clicking “Download Cloud Agent” for 
which the Cloud agent module was disabled. 

- Fixed an issue where a report is downloaded from the Inventory > Software page, 
software version is now reflected for Software of Type: Others and Unknown. 

- Fixed an issue where the "Last Scan Date" details were incorrectly shown. When you 
see the asset details of an asset, the "Last Scan Date" details are shown under 
Compliance > Policy Compliance from the left pane of the Asset Details page. 

- Fixed an issue with the most common software ransomware attack vectors widget, 
where the syntax of 'clickthrough' queries was causing unexpected behavior. 
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