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Here's what's new in Global AssetView/CyberSecurity Asset Management 2.11! 
 

 Global AssetView/CyberSecurity Asset Management 
 

Enhanced Tag List Page 

Enhanced Group Assets by Filter Criteria 

Enhanced Asset Details Page (Granular details of processor and CPU cores) 

Enhanced Tag Search 

Enhanced Assets List CSV to Include the IPV4 and IPV6 details in separate columns 

Added Pagination Support for Select Tag Model 

New Tokens 

 

 

 CyberSecurity Asset Management 
 

Synchronize with External Attack Surface Monitoring (EASM) 

Enhanced Authorization Rule 

 

 

Global AssetView/CyberSecurity Asset Management 2.11 brings you many more 
improvements and updates! Learn more 
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Enhanced Tag List Page 

With this release, on the Tag List page under the REEVAL STATUS column, you can now 
view your tag re-evaluation status, whether it’s completed or not, for recently created or 
updated tags with the dynamic rule. 

 

Enhanced Group Assets by Filter Criteria 

With this release, we’ve added a new Group Assets by filter option Release to the filter 
criteria to enhance your search results as follows: 

Expand Group Assets by list and go to Operating System > Release.

 
For the Hardware category, a new column, Lifecycle is added to show the details of the 
assets. 
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Additionally, in the create widget wizard, we’ve added a new group by option Operating 
System Release. 

 

Enhanced Asset Details Page (Granular details of processor and 
CPU cores) 

With this release, you can now view more granular details of processors and CPU cores under 
system information on the Asset Details page. 

 
Additionally, you can now view more detailed network information about netmask under 
each interface. 
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Enhanced Tag Search  

With this release, the Search within child checkbox has been added to the TAGS page. As a 
result, you can choose to either show the entire hierarchy of the parent and child tags or to 
show the parent and child tags that contain the keyword or the substring of the keyword you 
used to search the tags. 
 
When you select the Search within child checkbox and search for tags by using a specific 
keyword, the search results display only the parent and child tags that contain that keyword 
or the substring of that keyword.  
See the following example, wherein “child” is the keyword that is used to search for the tags. 

 
 
 
When you clear the Search within child checkbox and search for tags by using a specific 
keyword, the search result displays all the parent and the entire hierarchy of child tags, 
irrespective of whether the child tags contain the keyword or the substring of the keyword 
that you specified. 
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See the following example, wherein the “child” is the keyword that is used to search for the 
tags. 
 

 
 
 
You can see the same behavior when you add tags from the INVENTORY, DASHBOARD, 
RULES, and REPORTS tabs. 
 
The Search within child checkbox is selected, and “child” is the keyword that is used to 
search for the tags. 

 
 
 
The Search within child checkbox is cleared, and “child” is the keyword that is used to search 
for the tags. 
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Enhanced Assets List CSV to Include the IPV4 and IPV6 details 
in separate columns  

Before this release, the Assets list downloaded in the CSV format included the IP address 
column that included the IPV4 and IPV6 details applicable to respective assets. 
With this release, IPV4 Address and IPV6 Address details are made available in separate 
columns.  
 

Added Pagination Support for Select Tag Model  

With this release, we’ve added pagination functionality to the select tag model. Using this 
functionality, you can now navigate quickly to select the tag. 

 
 

New Tokens  

We have introduced the following new search tokens to enhance your search results: 
 

For ELS (Asset Inventory) 

• container.hasSensor: This token helps you to choose whether to show container 
hosts that have the Container Sensor installed. 
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• container.version: This token helps you to find containers with a certain version 
number.  

• container.noOfContainers: This token helps you to find assets with the specified 
number of containers.  

• container.noOfImages: This token helps you to find assets with the specified number 
of container images. 
 

For Netmask  
interfaces.netmask: This token helps you help you find the IP addresses from a particular 
class or range of IP addresses you're interested in.  
 
For Processor  

• processors: This token helps you to find the full processor name you're looking for. 
• processors.coresPerSocket: This token helps you to show the number of cores per 

socket. 
• processors.multithreadingStatus: This token helps you to define whether your 

processor is multi-threading enabled. 
• processors.numberOfCpu: This token helps you to show the number of logical CPUs. 
• processors.numberOfSockets: This token helps you to show the number of sockets. 
• processors.speed: This token helps you to find assets with a certain processor speed 

(MHz). 
• processors.threadsPerCore: This token helps you to show the number of threads per 

core. 
 
 
For EASM  
 

• asset.org.name: This token helps you to find the assets with the organization name 
you're looking for. 

• asset.isp: This token helps you to find the assets with the Internet Service Provider 
(ISP) name you're looking for. 

• asset.asn: This token helps you to find the assets with the ASN value you're looking 
for. 

• asset.domain: This token helps you to find the assets with their domain. 
• asset.subdomain: This token helps you to find assets using their subdomains. 
• whoIs.creationDate: This token helps you to find all the assets with the whoIs 

creation date. 
• whoIs.registrantOrg: This token helps you to find all the assets using the registrant 

organization of domain or subdomain. 
• whoIs.registrantEmailId: This token helps you to find all the assets using the 

registrant email id of the domain or subdomain. 
• whoIs.registrar: This token helps you to find all the assets using the registrar. 

 

Synchronize with External Attack Surface Monitoring (EASM) 

With this release, we’ve introduced a new Beta feature, External Attack Surface Monitoring 
(EASM). It provides comprehensive visibility to your external-facing IT infrastructure to 
continuously monitor your organization's external attack surface and internet-connected 
assets, track changes, and receive notifications when new assets, unknown assets, or critical 
issues are found.  

Note: EASM is in early preview and available on a request basis.  

External Attack Surface Management (EASM) allows you to continuously identify and assess 
the security and compliance gaps of your organization’s network. 
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With this capability, you can: 

• Discover all your domains, subdomains, subsidiaries, and the assets associated with 
them 

• Discover unsolicited ports, certificates, and applications running on exposed assets 

• Identify potential vulnerabilities and weaknesses in exposed assets 

To discover assets from EASM to your inventory, we have added an option on the Home page 
to activate the external attack surface monitoring.  

 
You can see the externally exposed assets on the External Attack Surface tile as shown in 
the following screen capture. 

 
 

Go to the CSAM online help to know more detailed information about how to add and 
manage EASM configuration.  

Enhanced Authorization Rule  

With this release, you can now create a software authorization rule by using the newly added 
parameters Product, Publisher, and Category. 

Use Product parameter If you want to add an individual software product to the rule.  

Use the Publisher parameter If you want to add all software of the selected publisher to the 
rule.  

Use Category parameter If you want to add all software of the selected category to the rule. 

https://docs.qualys.com/en/csam/2.11.0.0/#t=inventory%2Fsensors%2Feasm.htm
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Issues Addressed 

- Fixed an issue where instead of the data from the “LAST_INVENTORY_DATE” column, 
the date from the “UPDATED” column was getting displayed in the “Inventory Last 
Updated On” column of the CSV file.   

- Fixed an issue by removing space from the full name when Type: Unknown is 
selected, and Installation count is clicked for a software missing token 2. 

- Fixed an issue where no Trending data was displayed for the CSAM widgets. The 
“sensors.lastVmScanDateAgent” and “sensors.lastVmScanDateScanner” tokens are 
now supported for trending. 

- Fixed an issue where volumes:(size>=0) and volumes:(free>=0) QQl token was not 
working as expected. 

- Fixed an issue where all software version data for the listed software was missing. 
- Fixed an issue where the dynamic tag, which was functioning properly earlier was not 

functioning as expected after it was renamed. 
- Fixed an issue where the user with the Manager role was not able to see the 

dashboard from the Vulnerability Management module and Cert view module. 
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