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Inventory Downloading for Asset/Software List
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BN cybersecurity Asset Management
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improvements and updates! Learn more
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Software Installation Details

With this release, you can now view your software installation details on the Installation
Details page by clicking on the View Install List button under the Quick Actions menu for
software.

Click on the count of installations to navigate to the Assets tab to get a list of assets where
particular software is installed (Previously, after clicking on the count of instances, the
Installation details page was displayed)
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The number of columns displayed in the following screen will change if you list software
using the “Group by” and "Type" filters.
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Click on the individual asset to view the Asset Details page. Click the download icon to
download the report in available download formats (CSV, HTML, XML) to get a list of assets
that contains asset and software attributes (as per your subscription for GAV or CSAM) from
the following list:

e Asset attributes: Asset ID, Asset Name, Criticality Score, MAC Address, IP Address, BIOS
Serial Number, Operating System, Operating System Category, Hardware, and Hardware
Category.

e Software attributes: Software Name, Software Release, Install Date, Install Path, License
Category, License Sub-Category, Lifecycle Stage, Lifecycle GA Date, Lifecycle EOL Date,
Lifecycle EOS Date, Lifecycle EOL Support Stage, and Lifecycle EOS Support Stage.
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Inventory Downloading for Asset/Software List

You can now download the asset/software list where a particular asset/software is installed
by clicking on the Download icon.
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Also, click the Download Install List button under the Quick Actions menu for software to
download the asset list where specific software is installed.
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Now we have added support for different file download formats (HTML, XML).

Select the timezone from the drop-down list to use it in the report for the dates and choose
available download formats (CSV, HTML, XML). Click the Download button.

Download formats

Choose from available formats and click Download. Once the data is available, the download will begin
automatically.

Available download formats
® $Ecomma-Separated Value (CSV)

(O #EHypertext Markup Language (HTML)

(O #BExtensible Markup Language (XML)

Select the timezone to use for dates included in the report*

[ (GMT 05:30) India Standard Time (IST Asia/Kolkata) v

Create a Reper

Note: “Create a Report” link will be displayed only for the CSAM subscribers.
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Export to Dashboard [EY

With this release, we have added Export to Dashboard functionality to the CSAM Interactive
report. You can export the CSAM Interactive report to the dashboard in the form of a widget
and continuously monitor the widget to check your assets with their security gap.
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Added Widget Support

With this release, we have added new functionality called Create Widget from Query on the
Assets and Software details page. You can now quickly build a widget from the search query
you have built and add your widget to the CSAM dashboard.
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Added Aggregate UTC Time Format for all Assets

With this release, we have added new functionality for asset sources; you can hover on the
icon to see the first found and last seen date. Aggregate first found and last seen dates for all
sources are displayed under the list of icons in the local timezone. We also display the
aggregate UTC time of first found and last seen dates for all assets by hovering over the (i)
icon.

‘ cYberSecur‘"y Asset Management v DASHBOARD INVENTORY TAGS NETWORK RULES RESPONSES REPORTS 8 @ E

Inventory s Software

@ Last30Days ~ =
TOP HARDWARE CATEGORIES TOP OPERATING SYSTEMS CATEGORIES
Total Assets .
= e (e
Virtualized Unidentified Computers Networking De. Unknown Unidentified Windows Linux Network Oper. Unknown
MANUFACTURER H| Group Assetsby .. “ Managed Unmanaged 1-50 of 568 Gl b ¢ M
Unidentified 221
) _ - InuTC
Caogle 108 Asstt CRITIGALITV &) RISK SEORE () OPERATING SYSTEM  HARDWARE WSTUSIR ot cound: Apr 22,2022 057 am | TABS
YMware 133 Last Seen: May 11, 2022 07:19 am 1
Amazon Web Ser... 15 N oraclehttp11 T\ = A RedHatEnterp.. VMware root ’ s [Dyn-mic?zmwos.
Juniper Networks 8 10.115.96.88,feB0:0:0:0:250:56ff fe... | v — 7.6 VMware Virtua P T [ more..]
D 00:50:56:aabe:c4, 52:54:00:42:4b:52 Virtual Machine o iy
TAGS itmaent.rdlab.in03.qualys.com = i s TheCemOSPr. VMware root Y ENETE | ATStestinterfac..
OperatingSystem.. 568 192.168.122.1,10.115.127.140,fe80:... 1810 V.Mware Virtua... First Foun.. ® W\
52:54:00:b2:26:8f,00:50:56:aa:c6:fc Virtual Machine N
sk-new 568 Last Seen: M
ai 568
i — " ; = CSAM i
P S T:dﬂ:“d;;%loo“cal 1] e [ V:Jhcmsﬁo:l :gn \Vlmv\are ] ADCS\AL.. [y [T [ pc_Jesau] SimpleTagS{timest.
testi10 568 s s s s Y FirstFoun.. ) JEGNMGEN |58 mere

Added Support Pagination in Tag List

With this release, we've added pagination functionality to the tag list. Using this
functionality, you can now navigate quickly to view your tag details.
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Added Action Log Support in Tag List

With this release, we've implemented new functionality in the tag list under the Tags tab >
tag details > Action Log that allows you to view your tag's most recent action logs.
€— Details: Asset_Group_POR-17940
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Tag "Asset_Group_POR-17940" was modified. Automation_Only Automation_Only Jan 19, 2022 03:24 pm API
Tag "Asset_Group_POR-17940" was modified Automation_Only Automation_Only Jan 19, 2022 02:38 pm API
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Added Support for Activity List B

With this release, we've implemented a new functionality called View Response under the
Responses > Activity tab for the rules. You can click the View Response under the Quick
Actions menu or click any of the rules to navigate to the view response page. You can see all
information about the rule status, including details such as Triggered on, Response Action,
Impacted Assets, etc.

‘ " CyberSecurity Asset Management

DASHBOARD INVENTORY  TAGS NETWORK RULES  RESPONSES  REFORTS

Respanses PRV Fulo Manager  Actions

Last30 Days v

RULE NAME 1-50 of 10847 O &CmE
Rishabh Test za2%
x RULE NAME STAIUS ACTION MAICHES CREATED BY
1.76K
e Azure Test Rule Sicoass Email Notfcetior 1 Autormetion Team
195 Asure Test R * | 2 mwnates oo |
‘Azure Test Rule Scoess £mail Notifcation 1 usomation Team
ACTION NAME it 21 minutes ago
| i SK-ARS-test2 View Rule Success Man_act 1 Automation Tesm
o arsk U i then 2 mint
153 38 minutes ago
€— View Response: Azure Test Rule
INFO
Created By
Azure Test Rule ¢ quays_hk6
Triggered On: 22 minutes ago | Status: Success ——
6 days ago

Response Action Impacted Assets
Email Notification
snigade@qualys.com, mkaur@qualys.com

To
snigade@qualys.com, mkaur@qualys.com
Subject
AlertingTesting-2.10-Sanity_Alerting4.2.1

Message

AlertingTesting-2.10-Alerting4.2.1 state: DEALLOCATED privatelpAddress: 10.7.0.4 publiclpAddress:

Reports Enhancement

With this release, we've added support to create Asset Details report with source type as:
Source Type ‘All’, ‘Managed’, or ‘Unmanaged’.

You can use this option to choose the type of assets: All, Managed, or Unmanaged to define
the type of assets you want to include in your report.
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Also, we've added support to create Software, Missing Software, and Compliance reports with
software type as:

Software Type ‘Application, ‘Unknown’, and ‘Others’.

You can use this option to choose software types: Application, Unknown, and Others to
define the list of softwares to include in your report.
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New Tokens

We have introduced the following new search tokens to enhance your search results:

For Labels (Asset Inventory and Tagging)

e gcp.labels.name: This token helps to find VM instances with a certain GCP name.
o gcp.labels.value: This token helps to find VM instances with a certain GCP value.

Added Existing Tokens Support

e The asset.riskScore QQL token support has been added in CSAM Alerting. You can
now configure the Rules using the asset.riskScore QQL token.

e The azure.vm.virtualNetwork QQL token support has been added in Tag creation
under the Cloud Asset Search.

Issues Addressed

e Fixed an issue where multiple servers were not showing the WebLogic version in
CSAM > Asset details page.

e Fixed an issue where the lower version of the MS team was displayed to the user
when the MS team was updated to a higher version.

e Fixed an issue where all the user’s list count displayed in the system information tab
of assets was toggling for gagent assets.
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