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Qualys Gateway Service v3.x 

Release Notes  

Version 3.6.0 

February 21, 2024 

What’s New? 

Here's what's new in Qualys Gateway Service 3.6.0! 

Appliance Upgrades and Versions 

 Container Image Versions 

    Appliance Image Version 

    Appliance Base Download Image Version 

Upgraded Appliance Components 

New Toggle to Control the Proxy Port 

New Field to Configure Proxy Port Authorized IPs 

Qualys Gateway Service 3.6.0 brings you many more improvements and updates! 
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Appliance Upgrades and Versions 
QGS 3.6.0 brings updates to Container and Appliance images. 
 

Container Image Versions 
With this release, we have updated the following containers to these new versions: 
 
Container Versions 
cams-logstash  1.7.1.10  
cams-rsyslog  1.7.1.10 
camsd 1.7.1.10 
cams-mgr 1.7.1.10 

                            

 
 

Appliance Image Version 
To verify that the appliance is upgraded to the latest version of QGSUI, check the version 
displayed on the Appliance Details page. 
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Appliance Base Download Image Version  
With this release, we have upgraded the appliance base download image version on the QGS 
UI. If deploying a new QGS, download the latest base download image version from the 
Download Image tab in the QGS UI. 
 

 

Upgraded Appliance Components  
QGS 3.6.0 release updates the following component version. 
 
Squid proxy version updated to 6.5 - Squid 6.5 Release Notes  

New Toggle to Control the Proxy Port  
We have introduced a new toggle on the appliance configuration wizard to turn off the proxy 
port when not in use. You can restrict the proxy port from listening on the appliance when it 
is in cache or patch mode. The toggle is turned on by default. 
 
Refer to the image to see the QGS appliance configuration with the proxy port turned off. 
 

 
 
  

http://www.squid-cache.org/Versions/v6/squid-6.5-RELEASENOTES.html
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When the proxy port is turned off, the appliance configuration details do not show any proxy 
port. 
 

 
 
You can find the appliance with no proxy port on the Appliance listing page. 
 

 
 
Refer to the image to see the QGS appliance configuration with the proxy port turned on. This 
is the default configuration. 
 

 
 
When the toggle is turned on, the proxy port input field is available for configuration. Use the 
default proxy value (1080) or provide an alternative value that does not conflict with other IP 
ports in use (refer to “Changing the Proxy Port” section on the QGS user guide).  
 
When the proxy port is turned on, the appliance configuration details show the configured 
proxy port. 
 

 

https://cdn2.qualys.com/docs/qualys-gateway-service-user-guide.pdf
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New Field to Configure Proxy Port Authorized IPs 
With this release, we have introduced a new field called 'Authorized IPs' in the QGS UI. This 
field restricts Proxy Port access to specific agents by allowing their IPs on the appliance. 
Provide single or multiple comma-separated Ips, subnets, or CIDR ranges in the input field. 
Only these listed IPs can communicate with the appliance. can communicate with the 
appliance proxy port. 
 
This feature can restrict the QGS proxy port’s usage to the following devices. 

• Qualys Scanners 
• Qualys Passive sensors 
• Other QGS appliances that are proxy chaining 
• Linux endpoints with package manager clients, like yum, dnf, apt, or zypper, that 

need to access their patch repositories while ensuring that egress from that network segment 
occurs via the QGS. 
 

 
 
You can view the details of the IPs with proxy port access on the View Details page of an 
appliance. 
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