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Qualys FIM Library 2.0.0

Profiles

With this release, we have fine-tuned the FIM profiles to optimize performance and minimize noise. Noise
cancellation has been our top priority while curating these profiles.

Changes include:

e Modification of certain inclusion-exclusion filters as part of optimization

e Addition of new inclusion-exclusion filters to curb noise

e Introduction of additional critical filepaths for defining the monitoring scope

Queries

With this release, we have introduced the following new queries.

RULE NAME

QQL

DESCRIPTION

Trusted Exceutables
Dropped on the Asset

reputationStatus:KNOWN and
trustStatus:TRUSTED

With Trusted Source Status, user can easily
identify the good changes due to patches and
security updates, and whitelist them

Unauthorised
Deletions on the Asset

action:Delete and not
(actor.userName:'root’ or
actor.userName:'NT
AUTHORITY\\SYSTEM" or
actor.userName:'Administrator")

Adversaries may destroy data and files on
specific systems or in large numbers on a
network to interrupt availability to systems,
services, and network resources. Deletions in
large quantities can be alarming

SeriousSAM aka
HiveNightMare
Detection

filename:SAM and (action:Security
or action:Content or
action:Attributes)

An elevation of privilege vulnerability exists
because of overly permissive Access Control
Lists on multiple system files, including the
Security Accounts Manager database. An
attacker who successfully exploited this
vulnerability could run arbitrary code with
SYSTEM privileges. An attacker could then
install programs; view, change, or delete data;
or create new accounts with full user rights

Spot Malicious or
Suspicious Files
Dropped on the Asset

reputationStatus:MALICIOUS or
reputationStatus:SUSPICIOUS) and
trustStatus:UNAVAILABLE

With File Reputation Status, user can identify if
the change on the system is malicious or
suspicious, and take necessary action to
restrain the attack

Integrity violations of
Windows Registry
Objects

platform:Windows and (type:Key or
type:Value) and (action:"Content” or
action:'Security’) and not
actor.process:'svchost.exe

With Windows registries storing a large
number of programs and OS security settings
and a large amount of raw data, threat actors
have begun to use those registries as a data
store for their malicious activity. It is therefore
imperative for organizations to monitor
changes in Windows registries as part of their
file integrity monitoring program

Note: The syntax of some existing queries were updated to optimize performance.
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