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Qualys FIM library 1.7

New out-of-box Profiles

With this release, we introduce the following five new profiles. There are no changes to the

existing Profiles.

PROFILE

DESCRIPTION

Linux Monitoring Profile for
NIST SI-7

FIM helps to detect changes in the system and
business-specific files. Linux Monitoring Profile for
NIST Special Publication 800-53 SI-7, includes critical
files such as system and application executable files,
configuration files, initialization files and other
sensitive files. It ensures effective noise reduction by
including only the extremely critical files that must be
monitored for unauthorized changes in order to be
compliant with NIST Cybersecurity Framework.

Windows Monitoring Profile for
NIST SI-7

FIM helps to detect changes in the system and
business-specific files. Windows Monitoring Profile for
NIST Special Publication 800-53 SI-7, includes critical
files such as system and application executable files,
configuration files, initialization files and other
sensitive files. It ensures effective noise reduction by
including only the extremely critical files that must be
monitored for unauthorized changes in order to be
compliant with NIST Cybersecurity Framework.

Windows Monitoring Profile for
PCIDSS

FIM helps to detect changes in the system and
business-specific files. Windows Monitoring Profile for
PCI DSS includes critical files such as system and
application executable files, configuration files,
initialization files and other sensitive files. It ensures
effective noise reduction by including only the
extremely critical files that must be monitored for
unauthorized changes in order to be compliant with
PCI-DSS standard.

Linux Monitoring Profile for PCI
DSS

FIM helps to detect changes in the system and
business-specific files. Linux Monitoring Profile for PCI
DSS includes critical files such as system and
application executable files, configuration files,
initialization files and other sensitive files. It ensures
effective noise reduction by including only the
extremely critical files that must be monitored for
unauthorized changes in order to be compliant with
PCI-DSS standard

Monitoring Profile for Microsoft
Exchange Server

FIM helps to detect changes in the system and
business-specific files. Monitoring Profile for Microsoft
Exchange Server, includes critical files such as system
and application executable files, configuration files,
Initialization files and other sensitive files. It ensures
effective noise reduction by including only the
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extremely critical files that must be monitored for
unauthorized changes and suspicious activities in
order to be compliant with various regulatory
mandates such as CIS, NIST, PCI-DSS, HIPAA and
more.
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New Queries

With this release, we introduce the following seven new queries.

RULE QQL DESCRIPTION
NAME
Sunburst actor.process: This rule identifies suspicious
Suspiciou: 'SolarWinds.Credentials.Orion.WebApi.exe child processes of
Child or actor.process: SolarWinds.Orion.Core.Business
Processes 'SolarWinds.Orion.Topology.Calculator.exe' Layer.dll that may be evidence
or actor.process: 'Solarwinds-Orion-NPM.exe' of the SUNBURST backdoor.
or actor.process: 'WerFault.exe' or
actor.process: 'Database-Maint.exe' or
actor.process: 'APMServiceControl.exe' or
actor.process: '‘Solarwinds-Orion-NPM.exe' or
actor.process: 'ExportToPDFCmd.Exe'
Sunburst file.name: netsetupsve.dll or file.name: Compromised DLLs can lead to
Suspiciou SolarWinds.Orion.Core.BusinessLayer.dll’ or massive attacks. The
s DLLs file.name: compromised file in the
‘app_web_logoimagehandler.ashx.b6031896.  SolarWinds supply chain attack
air was
SolarWinds.Orion.Core.Business
Layer.dll. The SolarWinds DLL
file is a backdoor which then
installs a Windows service to
execute malicious code.
Detect file.fullPath: "aspx" and (actor.process: Creation of abnormal content
Suspicio UMWorkerProcess.exe or actor.process: by UMWorkerProcess.exe in
us Web  w3wp.exe) Exchange is an IOC (Indicator of
Shells on Compromise). We should
Exchang continuously monitor for
e Server Microsoft Exchange Server'’s
Unified Messaging service
creating non-standard content
on disk, suggesting exploitation
of CVE-2021-26858 vulnerability.
Sunburst actor.process: This rule helps to detect
Suspiciou 'solarwinds.businesslayerhost.exe' and creation of executable files by
S (file name: ‘netsetupsve.dll’ or file.name: the SolarWinds client.
Filewrites "SolarWinds.Orion.Core.BusinessLayer.dll” or

file name:
‘app_web_logoimagehandler.ashx.b6031896.
dll’ or file.name: "gracious_truth.jpg or

file name: "SolarwWinds-Core-v2019.4.5220-
Hotfix5.msp" or file.name:
'SolarWinds.Credentials.Orion.WebApi.exe'
or file.name:
'SolarWinds.Orion.Topology.Calculator.exe'
or file.name: 'Solarwinds-Orion-NPM.exe' or
file.name: "WerFault.exe' or file.name:
'Database-Maint.exe' or file.name:
'APMServiceControl.exe' or file.name:
'Solarwinds-Orion-NPM.exe' or file.name:
‘ExportToPDFCmd.Exe’)
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Sunburst actor.process:

Suspicio

“SolarWinds.BusinesslLayerHost.exe or

us Parent actor.process:

The SolarWinds DLL file is a
backdoor which then installs a
Windows service to execute

Process  "SolarWinds.BusinessLayerHostx64.exe’ malicious code. Evidence of this
can be detected by looking for
the
SolarWinds.BusinessLayerHost.e
xe process being ran.

Detect (file.fullPath: "Exchange Server" and Exchange log files might contain

Tamperi file.fullPath: "logging") and (action: delete or ~ the potential IOCs (Indicator of

ng of action:Security) Compromise) for the exploit.

Exchang Monitoring critical log files for

e Server any unauthorized modifications

Logs is a mandate for compliance
regulations such as PCI DSS,
HIPAA, SOX and others. QFIM's
alerting capabilities can be
utilized to create a custom alert
whenever a critical log file is
deleted.

Solarwin (file.name: ‘netsetupsvc.dll’ or file.name: A highly skilled manual supply

ds "SolarWinds.Orion.Core.BusinessLayer.dll' or  chain attack on the SolarWinds

Supply  filename:app_web_logoimagehandler.ashx.  Orion IT network monitoring

Chain b6031896.d1l" or file.name: SolarWinds-Core-  product allowed hackers to

Attack v2019.4.5220-Hotfix5.msp or file.name: compromise the networks of

“OrionImprovementBusinessLayer.2.cs’ or
filename: "gracious_truth.jpg’) or
(actor.process:
“SolarWinds.BusinesslLayerHost.exe or
actor.process:
"SolarWinds.BusinesslLayerHostx64.exe™ or
actor.process: ‘Solarwinds-Orion-NPM.exe")

public and private
organizations.

Note: The syntax of some existing queries were updated to optimize performance.
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