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Here’s what's new in Qualys File Integrity Monitoring 3.3.0!

New QQL Token for file.hash value
Create Reports and Notify Users via Email
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New QQL Token for file.hash Value

The hash value of a file changes when a file is created or updated and when the file content is
changed. With this release, Qualys FIM adds a new QQL token to search for events based on the
file.hash value. You can now use the file.hash QQL token to define the hash value of a file and
search for events for file creation or content modification activities performed under your
monitoring scope.
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It can be used to create auto-correlation rules and incidents. The file hash value is also displayed
in the Event Details page.

€— View Details: TRUST_03_30_2022_09_56_27_KNOWN.TXT

ABOUT ASSET View asset details
Previous e \ Automation

G Y4,  CentOSLinux7.2.1511
Unknown Manufacturer / Model

Event Alert: File Content

D Trust_03_30_2022_09_56_27_known.txt

Changed On: 3 hours ago Mar 30, 2022 at 9:53:52 AM [ [ |}
Category: PCI ———
File Gontert Identification
By User: root
File Path: /root/EventGenerator/Trust_03_30_2022_09_56_27_known.txt DNS Hostna... - localhost
ile Reputation Status: Unknawn T _
5 Unavailable
By Process: /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.242 b0B-0.el7_7 x86_64/jre/bin/java 1Pva Address..:  10.115.105.108

File Hash.  1156365bb7fabadd4eb6239a0d14d62439186f09b933080b95143ceb1cc07962
IPv6 Address...:  2001:df1:1600:2469:250:56ff-feaa:5116,

e80:0:0:0:250:56ff-feaa:5116

Trust_03_30_2022_09_56_27_known.txt was Changed Agent ID 608eBb6b-bc22-402b-89c2-
4970931 cfc?
Host ID 6714635
Triggers
Monitoring Profile:  AutomationProfile Activity
Section and Rules: ~ AutomationSection; EventGenerator Last User Login: root
Last System Boot:  Sep 5,2020 10:53 pm

Note: The file.hash QQL token is supported only for PE files on Windows. On Linux, all types of
files are supported.

Create Reports and Notify Users via Email

Starting this release, Qualys FIM enables you to create report rules and generate reports on the
events that occur as a result of any kind of action in your file system. You can create on-demand
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reports and run the report as soon as you create the report rule or schedule your report generation
at a future date and time.
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Google products use a process called Google Update to periodically check for updates. Google

You can also specify your reporting criteria by using QQL tokens and create reports on the most
accurate and up-to-date event data in PDF, CSV, or HTML formats.

The event record limit for CSV reports is 1 million and for HTML and PDF, the limit is 100,000.
Records beyond this limit will be truncated.

Note: Currently, only the HTML and PDF reports include values under the Report Settings section.
In CSV reports, this section shows blank without any value.

You can also email reports to specified users by using the Notification option that’s available while
creating a report rule. The notification email contains the link to the report. It is recommended
that you download your reports within seven days of generation for future reference and analysis
as the reports are retained on the Qualys platform for seven days.
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