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Introducing Qualys EDR (Beta)

We are excited to introduce a new app, Endpoint Detection and Response (EDR).

EDR is an evolved superset of the IOC app. EDR expands the capabilities of the Qualys Cloud
Platform to deliver threat hunting and Remediation response. EDR detects suspicious activity,
confirms the presence of known and unknown malware, and provides remediation response for
your assets.

EDR unifies different context vectors like asset discovery, rich normalized software inventory,
end-of-life visibility, vulnerabilities and exploits, misconfigurations, in-depth endpoint
telemetry, and network reachability with a powerful backend to correlate it all for accurate
assessment, detection and response all, in a single, cloud-based app.

Once you are upgraded to EDR, the Indication of Compromise module will be renamed to
Endpoint Detection and Response.

You will notice this change in the module picker.

@ QUOlVS. Enterprise
Vulnerability Management v
T ossots ’ ’ o o~
Patch Management
Deploy patches to your systems
SECURITY OPERATIONS (1)

Endpoint Detection and Response BETA
EDR Malware detection, Threat Hunting, Incident

Investigation and Response

COMPLIANCE (4)

[=Tel Policy Compliance
SCA Define and monitor IT security standards aligned

with regulations.

For more information on the EDR app, contact your Technical Account Manager (TAM) or Qualys
Support.
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EDR Welcome Page

Once EDR is enabled in your subscription, you will see the Welcome page after you log in for the
first time. The Welcome page helps you to get started in a few quick steps.

This page gives you a quick overview of what you'll get with EDR plus a high-level workflow of

EDR.

@ Qualys. Enterprise

Endpoint Detection and Response BETA

EDR

Malware Detection, Threat Hunting, Incident |

Get started with these quick steps

° Discover all Windows endpoints to enable
EDR >

Once Windows agents are deployed, configured and
activated, you may use this optional step to find all
of your Windows assets to enable EDR

agents on the systems you want to monitor. When
you're done, return to EDR and continue to the next
step.For response capabilities, you will need
Windows Agent version 4.0 or greater.

Configure EDR Configuration Profile >

Go to Cloud Agent (CA) and create or activate EDR
in a Configuration Profile for those EDR agents.

° Gain insights into new malicious
detections,threats and incidents to
investiaate >

DASHBOARD INCIDENTS HUNTING

Welcome to Qualys® Endpoint Detection and Response

igation and Re:

ASSETS

RESPONSES

Video Tutorials

Related Community Posts

Join this month’s Qualys Technical Serles Weblnar
as we present, Certificate Monitoring and
Management in the 21st Century.

Register at: brighttalk com/webcasti 11673/

Q

Technical
Series

Certificate Monitoring and Management in...

K

Tweets vy @quays @
Install Cloud Agents (using CA) > -
(] gents (using CA) Take me to Qualys Cloud Agent - @ 29 L4
Goto Cloud Agent (CA) to install and activate L

To revisit this page anytime just navigate to the Get Started in the Help menu.

Get Started

Online Help

Contact Support...

Account Info

Change Password

Resources
Training

Community
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New Remediation Response

The Remediation feature allows you to remediate the malicious events detected on the assets.
You can perform the remediation action on file, process, mutex, and network events from the

Hunting tab and Event Details page.

For malicious file events, you can perform the following remediation actions:
¢ Quarantine File: Using this option, the file is encrypted and moved to a Quarantine folder
(C:\ProgramData\Qualys\QualysAgent\Quarantine\) on your asset. This Quarantine folder
is automatically created once you upgrade to agent 4.0 and above. You can undo this
action and restore the file to its original position using the Release option from the User

Activity tab under Responses.
o Delete File: Using this option, the file is permanently deleted from your asset. You cannot

undo this action.

For process, mutex, and network malicious events, you can perform the remediation action Kill
Process.

All the remediation actions performed on events can be viewed from the User Activity tab.

The remediation actions under the Remediation Action column and Events Detail page are
displayed only for:

Events in Active View
Events that score between 2 to 10

e Assets that have Cloud Agent version 4.0 and above installed.

@ QUO'YS. Express

Hunting

1.57K

Endpoint Detection and Response

BETA

DASHBOARD

Q Search for events...

INCIDENTS

HUNTING
—

ASSETS

RESPONSES

be
(-]

Active View v

1-50of 1567

<]
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Total Events [ \
22minutesago 5]  MpDetours.dll B® win10-1809-162 n Generic -'—DQ o =
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9:53:14 AM C:\Users\Administrator 10.115.98.162 Trojan Wil
TYPE
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o 11 hours ago e chrome.exe == win10-1809-162 test-mal \
istening 85 N : . . Kill Process
running 1.07K 11:01:20 PM C:\Program Files (x86)\Google\Chrom... 10.115.98.162 test-type \ / j
4
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Score is automatically assigned to malicious events based on the severity, where 2 is lowest and
10 is the highest. Once the remediation action is executed on a malicious event, its score is reset
to 1.

Scoring Model for Prioritization & Rule-based Response
Qualys 10C
M Confirmed Infecti
Detection and Malicious Pmsw?nﬂemrhcnmscﬁm
Scoring Engines odl Wntieion
Event Telemetry: Malicious Process
file, process, mutex, network, registry ‘ n Confirmed Infection
Malicious File
[ wesussses [op)e ¥ gg e
Bl Wy N | nectian
Feed " BN n Medium Confidence Suspicious
Pracess
E ESEDEDRESH B u Medum Confidence Suspiclous
' T Low Confidence Suspicious.
Qualys ‘ Pracess w, Metwork Connection
— — : Malwa r I Low Confidence Suspicio
E .LH-L.DH. i:abgre i E 3 s ence Suspiclous
: Low Confidence Suspicious.
Fil=
n Remediated
Indicator na longes present
n Knawn Good
@ Quaiys
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View Cloud Agent Version for Asset

The Remediation response under the Hunting tab and Event Details page is displayed only if the
Cloud Agent version is 4.0 and above. So, we have now added a new Agents Version column
under the Assets tab to view the agent version installed on the asset.

@ Qualys. Enterprise

Assets

13

Endpoint Detection and Response

BETA

Q search for assets...

DASHBOARD

INCIDENTS

HUNTING

ASSETS

RESPONSES

K

e 1-130f 13
Total Assets
W7-10C-71-229 E¥ Microsoft Windows 7 Pro.]  4.0.0.404 Aug 06,2020 Apr 16,2020 Mdministrator ] BU with ALL group
= 10.115.71.229 45 mare
TAGS [T 5
WIN-FMEISBHBTFBQ ®Y Microsoft Windows Serv..| 3.1.3.34 Nov 22,2019 Nov 06,2019 MAdministrator I <br><bré...
Cloud Agent L) 10.115.97.245 2Zmore
test_edit tag 12
&lt;img src= 12 WIN-FMEISHBTFBQ =. Microsoft Windows Serv..| 3.1.3.34 Nov 06,2019 Sep 06,2019 MAdministrator I NetBIOS_TAG
&ltimg src= 12 10.115.97.245 20 mare.
&lt;bragt;&ltbrag.. 12 e ) ) .
45 more WIN10-1511-71-1 m=  Microsoft Windows 10 Pr.}  3.1.5.43 Jun 04,2020 May 22, 2020 AAdministrator I JZ-NewBU-11/20
10.115.71.191 34 more.
OPERATING SYSTEM WIN10-98-92 B microsoft Windows 10Pr{ 31334 ) Dec12,2019 Dec 06,2019  NAdministrator | cloud Agent
- -
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New User Activity Page

The User Activity tab lists all the remediation actions performed on malicious events along with
the following details:

e The requested remediation action along with the date and time.

e The object (file/process) and the asset on which the remediation action is performed.
e The user who performed the remediation action.

e The current status of the remediation action.

@ Ouolys. Express

Endpoint Detection and Response BETA DASHBOARD  INCIDENTS ~ HUNTING ~ ASSETS ~ RESPONSES

be
©
K

RESDOH ses User Activity Activity Rule Manager Actions

Q Search for user activities... Last30Days v =

60 Y Filters v 1-50 of 60

Total User Activities

UnQuarantine File mpengine.dil BE® win10-1809-162 Vivek Nighojkar Success =
Jul 22, 2020 08:26 PM C:\ProgramData\Microsoft\Windows D... 10.115.27.54

RESPONSE =

delete file 3 Quarantine File MpDetours.dil WIN10-1809-162 Vivek Nighojkar Success
Jul 22, 2020 08:07 PM c:\programdata\microsoft\windows de... 10.115.27.54 Release

kill process 27

quarammg i3 = Quarantine File chrome.exe E® win10-1809-162 Vivek Nighojkar Falled

Sciaine e 8 Jul 22,2020 07:36 PM C:\Program Files (x86)\Google\Chrom 10.115.27.54 Retry

If you would like to know additional information about the remediation action, click on the
remediation action from the Requested Activity column.

@ Qualys. Express

Endpoint Detection and Response BETA DASHBOARD  INCIDENTS  HUNTING  ASSETS  RESPONSES 20

Responses [N Aciiviy  Rule Manager  Actions

Q search for user activities... Last30Days * =

60 ¥ Filiers ¥ 1-500f 60

Total User Activities

Quarantine File chrome.exe B® win10-1809-162 Vivek Nighojkar Failed

Jul 22, 2020 07:32 PM :\program files (x86)\Google\Chrome\, 10.11527.54 Retry

RESPONSE

Quarantine File

This remediation action has failed. Refer to the fallowing details for the possible cause of failure.

chrome.exe
Action Status: | Failed

Score

Possible Failure Cause
» Emror; Unable to quarantine the fle. Errorcade: 0x113 UnauthorizedAccessException 1

File Details
Object chrome.exe Asset B WIN10-1809-162
Malware Family  test-mal 1P Address 10.115.27.54
Request Time Jul 22, 2020 07:36 PM Path c:\program files (x86)\Google\Chrome\applic

ExecutionTime  Jul 22, 2020 07:37 PM ation

Comment "
User Vivek Nighojkar mmen quarantine

Cancel Retry

Note: You can download the User Activity report in CSV format from the Responses tab.
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You can also perform the following two actions from the User Activity tab:

Release: Using this option, you can restore the Quarantine file back to its original
position.

@ Qualys. Exifsgss

Endpoint Detection and Response BETA DASHBOARD  INCIDENTS ~ HUNTING ~ ASSETS

e

Q. Search for user activities... Last30Days v =

60 Y Filters ¥ 1-50 of 60

Total User Activities

e
-]
<]

Activity ~ Rule Manager  Actions

Quarantine File A@#S%AR()_H)_ exe B® wiN10-1809-162 Vivek Nighojkar Succe: &
Jul 22, 2020 03:47 PM C:\Users\Administrator\Vasudev\~i@# 10.115.27.54 Release

RESPONSE

deletatia 3 Kill Process chrome.exe ¥ winN10-1809-162 Vivek Nighojkar Success
Jul 22, 2020 10:54 AM C:\Program Files (x86)\Google\Chrome 10.115.27.54

kill process 27

Retry: Using this option, you can retry the remediation action on failed events.

@ Qualys. Express

Endpoint D: ion and R BETA DASHBOARD  INCIDENTS ~ HUNTING  ASSETS

be
(-]
]

Responses Activity  Rule Manager

Actions

Q, Search for user activities... Last30Days v =

60 T Filters ¥ 1-500f 60

Total User Activities

Quarantine File chrome.exe 5% WIN10-1809-162 Vivek Nighojkar Falled -
Jul 22, 2020 07:32 PM ci\program files (x86)\Google\Chrome 10.115.27.54 Retry

RESPONSE —
Kill Process chrome.exe m- WIN10-1809-162 Vivek Nighojkar Success

G S Jul 22, 2020 07:18 PM ©\Program Files (x86)\Google\Chrome 10.115.27.54

kill process 27
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View Events Details Page

We have made the following changes to Event Details tab:

e For enhanced customer experience and better usability, we have changed the layout of
the Event Details page.

e You can also perform Remediation actions for File, Process, Network, and Mutex events
from the Event Details page.

D

Event Collected Date

Process Name
Process Full Path

Process Arguments

Process Username

Image
Image Path

Image Full Path

56 modules loaded

P_83b6794b-aa36-47be-b13f-11750408181b_3064047929681450686_7292

Asset Details
PROCESS < previous Nest >
r win10-1809-162
OSWINDOWS
chrome.exe
Identification
Malicious Detection 7 1P 10.115.98.162
High conficence finding, investigate and take action to mitigate the threat as needed.
1Pv6 -
Matware Mapping B4}
Score i
“ Malicious Process ongg.
" =0
Family test-mal
Category testtype e 0]
L
Event s
o
O

Jul 22,2020 0513 PM

Object Type PROCESS
Process
Process State RUNNING

chrome.exe

C:\Program Files (x86)\Google\Chrome\A \ exe

type=utility -utility-sub-type=network.mojom NetworkService ~field-trial-handle=1436,839913

service-sandbox-type=netwark

3044717037120,382249201460461497! =ef
~enable-aud b jo-pl hannethandle=2000 /prefeich:8
Process Elevated rue

WIN10-1809-162\Administrator

Process ID 7292
Parent Process Name chrome.exe B
Parent Process ID 6184

c\program files (xB6)\Google\Chrome\application

c\program files (x86)\Gogle\Chrome\application\chrome.exe

MD5 Scf2e72aee581b5e3d16ff1d5co26fce G
SHA256 c52b1e17afe7a2b056250c26488316560aa5801db347¢3116845c502¢f G Mvirustotal [2
15a320
File Size 1820656
File Created Jul 21,2020 05:20 PM
Certificate
Signed true
Valid True
Signed Date Nov 7, 2018 05:30 AM

Hash cb7e84887f3c601 Sfe7edfbaf8f36df 7dc10590e
Issued To Google LLC
Issuer DigiCert SHA2 Assured |D Code Signing CA

«
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View Event Datalist Report

For better clarity and understanding of the remediation action performed, we have added the
following new columns to the Event Datalist report:

e RESPONSE_ACTION

e RESPONSE_STATUS

e RESPONSE_STATUS_MESSAGE
e RESPONSE_COMMENTS

e RESPONSE_USER_NAME

e RESPONSE_USER_ID

@ QUCJlYS. Express
Endpoint Detection and Response BETA DASHBOARD ~ INCIDENTS | HUNTING | ASSETS  RESPONSES 20~
d
Q. search for events... Active Vie
W Filters v 1-50 of 1568
0
13minutesago  ¢%  10.115.27.54:3128 B win10-1809-162 testmal oo -
~  33913PM TCP CONNECTION - ESTABLISHED by ... 10.115.98.162 testtype N et )
TYPE

Event Datalist Report

RESPONSE_ACTION RESPONSE_STATUS RESPONSE_STATUS_MESSAGE RESPONSE_COMMENTS RESPONSE_USER_NAME RESPONSE_USER_ID]
el - - John Doe cfu_vnk

7be-b13f-11f50408181b_4708864294656952510 | John Doe cfu_vnk
The-h12f-11f50A0R181h_-128AN1750273N55128A A1R4 lnhn Doe cfiunk

Qualys Release Notes 10



New Remediation Tokens

We have added the following new tokens on the Hunting tab and User Activity tab to support the
Remediation feature.

e response.action: This token allows you to find events based on the remediation action.
Possible values: Delete File, Kill Process, Quarantine File, and Unquarantine File.

¢ response.status: This token allows you find events based on the remediation status
Possible values: failed, in_progress, success.

e response.user: This token allows you to list remediation actions executed by a certain
user.

o response.userld: This token allows you to list remediation actions executed by a certain
username.

e response.timestamp: This token allows you to list all the remediation action executed on
a specific date or in a time-frame.

e response.comments: This token allows you to list events by the comments added while
initiating the remediation action.

e response.priorScore: This token allows you to list events by the score before executing
the remediation action.

e response.statusMessage: This token allows you to list events by status message
displayed after the remediation action is completed.

For more information on the token usage, refer to the Online Help.
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