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Here is what you get with Qualys EDR Beta! 
 
Introducing Qualys EDR (Beta) 
 
EDR Welcome Page 
 
New Remediation Response 
 
View Cloud Agent Version for Asset 
 
New User Activity Page 
 
View Events Details Page 
 
View Event Datalist Report 
 
New Remediation Tokens 
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Introducing Qualys EDR (Beta) 

We are excited to introduce a new app, Endpoint Detection and Response (EDR). 
 
EDR is an evolved superset of the IOC app. EDR expands the capabilities of the Qualys Cloud 
Platform to deliver threat hunting and Remediation response. EDR detects suspicious activity, 
confirms the presence of known and unknown malware, and provides remediation response for 
your assets. 
 
EDR unifies different context vectors like asset discovery, rich normalized software inventory, 
end-of-life visibility, vulnerabilities and exploits, misconfigurations, in-depth endpoint 
telemetry, and network reachability with a powerful backend to correlate it all for accurate 
assessment, detection and response all, in a single, cloud-based app. 
 
Once you are upgraded to EDR, the Indication of Compromise module will be renamed to 
Endpoint Detection and Response. 
 
You will notice this change in the module picker. 
 

 
 
 
For more information on the EDR app, contact your Technical Account Manager (TAM) or Qualys 
Support. 
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EDR Welcome Page 

Once EDR is enabled in your subscription, you will see the Welcome page after you log in for the 
first time. The Welcome page helps you to get started in a few quick steps. 
 
This page gives you a quick overview of what you'll get with EDR plus a high-level workflow of 
EDR. 
 

  
 
To revisit this page anytime just navigate to the Get Started in the Help menu. 
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New Remediation Response 

The Remediation feature allows you to remediate the malicious events detected on the assets. 
You can perform the remediation action on file, process, mutex, and network events from the 
Hunting tab and Event Details page. 
 
For malicious file events, you can perform the following remediation actions: 

• Quarantine File: Using this option, the file is encrypted and moved to a Quarantine folder 
(C:\ProgramData\Qualys\QualysAgent\Quarantine\) on your asset. This Quarantine folder 
is automatically created once you upgrade to agent 4.0 and above. You can undo this 
action and restore the file to its original position using the Release option from the User 
Activity tab under Responses. 

• Delete File: Using this option, the file is permanently deleted from your asset. You cannot 
undo this action. 

 
For process, mutex, and network malicious events, you can perform the remediation action Kill 
Process. 
 
All the remediation actions performed on events can be viewed from the User Activity tab. 
 
The remediation actions under the Remediation Action column and Events Detail page are 
displayed only for:  

• Events in Active View  
• Events that score between 2 to 10 
• Assets that have Cloud Agent version 4.0 and above installed. 
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Score is automatically assigned to malicious events based on the severity, where 2 is lowest and 
10 is the highest. Once the remediation action is executed on a malicious event, its score is reset 
to 1.  
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View Cloud Agent Version for Asset 

The Remediation response under the Hunting tab and Event Details page is displayed only if the 
Cloud Agent version is 4.0 and above. So, we have now added a new Agents Version column 
under the Assets tab to view the agent version installed on the asset. 
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New User Activity Page 

The User Activity tab lists all the remediation actions performed on malicious events along with 
the following details: 
 

• The requested remediation action along with the date and time. 
• The object (file/process) and the asset on which the remediation action is performed. 
• The user who performed the remediation action. 
• The current status of the remediation action. 

 

 
 
If you would like to know additional information about the remediation action, click on the 
remediation action from the Requested Activity column. 
 

 
 
 
Note: You can download the User Activity report in CSV format from the Responses tab. 
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You can also perform the following two actions from the User Activity tab: 
 

• Release: Using this option, you can restore the Quarantine file back to its original 
position. 
 

 
 

• Retry: Using this option, you can retry the remediation action on failed events. 
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View Events Details Page 

We have made the following changes to Event Details tab: 
 

• For enhanced customer experience and better usability, we have changed the layout of 
the Event Details page. 

• You can also perform Remediation actions for File, Process, Network, and Mutex events 
from the Event Details page. 
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View Event Datalist Report 

For better clarity and understanding of the remediation action performed, we have added the 
following new columns to the Event Datalist report: 
 

• RESPONSE_ACTION  
• RESPONSE_STATUS 
• RESPONSE_STATUS_MESSAGE 
• RESPONSE_COMMENTS  
• RESPONSE_USER_NAME 
• RESPONSE_USER_ID 
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New Remediation Tokens 

We have added the following new tokens on the Hunting tab and User Activity tab to support the 
Remediation feature. 
 

• response.action: This token allows you to find events based on the remediation action. 
Possible values: Delete File, Kill Process, Quarantine File, and Unquarantine File.  

• response.status: This token allows you find events based on the remediation status 
Possible values: failed, in_progress, success.  

• response.user: This token allows you to list remediation actions executed by a certain 
user.  

• response.userId: This token allows you to list remediation actions executed by a certain 
username.  

• response.timestamp: This token allows you to list all the remediation action executed on 
a specific date or in a time-frame.  

• response.comments: This token allows you to list events by the comments added while 
initiating the remediation action.  

• response.priorScore: This token allows you to list events by the score before executing 
the remediation action.  

• response.statusMessage: This token allows you to list events by status message 
displayed after the remediation action is completed.  
 

 
For more information on the token usage, refer to the Online Help. 
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