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Qualys Endpoint Detection and Response v2.x  

Release Notes  

Version 2.7 

October 17, 2023 

Here’s what’s new in Qualys Endpoint Detection and Response 2.7! 

What’s New 

Endpoint Protection Platform for MacOS 

Enhanced Anti-malware Profile Details Page 

Detect and Patch Incidents in Incident Details 

Updated Forensics Scripts 

Qualys Endpoint Detection and Response 2.7 brings you some improvements and updates!  
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Endpoint Protection Platform for MacOS 

Endpoint Protection Platform (EPP) onboarding for MacOS is now supported. The EPP onboarding 
is supported for MacOS 12.x and 13.x versions. From this release, EPP supports the following 
features: 

• On-access scanning for real-time antimalware protection. 
• Block known phishing web pages. 
• Scan web traffic in real-time to prevent malware from being downloaded. 

For more information, see EPP Onboarding for MacOS in EDR Online Help.  

Enhanced Anti-malware Profile Details Page 

The Anti-malware Profile Details page now includes the Enable Password Protection option in 
the General Settings, sections.  

• Enable Password Protection in General Settings- This setting avoids removing anti-malware 
applications without authorization.  

The following screenshot is an example of the Enable Password Protection option enabled in 
the Anti-malware Profile settings. 

 
 
For more information, see General Settings in EDR Online Help. 

  

https://docs.qualys.com/en/edr/latest/#t=epp_onboarding_for_mac%2Fepp_onboarding_for_macos.htm
https://docs.qualys.com/en/edr/latest/#t=malware_protection%2Fgeneral_settings.htm
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Detect and Patch Incidents in Incident Details 

Along with detecting incidents in the VMDR, you can now patch the incidents. We have now 
integrated VMDR and Patch Management applications in EDR. From the Incidents tab, hover the 
mouse on any of the assets to view the Quick Actions menu and click Incident Details. In the 
Risks and Exploits section, click View Details in VMDR to view the vulnerabilities and Patch 
Now to patch the vulnerabilities.  

The following screenshot is an example of View Details in VMDR: 

 

For more information, see Incident Details in EDR Online Help. 

Updated Forensics Scripts 
 
We have updated the forensics script with the  following: 
• Security Event Log 
• Persistence data 
• SMB outbound sessions 
• Prefetch files 
 
For more information, see Scrips Executed on Forensics in EDR Online Help. 

https://docs.qualys.com/en/edr/latest/#t=get_started%2Fincident_details.htm
https://docs.qualys.com/en/edr/latest/#t=assets_monitored%2Fscripts_executed_on_forensics.htm
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