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Here’s what's new in Endpoint Detection and Response 1.3!

New Classification Rules per MITRE ATT&CK Framework

Endpoint Detection and Response 1.3 brings you more improvements and updates! Learn more
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New Classification Rules per MITRE ATT&CK Framework

With this release, we have now added the listed rules as per the MITRE ATT&CK framework to
help analyze the events registered on the agents. With each release, we will continue to add
more rules to help classify the events appropriately.

The applied ATT&CK tactics and techniques are displayed for applicable events on the Event
Details page.
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Classification Rules added in this release:

1-T1053.005
Rule to detect the creation of scheduled task using different binaries listed

2 - T1090.003
Rule to detect establishment of multi-hop proxy using TOR

3-T1098.002
Rule to detect PowerShell process running with argument Add-MailboxPermission

4-T1115
Rule to detect PowerShell process running with argument Get-Clipboard

5-T1127.001
Rule to detect events where msbuild.exe is running as a child process under given parent process
list

6-T1201
Rule to detect discovery of password policy using netl.exe binary

7 -T1218.001
Rule to detect execution of hh.exe binary

8- T1218.005
Rule to detect execution of mshta.exe binary

Qualys Release Notes 2


https://attack.mitre.org/techniques/T1053/005/
https://attack.mitre.org/techniques/T1090/003/
https://attack.mitre.org/techniques/T1098/002/
https://attack.mitre.org/techniques/T1115/
https://attack.mitre.org/techniques/T1127/001/
https://attack.mitre.org/techniques/T1201/
https://attack.mitre.org/techniques/T1218/001/
https://attack.mitre.org/techniques/T1218/005/

9-7T1218.009
Rule to detect execution of Regasm/Regsvcs binary

10-T1218.011
Rule to detect execution of Rundll32 binary

11-T1220
Rule to detect execution of MSXSL binary

12 - T1569.002
Rule to detect execution of system services using processes listed

Issues Addressed

=  We have fixed an issue where the incident data was not updating correctly. The threat
information is now displayed accurately in the Incidents tab.
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https://attack.mitre.org/techniques/T1218/009/
https://attack.mitre.org/techniques/T1218/011/
https://attack.mitre.org/techniques/T1220/
https://attack.mitre.org/techniques/T1569/002/
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