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Here’s what's new in Qualys Context XDR 1.0.7!
Onboarded Azure Active Directory Audit Collector
New Improvement for Assets Details
Enhancements to Assets Tab

Removal of DLQ Tab

Context XDR 1.0.7 brings you more improvements and updates!
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Onboarded Azure Directory Audit Collector

We now support Azure Directory Audit cloud collector that allows you to ingest the audit
logs/events into Context XDR to enrich data from other log sources.

Navigate to Configuration > Data Collection > Catalog. Navigate to the Microsoft Azure
Directory Audit tile and click Configure Cloud Azure Directory Audit. Enter the required details
to configure the Azure Directory Audit collector and click Save. Once the collector binds
successfully, the collector status appears as Configured under the Sources tab.
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New Improvement for Assets Details

With this release, we have newly added XDR section on the Assets Details page. Now, you can
view the complete summary details of an asset such as signals, events, and Mitre tactics etc.

Navigate to Threat Management > Threat Hunting and click the Asset to view the Asset Details
page.
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You can view the newly added XDR tab under the Security drop-down menu.
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Enhancements to Assets Tab

We have newly added the Asset Name, Events, Agent Version, and Last Agent Status columns
on the Assets Tab.

Asset Name - Displays the name and details of an Asset.

Events - Displays if the events are streaming or not.

Agent Version - Displays the agent version associated with the asset.

Last Agent status — Displays the last agent status of an asset.

Note that the Last Agent Status is currently displayed only for Windows OS and for Linux OS - it
is displayed as Not available.

Navigate to Configuration > Cloud Agent Profiles > Assets to view the newly added details.
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Removal of DLQ Tab

With this release, we have removed the DLQ tab from the Threat management. You can directly

view the unparsed events under the Events tab.

Navigate to Threat Management > Events tab, and click Unparsed to view to the unparsed

events.
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