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Here’s what’s new in Qualys Context XDR 1.0.2! 
 
 
Newly Added Sources Tab 
 
Quick Filters Added on the Threat Intel Tab 
 
Updated Threat Intel Source Registration Page 
 
Support for New Threat Intel Source Provider - Abuse.ch  
 
Enhancements to the Appliances Tab 
 
Enhancements to the Signals Tab 
 
 
Context XDR 1.0.2 brings you more improvements and updates! Know more 
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Newly Added Sources Tab 

We have introduced a new Sources tab under Threat Intel configuration. You can configure a 
New Source to collect threat intel feeds from the list of available 3rd party threat intel data 
providers and enrich your data with additional context. 
 

 
 
 

Quick Filters Added on the Threat Intel Tab 

With this release, we have introduced quick filters on the Threat Intel tab under Configuration. 
You can view the newly added quick filters such as Type, Feed Source Name, and Provider 
Name on the left pane. 
 
Use these filters to quickly look for data you are interested in. For example, if you need to view 
all logs sources from URL, just click URL under Type. 
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Updated Threat Intel Source Registration Page 

We have now simplified the registration of Threat Intelligence feeds with required details getting 
auto-populated based on the providers you select. 
 
Simply, click Configuration > Threat Intel > Sources > New Source to configure the Threat Feed. 
On the Create Feed page, select any Provider (Free or Paid) from the list of options. The required 
details such as Source, Feed Connection Type, Feed Format, URL, etc., are pre-populated based 
on the selected Provider.  
 
You need to provide the AccessId and Secretkey details of Authentication for the paid threat feed 
providers. You may need to provide details for fields that are not auto populated. 
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Support for New Threat Intel Source Provider - Abuse.ch 

Context XDR now supports open source threat intel data provider Abuse.ch for sources URLhaus 
and ThreatFox.  
 
Simply, click Configuration > Threat Intel > Sources > New Source and select Abuse.ch as 
provider and choose the source from the available options. After successful configuration, your 
data is enriched with additional contextual data from Abuse.ch threat intel feeds. 
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Enhancements to the Appliances Tab 

The Appliances tab under Configuration now displays additional details such as Mem Usage, 
Root, Secondary, Device Types, Collectors, and Event Sources on the Appliances tab of 
Configuration. 
 

You can also download/export data on the page by simply clicking the download icon . 
Choose the available formats and click Download. 
 

 
 
You can now view the list of services running on the selected appliance. Simply click 
Configuration > Data Collection > Appliances and click View Details option from the quick 
actions menu to view the List of Services running on the selected appliance. 
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Enhancements to the Signals Tab 

We have newly introduced the following details on the Signals tab under Threat Management. 
 
o Product: You can now filter Events from various products such as EDR, CXDR, etc. 
o Additional Details:  You can view additional details for specific signals. 
o Asset: You can view the summary details of the selected asset. 

 

 
 
We have also enhanced the following changes on the UI: 
 
o Age details is moved to first column. 
o Shortened Rule Name if the Mitre information is not available 

 
 
 
 
 

 
o If Mitre information is available, then the Rule Name shows as tactic_id – technique_name 

format. 
 

 
 

 
 

Issues Addressed  

- We fixed an issue where if the TTL is not selected for Signal/Alert Suppression, then the 
maximum default value is set to 7 days as default. 
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