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Here’'s what's new in the Bamboo Plugin for Container Security!

Support for Docker Image Names

You can now provide names of the docker images you wish to scan for vulnerabilities. The
plugin will try to fetch the corresponding image ID based on the provided image name.

While configuring a job specify an image name in the format repo:tag.

Tasks
Atask is a piece of work that is being executed as part of the build. The execution of a script, a shell command, an Ant Task or a Maven goal are only few examples of Tasks. Learn more about tasks
You can use runtime, plan and global variables to parameterize your tasks.

1 agent has the capabilities to run this job

# Qualys Docker Image Analyzer
¢ Bamboo  Projects  Build v Deploy ¥ ® Signup
Final tasks Are always executed even if a previous task fails
Drag tasks here to make them final
Log in

Add task

Qualys Docker Image Analyzer configuration
Task description

Disable this task
Plugin Config Options
® Use Global Config (configured using Admin UI)

Configure locally

Image IDs / Image Names*
A comma separated list of docker image Ids/names to fetch the vulnerability results for. This field accepts a list of valid image ID (short 12 chars or 64 chars
sha256 hex value) or image name (in reportag format)

javalatest

Advanced Settings
Allows configuring a WebHook. The webhook allows a http POST request to the URL. This posts/sends formatted Qualys Vulnerabilities Json payload data to
the configured url. If empty for Job Specific Configuration, webhook url from Global Configuration will be used(if configured).

For more information see the “Define docker image Ids” section for “Qualys Vulnerability
Analysis Plugin for Bamboo” in the Qualys Container Security User Guide.

Fixed issue

Fixed an issue where during job execution the test connection to Qualys Container Security API
aborts after the first failed attempt (on receiving a 5xx family response from the server side. e.g.,
500 Internal Server error). It will now retry every five seconds for three times.
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https://www.qualys.com/docs/qualys-container-security-user-guide.pdf

Upgrade considerations

VERSION

DESCRIPTION

Upgrading from plugin version 1.4.2.0 to 1.5.0.0

Problem: Older reports not seen.

Resolution: Re-run the build job.

Upgrading from plugin version 1.4.3.0 to 1.5.0.0

Existing reports are visible.

Existing jobs run without errors.
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