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Here’'s what's new in Container Security 1.5!
View paused containers

Launch OS advisories from vulnerability details
Minimum support version of Bamboo

View jobs for a registry scan status

Fixed issues
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View paused containers

The Container Security Ul now shows paused containers. You can filter the containers list by
“PAUSED” state or view paused containers in widgets and various other places on the Container
Security Ul.

Examples
Filter container list by “PAUSED” state.

Assets images IO Registries

91

Total Containers

competent_fermat Dec 19,2018 docker2 STOPPED
10.115.74.187 12 days ago
VULNERABILITIES
vty . elegant_jones Nov 21,2018 docker2 12 days ago)
—— o 10.115.74.187 T2 0ays ago
Severity 3 12 frosty_pare Nov 21,2018 docker2 STOPPED -
T = 10.115.74187 12 days ago
Severity 1 2
peaceful_hopper Nov 21,2018 docker2 STOPPED -
STATE 10.115.74.187 12 days ago
EETEY 2 dazzling_noyce Nov 21,2018 docker2 RUNNING adayago
SIERRED = 10.115.74.187 12 days ago
RUNNING 5
elegant_edison Nov 21,2018 docker2 STOPPED -
— 10.115.74.187 12 days ago

View paused containers in image details.

¢ Image Details: ruby

View Mode Summary

Quick Summary of the Image
Summary

Image Information

Tag: | tatest Registry Name
Assogiations

Size: 828.54 MB Repositary Name: ruby
Installed Software Docker Version: 17.06.2-ce

Vulnerabilities

Layers
Vulnerabilities Associated Containers
5 7
0% snfirmed 3 4 ning 3
0% Potential 2 14% Stopped 1
—— ——
< Asset Details: cloudagent
VIEW MODE Container Summary ABOUT
Asset Summary
Docker Version
S e teametkat CONTAINERS BY STATUS =" CONTAINERS BY TOP § & 171200
262 ¢ VULNERABLE IMAGES
Agent Summary » ieen 2 4
Netwark Information © 79 W <o v Details
STOPPED &
Open Ports. W oeLETED 177 Docker version 12.12.0ce
Installed Software Assoc. comainers: 262
Vulnerabilities Assoc. images 201
Contalner Securlty
Sensor Information
IMAGE DISTRIBUTION
- 201 Sensorcontainer ID: 62176204826
W Total images with containers 10 Stetus UNKNOWN
Toral images without containers 1
Sensor version 120155
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Launch OS advisories from vulnerability details

Solution for a vulnerability now includes links to OS advisories. Clicking the link will take you to
the OS advisory page.

« Vulnerability Details: CentOS Security Update for openssl (CESA-2018...

VIEW MODE
Vulnerability Summary

Detection Summary

General Infarmation
Severity :
oty i CentOS Security Update for openssl (CES.
256395
Fatches EEEm Last Found : Decsmber 4, 2018 05:11 pm

Malware

Identification CVSS Summary Vulnerability Analysis

B p— s o
o . [57]
SlocaeyMethed. AUTHENTICATED Hetwork

UNIX_AUTH Vendor Reference CESA-2018.0998 cento

57
VM, CcLinux Agent

Threats

This vulnerability could be explotted to gain partial access to sensitive information

Solution

To resoive this issug, Upgrads to the latest packages which contain a patch. Refer to CentS sdvisary centos 7 for updates and patch informatin.

Minimum support version of Bamboo

The Integrations tab now shows the version of Bamboo that container security supports for
image scanning.

To view the minimum supported version of Bamboo, go to Configurations > Integrations

ASSETS EVENTS CONFIGURATIONS
——

Help

A

{+sBamb

% DAdMDOO0
Qualys Bamboo Container Security

Plugin validates images for Version 1.4.2.0
Oct 15,2018

Bamboo

vulnerabilities and security issues.

Download and deploy the plug-in on Minimum version of Bamboo tool
the Bamboo. Configure the test supported - 5.14.0.1

criteria for build pass or failure, and Download
then review the Qualys report to

identify issues and remediation

available on validation.
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View jobs for a registry scan status

Clicking on a particular status in the Registries tab now takes you to the Scan Jobs page of the
registry, showing jobs filtered as per that status.

Images Containers Registries
Q
New Registry
Finished https://205767712438.dkr.ecr.us-east-1.amaz...
Last Scanned on: Dec 28, 2018
https://205767712438.dkr.ecr.ap-south-1.ama...
Last Scanned on: Dec 27, 2018

& View Details: 205767712438.dkr.ecr.us-east-1.amazonaws.com

*eseeaap [ View Mode

Basic Information Scan JObS

Scan Jobs

status:Finished

Finished Dec 28,2018 Dec 28,2018 repositoryl

More Info

Fixed issues

The following issue is fixed in release 1.5:

- Fixed an issue where the “Created On” date for containers and images was shown as “Jan
01, 1970" instead of the actual date.
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