@ Qualys.

Qualys Container Security

Release Notes

Version 1.6.6
May 13, 2020

Here’s what's new in Container Security 1.6.6!

ImagelD column added to Containers List CSV report
New search tokens for container runtime
Change to Integrations page
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ImagelD column added to Containers List CSV report

A new column to display the image ID for each container has been added to the Containers List
CSV report. Download this report by going to Assets > Containers and choosing the Download
option above the data list (on the right side). When you filter the list using a search query your
downloaded report will only include the containers that match your query.

Here's a sample report showing the new IMAGE ID column.
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1 [CONTAINER NAME CONTAINERID | |IMAGE ID .|:REATED ON HOST NAME HOST IP STATE STATE CHANGED LAST SCANNED  VULNERABILITIES
2 |containerl fd0ff222d2ae8 | 703bc6af7e6e 2020-02-28T10:01 ip-10-90-3-186  10.90.3.186 RUNNING 2020-02-28T10:01 2020-03-12T03:29 Sev1: 0 Sev2:0 Sev3:1 Sev4: 0 Sev5:0
3 |container2 7fc388bee86d | abd4f491ddb7 2020-02-28T10:01 ip-10-90-3-186 10.90.3.186 STOPPED 2020-02-28T710:01:47.245+05:30 Sev1: 0 Sev2: 0 Sev3:0 Sev4: 0 Sev5:0
4 container3 28187d89f8fd | abd4f462ddb7 2020-02-28T10:01 ip-10-90-3-186 10.90.3.186 STOPPED 2020-02-28T710:01:46.468+05:30 Sevl: 0 Sev2: 0 Sev3:0 Sev4: 0 Sev5:0
5 |container4 a9c669c798be | b7e6c3084562 2020-02-28T10:01 ip-10-90-3-186  10.90.3.186 RUNNING 2020-02-28T710:01 2020-03-12T03:27 Sevl: 1 Sev2: 3 Sev3: 121 Sev4: 25 Sev5
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New search tokens for container runtime

These new search tokens are available when searching sensors:

containerRuntime - This token is available to find a container based on the Runtime type.
Possible values are Docker and ContainerD.

containerRuntimeVersion — This token is available to find the Runtime version you're interested
in. This is either the Docker version or the ContainerD version.
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Change to Integrations page

The next time you go to Configurations > Integrations you'll notice that the Download button for
the Jenkins and Bamboo plugins has been replaced with Show Instructions. This way we can
provide you with all the information you need, all in one place. Click this button and you'll get
detailed step-by-step installation instructions along with details on how to get the plugin.
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for Jenkins validates images for Version 1.6.0.1 for Bamboo validates images for Version 1.6.0.0
vulnerabilities and security issues. Apr 13,2020 vulnerabilities and security issues. Apr 13,2020
Download and deploy the plug-in on Download and deploy the plug-in on Minimum version of Bamboo

the Jenkins master. Configure the test the Bamboo. Configure the test tool supported - 5.14.0.1
criteria for build pass or failure, and criteria for build pass or failure, and

then review the Qualys report to then review the Qualys report to
identify issues and remediation identify issues and remediation
available on validation. available on validation.

For example, here are the instructions you'll see for Jenkins.

Installation Instructions for Jenkins Plugin
Installing the Plugin from Jenkins
1 To install the plugin from Jenkins, login to your Jenkins instance and then click
Manage Jenkins.

On the Manage Jenkins page, click Manage Plugins.

If you are installing the plugin for the first time, click the Available tab and search for
Qualys Container Security using the Filter field. Select the plugin and click Install
without restart.

After the plugin is installed, it will be listed on the Installed tab. If the plugin is already
installed in Jenkins and you want to update the plugin, go to the Updates tab, search for
Qualys Container Security and then click Install without restart.

Note that the plugin is also listed on the Jenkins plugin store at https://plugins.jenkins.io/.

Installation of Qualys Container Security Connector when Jenkins Update
center is not accessible from Jenkins Server instance

1 Open your browser and go to http://updates.jenkins-
ci.org/download/plugins/qualys-cs/

2 You will see available versions of the plugin for download along with respective
SHAZ256. Click on the version to download the plugin .hpi file.
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Issues Addressed

e We fixed an intermittent issue with associations between images and containers.

e We fixed an issue where sub-users with Ul access to the Container Security module got a
404 (Page Not Found) error when selecting the module from the module picker.
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