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Encoded Regex Values

With this release, if you are using the Container Security APIs, you need to provide the
Regex value in Base64 code format. Henceforth, plain text Regex value is not be
acceptable. This change is made to ensure that the special character such as "backslash
(\)"is allowed in the Regex.

It is recommended to use "ISO-8859-1" Character Set while encoding the Regex using
Base64 format. This ensures smooth transition of the characters between the Container
Security APIs and the UL

The following APIs have been updated:
-Show Details of a Secret Detector
-Create a Custom Secret Detector

-Update a Custom Secret Detector
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Show Details of a Secret Detector

API affected /csapi/v1.3/secretDetector/{secretDetectorld}
Status Updated

Method GET

DTD or XSD changes Not applicable

With this release, you see the Regex value in Base64 encoded format ("ISO-8859-1"
Character Set). For example, while showing details of a secret detector, the resultant Regex
value in the response is seen in Base64 encoded value.

Sample: Show Details of a Secret Detector
API Request:

curl -X "GET"

"<qualys base url>/csapi/vl.3/secretDetector/02e9%9a634-c96c-1led-afal-
0242acl120002"

-H "accept: application/json"

-H "Authorization: Bearer <token>"

Response:

The response code below shows the details of the secret detector (2e9a634-c96c-11ed-
afal-0242ac120002) that shows the resultant regex value in Base64 code.

{
"ruleUuid": "02e9a634-c96c-1led-afal-0242ac120002",
"type": "system",
"category": "Typeform",
"severity": "LOW",
"secretDetector": "Typeform API Token",
"status": "Active",
"created": "1681987259554™",
"updated": "1681987259554™",

"createdBy": "System",

"updatedBy": "System",

"regex": "ZGV2XDNgb2I1NiFsaW5rZWRpblw=",
"keywords": [

"typeform"
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Create a Custom Secret Detector

API affected /csapi/vl.3/secretDetector/create
Status Updated

Method POST

DTD or XSD changes Not applicable

With this release, you need to provide the regex value in encoded format. You need to
convert plain text regex into Base64 code using "ISO-8859-1" Character Set. For example,
while creating a secret detector, if you want to assign regex value to a secret detector as
"abcd" then you need to pass its relative Base64 encoded value "YWJjZA=="1in the regex
field.

Input Parameters

The following parameter is updated in this AP

Parameter Mandatory Data Type Description
/Optional
regex Mandatory Base64 Specify Regex value for the new secret
Encoded detector in Base64 encoded format.

Sample: Create a Custom Secret Detector (non-system)
API Request:

curl -X 'POST'

'<qualys_base url>/csapi/vl.3/secretDetector/create’
-H 'accept: application/json'

-H Authorization: Bearer <Token>

-H 'Content-Type: application/json'

_d {
"category": "PublicKey",
"keywords": [

"Git"
]I
"regex": "YWJJjZA==",
"secretDetector": "GitHub APIkey",
"severity": "HIGH",
"secretRuleStatus": "Active",
"type": "custom"

}

Response:

{
"Created secret rule: ”: “eal0022ac-7vfd-4447-9ab9-90eae9f09c76"}
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Update a Custom Secret Detector

API affected /csapi/v1.3/secretDetector/{secretRuleld)
Status Updated

Method PUT

DTD or XSD changes Not applicable

While updating regex value, you need to provide encoded value in Base64 format.

Input Parameters

Parameter Mandatory Data Type Description
/Optional

regex Mandatory Baset4 Specify regex value for the new secret detector in Base64
Encoded encoded format.

Sample: Update a Custom Secret Detector

If you want to update the regex value of the secret detector named ea0022ac-7v{d-4447-
9ab9-90eae9f09c76 - to "git"4%", you need to enter the Base64 encoded regex value as
"Z210KjQl".

API Request:

curl -X 'PUT'

'<qualys_base url>/csapi/vl.3/secretDetector/ea0022ac-7vid-4447-%9ab9-

90eae9f09c76"

-H 'accept: application/json’'

-H Authorization: Bearer <Token>

-H 'Content-Type: application/json'

-4 {
"category": "PublicKey",
"keywords": [ "Git" ],
"regex": "Z210KjQl",
"secretDetector": "LinkedIn APIkey",
"severity": "HIGH",
"secretRuleStatus": "Active",
"type": "custom"

}

Response:

{
"updated secret rule: ": "ea0022ac-7vfd-4447-9ab9-90eae9f09c76"

}
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Special Provisioning for GitHub Container Registry

Earlier, GitHub Container Registry (GHCR) was getting supported under "Docker V2-
Private" registry type. With this release, the GHCR is supported as a separate new registry
type known as - "GitHub Container Registry".

The following APIs are updated with this release.
-Create a Registry

-Create a Registry Schedule

-Fetch a List of Schedules Created for a Registry
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Create a Registry

API affected /csapi/vl.3/registry
Status Updated

Method POST

DTD or XSD changes Not applicable

While creating a registry, GHCR specific credential type, registry type, and registry URI are
supported.

Note: For GitHub Container Registry, the "registryUri" field is hard-coded to "https:/ /ghcr.io".

Input Parameters

Parameter Mandatory Data  Description
/Optional Type

credentialType Mandatory string Indicates type of the credentials.

New value: "GHCR".

registryType Mandatory  string Type of the registry which you would like to create.

New value: "GitHub Container Registry".

registryUri Mandatory  string URL of the registry to connect to.

New hard-coded URL for GitHub Container Registry:
"https://ghcr.io"

Sample: Create a Registry
AP] Request:

curl -X POST
"<qualys base url>/csapi/vl.3/registry"
_d {
"credential"™: {
"username": "jack reader",
"accessToken":
"Z2hwX***eVhoQktEUzBI*******x*()4aBl* *UmxWajIzR***** 1DUA**"
}I
"credentialType": "GHCR",
"registryType": "GHCR",
"registryUri": "https://ghcr.io",
"registryName": "GHCR"
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Response:
The Response remain unchanged.

{
"registryUuid": "95b715e0-0fc7-4dac-b4de-2elb92£fc5274d"

}
Response Code: 200
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Create a Registry Schedule

API affected /csapi/vl.3/registry/{registryld}/schedule
Status Updated

Method POST

DTD or XSD changes Not applicable

Creates a registry to pull and scan a registry. A new input parameter called "orgName" is
added to indicate name of the organization.

Input Parameters
The following field is newly added in this APL

Parameter Mandatory Data  Description
/Optional Type
orgName Optional string Indicates organization name.

It is a mandatory parameter for Organization and
Enterprise accounts.

Sample: Create a Registry Schedule
API Request:

curl -X "POST"
"<qualys base url>/csapi/vl.3/containers/647ae732d98elbcceb7b02356bd7e873
eefl13c5916c3ale9d95700ab893cc09f/exceptions”
-H "accept: application/json"
-H "Authorization: Bearer <token>"
-d {

"additionalFilters": {

"numberOfTags": O,

"sortCriteria": "createdDate"
}I
"filters": [
{
"days": O,
"repoTags": [
{
"repo": "GHCR",
"tag": "string"
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"name": "schedule",
"onDemand": false,
"orgName": "orgl",
"pushedDateFilter": O,
"schedule": "00:00",
"scheduleIntervalInDays": 1,
"transitive": false,
"weekDay": "MONDAY"

Response:
The response for this API remains unchanged as shown below.

{
"scheduleUuid": "889ea97d-5b9c-4e34-9783-a40ecae8d8feb"
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Fetch a List of Schedules Created for a Registry

API affected /csapi/vl.3/registry/{registryld}/schedule
Status Updated

Method GET

DTD or XSD changes Not applicable

Shows a list of schedules created for a registry. The new parameter "orgName" is seen in
the response of this API.

Input Parameters

Parameter Mandatory Data  Description
/Optional Type
orgName Optional string Indicates organization name.

It is a mandatory parameter for Organization and
Enterprise accounts.

Sample: Fetch a List of Schedules Created for a Registry
AP] Request:

curl -X GET

"<qualys base url>/csapi/vl.3/registry/ef91aff4-5679-4c0d-9fc0-
523ca7f218f4/schedule?pageNumber=1&pageSize=50"

-H "accept: application/json"

-H "Authorization: Bearer <token>"

Response:

The response for this API is as shown below. Mark the new field "orgName" is visible in the
response.

{
"scheduleUuid": "7ac47d08-£77£f-4371-9497-c16b9%9191leac3",
"onDemand": true,
"created": 1703685572841,
"updated": 1703685572841,
"jobStartDate": null,
"jobCompletionDate": null,
"jobListingStartDate": null,
"jobListingCompletionDate": null,
"jobScanningStartDate": null,
"jobScanningCompletionDate": null,

11
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"errors": null,
"status": "Created",
"filters": [
{
"repoTags": [
{
"repo": "test",
"tag": "postgres 1l2-bullseye"
}
]I
"days": 0
}
]I

"additionalFilters": null,

"schedule": "00:00",
"forceScan": false,
"scheduleIntervalInDays": 1,
"weekDay": "FRIDAY",
"orgName": "testorgs"
] 4
"groups": {}

12
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Support for Dynamic List Type

A new type of list called "Dynamic" is introduced using which you can create, or update a
Dynamic list.

The following APIs are updated with this change.
-Create a List

-Update a List

13
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Create a List

API affected /csapi/v1.3/list
Status Updated
Method POST

DTD or XSD changes Not applicable

Creates a new list of the specified QIDs. With this release, you can now create a Dynamic
list of QIDs.

Input Parameters

Parameter Mandatory Data  Description
/Optional Type
listType Mandatory  string Specify the type of list. Valid values: STATIC, DYNAMIC.

New value: DYNAMIC.

Sample: Create a List of QIDs
API Request:

curl -X "POST"
"<qualys base url>/csapi/v1.3/1list"
-H "accept: application/Jjson"
-H "Authorization: Bearer <token>"
-H "Content-Type: application/json"
-d
{
"name": "string",
"listType": "DYNAMIC",
"dynamicFilter": "severity:2",
"scope": "string",
"gidsToBeAdded": [
20903,
56432,
90984
]I
"gidsAdditionFilter": "string",
"createdBy": "string",
"updatedBy": "string"
}

14
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Response:

{
"listUuid": "45vcefgf-71cd-9d67-9b12-£3f4284d8bbc"
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Update a List

API affected /csapi/vl.3/list/{listld}
Status Updated

Method PUT

DTD or XSD changes Not applicable

You can use this API to update a Dynamic list of QIDs. The new value for the "listType"
parameter is provided in the request body of this API

Input Parameters

Parameter Mandatory Data  Description
/Optional Type
listType Mandatory  string Specify the type of list. Valid values: STATIC, DYNAMIC.

Sample: Update a List of QIDs Created for a Registry
The following request is used to add QIDs in a list.

AP] Request:

curl -X "PUT"
"<qualys base url>/csapi/v1.3/list"
-H "accept: application/Jjson"
-H "Authorization: Bearer <token>"
-H "Content-Type: application/json"
-d "{
"name": "test002 list",
"listType": "DYNAMIC",
"dynamicFilter": "severity:4",
"scope": "VULNERABILITY",
"gidsToBeAdded": [
993395,
754102,
92012
]I
"gidsAdditionFilter": "string",
"createdBy": "string",
"updatedBy": "string",
"gidsAdditionFilter": null
}"

Response:

{
"listUuid": "43bcefbf-74cd-4d67-9b87-£3f4284d8cce" }
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Support for Image Malware Report

With this release, a malware report of images can be generated. Earlier,
"CS_IMAGE_VULNERABILITY", "CS_IMAGE_SECRETS", and
"CS_CONTAINER_VULNERABILITY" report templates were available while creating a
report. Henceforth, a new report template called, "CS_IMAGE_MALWARE" is available
which is used while creating report for image malware.

The following APIs are updated with this change.
-Create a Report

-Fetch a List of Reports

-Create a Report Schedule

17
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Create a Report

API affected /csapi/v1.3/reports
Status Updated

Method POST

DTD or XSD changes Not applicable

A new report template "CS_IMAGE_MALWARE" is available for generating image malware report.

Input Parameters

Parameter

Mandatory Data  Description
/Optional Type

templateName Mandatory string Specify the template for the report you want to create.

Valid values are: CS_IMAGE_VULNERABILITY or
CS_CONTAINER_VULNERABILITY
CS_IMAGE_SECRETS or CS_IMAGE_MALWARE

New value: CS_IMAGE_MAILWARE

Sample: Create an Image Malware Report

The following request is used to add QIDs in a list.

API Request:
curl -X "POST"

}"

"<qualys base url>/csapi/v1.3/reports"
-H "accept: application/json"

-H "Authorization: Bearer <token>

-H "Content-Type: application/json"

-d "{

"description":"Demo Report",
"name":"Image Malware Report",
"filter":"status:running",
"displayColumns": ["imageid", "sha", "uuid"],
"templateName" :"CS_IMAGE MALWARE",
"expireAfter": "30 days"

Response:

{

"reportUuid": "7b972e20-2ef3-11lee-814b-3dadcc6ldctb"

}
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Fetch a List of Reports

API affected /csapi/v1.3/reports
Status Updated

Method GET

DTD or XSD changes Not applicable

A new report template value "CS_IMAGE_MALWARE" is visible for image malware report
shown in this API's Response.

Sample: Fetch a List of Reports
The following request is used to add get a list of reports in your account.

AP] Request:

curl -X "GET"
"<qualys base url>/csapi/vl.3/reports?pageNumber=1&pageSize=50"
--header "Authorization: Bearer <token>"

Response:
{
"count": O,
"data": [
{
"createdAt": "string",
"description": "string",
"fileFormat": "string",
"reportUuid": "string",
"filter": "string",
"displayColumns": [
"repo",
"uuid",
" qid"
] 14
"reportName": "string",
"reportType": "ON DEMAND",
"status": "GENERATED",

"templateName": "CS_IMAGE MALWARE"
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Create a Report Schedule

API affected /csapi/vl.3/reports/schedule
Status Updated

Method POST

DTD or XSD changes Not applicable

A new report template "CS_IMAGE_MALWARE" is available while generating a report schedule.

Input Parameters

Parameter

Mandatory Data  Description
/Optional Type

templateName Mandatory string Specify the template for the report you want to create.

Valid values are: CS_IMAGE_VULNERABILITY or
CS_CONTAINER_VULNERABILITY
CS_IMAGE_SECRETS or CS_IMAGE_MALWARE

New value: CS_IMAGE_MAILWARE

Sample: Create an Image Malware Report Schedule

The following request is used to add QIDs in a list.

API Request:

curl -X "POST"
"<qualys base url>/csapi/vl.3/reports/schedule/"
-H "accept: application/*"

-H

"Authorization: Bearer <token>"

-d {

"description": "string",
"name": "string",
"filter": "string",
"displayColumns": [
"imageId",
"sha",
"yuid"
] 4
"templateName": "CS_IMAGE MALWARE",

"expireAfter": "90 days",
"eventEndTime": "2024-02-19T06:51:33.557z2",
"action": "CREATE",

"eventTime": "2024-02-19T06:51:33.5572",
"reportScheduleDetails": {
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"recurrenceType": "string",
"selectedDayOfWeeks": [
"WEDNESDAY",
"SATURDAY"
] 4
"monthlyType": "DAY OF MONTH OR DAY OF WEEK",
"ordinalDayOfMonth": "21",
"dayOfWeek": "MONDAY",
"ordinalDayOfWeek": "4"
} 4

"emailNotification™: "1"

Response:

{
"reportUuid": "620a2490-c3cc-11led-b£f38-5563a478dc9o8"

}
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Versioning of a Centralized Policy

With this release, each centralized policy is assigned a version value. For example, when a
centralized policy is created, it carries the version value as "1". This value gets
incremented depending upon number of times it gets edited.

The following API is updated with this change.

Show Policy Details

API affected /csapi/vl.3/centralizedPolicy/{policyld}
Status Updated

Method GET

DTD or XSD changes Not applicable

A new parameter called “version” is added into this API request.

Input Parameters

Parameter Mandatory Data Type  Description
/Optional
version Optional integer Specify the version of the policy that you want to
view.

Sample: Fetch a List of Policies
The following request is used to get details of the specified centralized policy.

AP] Request:

curl -X "GET"

"<qualys base url>/csapi/vl.3/centralizedPolicy/7a64bbd7-67a8-4c39-981le-
6345c62bacb2?version=1"

-H "accept: application/Jjson"

-H "Authorization: Bearer <token>"

Response:
{
"uuid": "7a64bbd7-67a8-4c39-981le-6345c62bacb2",
"policyName": "Policyl23",
"policyType": "IMAGESCAN",
"policyMode": "ACTIVE",
"description": "Policyl23",
"createdBy": "userl",

"created": "1683537516989",
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"updatedBy": "userl",
"updated": "1683537516989",
"centralizedPolicyRules": [

{

"name": "Rulel23",
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"type": "IMAGESCAN VULN SEVERITYCOUNT",

"action": "DENY",
"isEnabled": true,
"stopProcessing": false,
"sortOrder": 0,
"metaData":

"{\"operator\":\"GREATER THAN\",\"severityLevel\":1,\"threshold\":1}"

}
i

"version": 1,

"assetType": "CICD",
"isDefault": false,
"tagIds": [

{

"uuid": "cf203e51-490f-47d4-b271-bdc4822£f6181",

"id": 7624640,

"name": "Tag-101",
"backgroundColor": "#B6D7A8",
"foregroundColor"™: "#000000",
"icon": null,
"criticalityScore": O,
"tagType": null

"uuid": "383318ae-3e32-420a-a3dc-4deaab5ee283",

"id": 7624639,

"name": "Tag-10",
"backgroundColor": "#F9CBOC",
"foregroundColor": "#000000",
"icon": null,
"criticalityScore": O,

"tagType": null
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