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Scan Container Images in AWS Fargate (ECS)
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Scan Container Images in AWS Fargate (ECS)

Qualys Container Security can now be used to secure AWS Fargate. AWS Fargate is a serverless
compute engine for containers that works with Amazon Elastic Container Service (ECS). This
feature allows you to know the containers running on AWS Fargate, perform vulnerability and
compliance scanning on container images launched by Amazon Fargate tasks (ECS), and view
the findings to take remediation actions.

Since AWS Fargate 1is serverless, the solution launches a sensor whenever a new Fargate task is
deployed. We will use AWS CloudFormation and a Qualys Lambda function to trigger scanning
automatically. You'll configure a CloudFormation template with your subscription details and a
Qualys Lambda function with the Qualys S3 bucket name & S3 bucket key to trigger image
scanning of images pulled from Amazon Elastic Container Registry (ECR).

How it works

We support scanning Docker images pulled from Amazon Elastic Container Registry (Amazon
ECR) with x86_64 architecture.

When an AWS ECS Fargate task is launched, the AWS EventBridge rule created during Qualys
deployment consumes the event. The EventBridge rule is set in such a way that it triggers the
Qualys scanning Lambda function. The Qualys Lambda function then processes the event
received from EventBridge to decide on image scanning. The Qualys Lambda function launches
the AWS CodeBuild to run the Qualys sensor, which pulls the image from Amazon ECR and then
performs the vulnerability and compliance scan on the image. After a successful image scan,
image metadata gets uploaded to the Qualys Cloud Platform for evaluation, and users can view
details from the Container Security Ul and API.
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New Serverless Tab

You'll notice the new Serverless tab in the Configurations section of the Ul From here, click the
Show Instructions button to get configuration steps. After you complete the one-time
configuration, all images deployed from Amazon ECS tasks in AWS Fargate will be scanned
automatically and the results will be uploaded to your account.

Container Security v HOME DASHBOARD ASSETS REPORTS CONFIGURATIONS

Configurations Sensors  Sensor Profiles  Integrations [T

AWS Fargate On ECS AWS Fargate -

Version 1.0.0

Qualys Container Security integrates with AWS to scan
May 30, 2022

image vulnerabilities and misconfigurations.

Configure AWS CloudFormation template to install

Qualys Scanner on AWS CodeBuild and Qualys Lambda
function.

Configure EventBridge events to trigger by any new AWS
Fargate deployment tasks, so Qualys Scanner can scan
images used by AWS Fargate tasks.

View Image Details

You'll see images listed on the Assets > Images list. To find images that were part of your AWS
ECS Fargate task, use the following QQL query.

source: SERVERLESS FARGATE

‘ Container Security HOME DASHEOARD  ASSETS  REPORTS  CONFIGURATIONS 206 F

Assets Hosts [UECERN Containers  Registries

| 3 source:SERVERLESS_FARGATE ] .’:jz‘ =

2

Total Images

1

Images detected without . ’ Images with Sev 5,4 Vulne. Docker Hub Official Images Images not Compliant

Like with other images, you can drill-down into image details by selecting View Details from the
Quick Actions menu.

View Container Details

You'll see containers listed on the Assets > Containers list. To find AWS Fargate containers, use
the following QQL query.

source: SERVERLESS FARGATE

Container Security HOME ~ DASHBOARD  ASSETS  REPORTS  CONFIGURATIONS 2=

Hosts  Images (NSNS Registries

H X source:SERVERLESS_FARGATE @ =

2

Total Containers

Root Containers Privileged Containers Containers detected witho... Containers in Drift Containers not Compliant
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Click View Details from the Quick Actions menu to drill-down into container details and you'll
see a section with AWS Fargate information.

€— View Details: nginx

View Mode
Container Information

Summary Last known information for this Container

Container Details

Network @ 3a456a7896b0

Services/Users

Createdon: — | LastScanned: — | Drift: False |

Installed Software State: Running | Duration: 10 hours ago

Associations

Vulnerabilities

Compliance Container Details
Container Id Name Image Id
3a456a789eb0 nginx b123ad5e6e78
Command Environment Host Name
- - undefined
IP Address Container SHA Orchestration
undefined 2456a789eb01234567809011234567beaB801 b2d345 None
Privileged 0S Name
False -
AWS Fargate
aws.ecs.container.subnetid aws.ecs.clusterName aws.ecs.container macAddress
subnet-01fbf23a45b6cc789 samplecluster 02:3b:ae:af 4567
aws ecs region.code aws.ecs.container.id aws.ecs.accountid
ca-central-1 90123435-687d-800d-b122-a456¢7800c 1 a 24567890123

View Serverless Fargate Sensors

Go to Configurations > Sensors and use the QQL query below to find sensors for AWS Fargate.

sensorType: SERVERLESS FARGATE

Container Security HOME  DASHEOARD  ASSETS  REFORTS  CONFIGURATIONS 26083

Configurations [N consor Profiles  Integrations  Serverless

X sensorType:SERVERLESS_FARGATE | =

1-40f 4 & GO E

Like with other sensors, you can drill-down into sensor details by selecting View Details from
the Quick Actions menu.

Qualys Container Security Release Notes 4



	Qualys Container Security
	Release Notes
	Version 1.18
	August 24, 2022
	Scan Container Images in AWS Fargate (ECS)
	How it works
	New Serverless Tab
	View Image Details
	View Container Details
	View Serverless Fargate Sensors



