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Here’s what's new in Container Security 1.13!

Asset Criticality Scores Now Appear in the Container Security Ul
Updates to Download Sensor Page Plus ARM Support

Architecture Information Added to Sensor List and Sensor Details
Sensor Details Page Redesign

Host Architecture Search Tokens Added for Images and Containers
Base Image Information Added for Instrumented Images

Support for Mirantis Secure Registry (MSR) 2.9.4+

Small Ul Changes
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Asset Criticality Scores Now Appear in the Container Security Ul

The Assets > Hosts list (and the Asset Details page) within the Container Security Ul will now
show the asset criticality score for each asset. The asset criticality score represents the criticality

of an asset to your business infrastructure. This score is calculated based on multiple tags

assigned to the asset with asset criticality scores defined. The highest score assigned to the asset
via multiple tags is the asset criticality score of the asset. If the tags associated with the asset

don’t have criticality scores defined, then a score of 2’ is assigned by default.

Go to Assets > Hosts and you'll see the new Criticality column with a score for each host.
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Click the score for any host to see the tags used to determine the score.
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Choose View Details from the Quick Actions menu for any host to get the Asset Details page.
This page also shows the Criticality Score in the Asset Summary section. Again, you can click on

the score to see the tags used to determine the score.

<— Asset Details: centos-ip
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How to define asset criticality scores

You can define the asset criticality score for a tag while creating asset tags in Global AssetView
(GAV) / CyberSecurity Asset Management (CSAM). You can set the asset criticality score between
1to 5, 1 being the lowest and 5 being the highest. If you don’t select an asset criticality score, a
criticality score of 2 is applied to the asset by default.

You can apply tags manually or configure rules for automatic classification of your assets in
logical, hierarchical, or business-contextual groups. When these tags are assigned to assets
manually or dynamically through rules, asset criticality scores are calculated for each asset. If
an asset has multiple tags, the highest score amongst the applied tags is assigned to the asset.
For example, if asset 'A' has three tags with asset criticality scores 3, 4 and 2, then the asset
criticality score for asset 'A' will be 4.

Refer to the Global AssetView / CyberSecurity Asset Management Quick Start Guide or Online
Help to learn more.

Updates to Download Sensor Page Plus ARM Support

We made a few changes to the Download and Deploy Qualys Container Sensor page. Go to
Configurations > Sensors, and click Download Sensor.

Sensor now supports ARM architecture

The first thing you'll notice is the note on the page explaining that Sensor is now supported for
ARM architecture when the sensor is downloaded from Docker Hub. Binary installation is not
supported for ARM architecture.

<— Download and Deploy Qualys Container Sensor

Download and Deploy Qualys Container Sensor

@ Select the environment where you want to deploy the Qualys Container Sensor and follow the installation instructions.

How it works?

>

@ Qualys.

Container Security

o Sensor now supports ARM architecture
Sensor is supported for ARM architecture when downloaded from Docker Hub. Binary i is not supp for ARM
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@ What is Qualys Container Sensor? A

STANDALONE CLUSTER

The sensor from Qualys is designed for native support Docker
environments. Sensor is packaged and delivered as a Docker
Image. Download the image and deploy it as a Container

’ ° alongside with other application containers on the host
. &‘ Need more help?

Mac0S Linux Core0OS

Reordered tabs for Standalone deployments

To deploy sensor on a standalone host, you'll pick the host’s operating system and then pick the
method you'll use to install the sensor (Docker Hub or Binary). You'll notice on this page that we
reordered the tabs so that the DOCKERHUB tab appears first. Also, the TAR tab was renamed
BINARY(TAR.XZ).
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https://www.qualys.com/docs/qualys-gav-csam-quick-start-guide.pdf
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Installation Instructions

& Macos

DOCKERHUB BINARY(TAR.XZ)
—

Installation Steps
° Run the following commands to install the sensor. The sensor is pre-configured to

connect to the Qualys Cloud Platform

mkdir p /tmp/qualys/sensor/data

chmod -R 777 /tmp/qualys/sensor/data

mikdir /private/etc/qualys/

When you choose the BINARY(TAR.XZ) tab you’ll be reminded again that binary installation is
not supported for ARM architecture. For ARM support, use Docker Hub.

Installation Instructions
& Macos

DOCKERHUB BINARY(TAR.XZ)
——

A\ Binary installation is not supported for ARM architecture. For ARM support, use Docker Hub.

Installation Steps (Sensor Version: 1.10.0-7 ()

° Download the container sensor. A tar file containing the sensor docker image and the
Download Now

install script will be downloaded.

o Run the following commands to install the sensor. The sensor is pre-configured to

connect to the Qualys Cloud Flatform.

tar -xvf QualysContainerSensortar.xz

mkdir p tmp/qualys/sensor/data
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Architecture Information Added to Sensor List and Sensor Details

Sensors are supported for ARM architecture and AMD architecture. We've updated the Sensors
list and the Sensor Details page to show architecture information for each sensor.

Go to Configurations > Sensors. Note the new Architecture column. For ARM architecture, you'll
see a value of arm64. For AMD architecture, you'll see a value of amdé4 or x86_64.
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Choose View Details from the Quick Actions menu for any sensor to see the Sensor Details
page. This page will show the same Architecture value, under Identification.

<— Sensor Details: qualys-container-sensor

a
Sensor Details ABOUT THE HOST(ASSQCIATION)
Fa qualys-container-sensor Cent7
wy CentOS Linux 7 (Core)
ID: 608536ffe28e | Version: 1.8.0-2 | Created On: Jul 01,2021 04:15:53 | Last checked-in: Jul 01,2021 06:00:52 -
Identification DNS Hostname
Cent7
Name Sensor UUID Version
qualys-container-sensor c4f7518b-6abc-4ecb-9189-5b12¢33a... 1.8.02 FODN
Activity Status Image Id (SHA) Privileged
Provisioned a3d492108e383458db7bc5221¢5bfbaa... False NetBIOS Name
Container Runtime Container Id Container Runtime Version
DOCKER 608536ffe28e70e78¢0227342ebdc 774 19.03.4 [Prd Address
10.11.12.13
Architecture
IPv6 Address
x86_64
Asset ID
" Host ID
Container Labels -
o
Q -
Activity
LABEL VALUE Created at
name Qualys Sensor Image -
Lastupdated
org label-schema.name Cent0s Base Image -
” 40
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Sensor Details Page Redesign

You may also notice that the Sensor Details page has a new look. Sensor details have been
grouped into logical sections, including Identification and Container Labels.

Also, we've added a quick copy option next to each value in the Identification section which
allows you to easily copy a value and paste it into a search query, text file, etc. Place your mouse
cursor next to any value and you'll see the copy icon appear. Click this icon and the value will be
copied to your clipboard.

<— Sensor Details: qualys-container-sensor
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Identification DNS Hostname
Cent7?
Name Sensor UUID Version:
qualys-container-sensor c4f7518b-6abc-dech-9189-5b12¢33a @j 1802 e
Activity Status Image Id (SHA) Privileged
Provisioned a3d492f08383458db7bc5221 cSbfbaa. False NetBIOS Name
Container Runtime Container Id Container Runtime Version
DOCKER 608536(fe28¢70e78c02f27342ebdcTf4. 19.03.4 (R
10111213
Architecture A
x86_64
Asset ID
. Host ID
Container Labels -
a
Q -
Activity
LABEL VALUE Created at
name Qualys Sensor Image -
Lastupdated
org.label-schema name Cent0S Base Image -
a t

Host Architecture Search Tokens Added for Images and Containers

Now when you're searching images (on Assets > Images tab) or containers (on Assets >
Containers tab) you can use the new QQL search token hostArchitecture. When using this
search token, select a value of amd64, arm64, x86_64 to find images/containers based on the
host architecture value.

Hosts [MUVESMN Containers  Registries
‘ > hostArchitecture: @
amd&4
@ Syntax Help View All Tokens
arme4 hostArchitecture
XB6_B4 Use a text value ##### to find images based on the host architecture (amd64, arm64, x86_64).

Example
Show findings with armé4 host architecture

hostArchitecture: arm6d
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Base Image Information Added for Instrumented Images

We updated the Image Details page to include a new section called Base Image Information.
This new section appears when viewing details for instrumented images in your Images list. Base
image information includes the Image Id (SHA), Repository name(s) and Tags for the base image
that was used to instrument the selected image.

To view base image information, go to Assets > Images. Find an instrumented image in your list
and choose View Details from the Quick Actions menu. The Image Details page appears with
the new section Base Image Information, under Image Information.

<— Image Details: qualysdockerhub/qualys

Image Information
ko ast known information for this imag

Summary Repository Name:

image id (SHA):

Created on:

Author:

Decker Version:

Base Image Information @

Image Id (SHA); 70411bfasde04
Repository names: (2)

qualysdackerhub/quatys
qualysdockerhub/qualys

Tags: (2)

testos
testod

View Image Details for Base Image

Click the Image Id (SHA) value to view the Image Details page for the base image.

Note - If the base image 1s no longer in your list of images, then this value will not appear as a
hyperlink and you will not be able to view any additional information for the base image.

Tip - Use search to quickly find instrumented images

Go to Assets > Images and perform a search using this search query:

source: INSTRUMENTATION

HOME DASHBOARD ASSETS EVENTS REPORTS CONFIGURATIONS
—

Container Security

Assets Images

Containers  Registries

X source:INSTRUMENTATION

3

1

Images detected without ... Images with Sev 5,4 Vulne... Docker Hub Official Images Images not Compliant

Total Images
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Support for Mirantis Secure Registry (MSR) 2.9.4+

We expanded our registry scanning support to include Mirantis Secure Registry (MSR) 2.9.4+. To
scan images in Mirantis Secure Registry, you'll need to complete these steps:

1) Download the Registry sensor. Go to Configurations > Sensors > Download Sensor and pick
Registry. Select the Docker environment where you want to deploy the sensor and follow the
installation instructions on the screen. Ensure the registry sensor is in Running state and
continue to the next step.

2) Add your Mirantis Secure Registry in the Container Security Ul and set up a scanning
schedule. Go to Assets > Registries > New Registry. Choose registry type Docker V2-Private and
provide the registry URL and authentication credentials for connecting to your registry. Admin
credentials are required. Mirantis Secure Registry supports Token based authentication. The
sensor will perform the V2 catalog call with the authentication token.
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Small Ul Changes

We made a few, small UI changes for consistency across Qualys products.

Help Link on Integrations Page

On the Configurations > Integrations page we replaced the Help button with a Help link, as
shown in the image below.

Container Security “ TRIAL HOME  DASHBOARD  ASSETS  REPORTS  CONFIGURATIONS a @If
Configurations SN integrations
Build Tools

Help Help
Jenkins Bamboo

@ Jenkins {sBamboo

Qualys Container Scanning Connector for Jenkins Version 16.0.1 Qualys Container Scanning Connector for Bamboo Version 1.6.0.0
validates images for vulnerabilities and security Nov 22,2020 validates images for vulnerabilities and security Nov22,2020

issues. Download and deploy the plugin on the issues. Download and deploy the plugin on the Minimum version of Bamboo tool
Jenkins master. Configure the test eriteria for build Bamboo. Configure the test criteria for build pass or supported-5140.1

pass or failure, and then review the Qualys report to failure, and then review the Qualys report to identify

identify issues and remediation available on issues and remediation available on validation.

validation.

New Design for Copy Component

When you choose the “Copy” option, for example when copying commands to install a new
sensor, the entire contents will be copied to the clipboard with one click and you'll see a success
message in the Ul

Installation Instructions
& Macos

DOCKERHUB  BINARY(TARXZ)

Installation Steps
° Run the following commands to install the sensor. The sensor is pre-configured to

‘connect to the Qualys Cloud Platform

mkir -p /tmp/qualys/sensor/dat:

© Copied to clipboard

chmod -R 777 /tmp/qualys/sensor/data

midir /private/stc/qualys/
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Issues Addressed

We fixed an issue where the total number of containers shown for an image on the
Images list didn’t match the number of associated containers in Image Details.
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