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Mandated Test Connection for Connectors

Qualys cloud connectors allowed creating connectors for invalid auth records. As a result, we
noticed many stale connectors with invalid auth records in the system.

We have now made test connection mandatory for creating or editing a connector of any cloud
provider. Whenever the role information or the connector type is updated, you have to revalidate
the connection.

STEPS 2/6
Connector Authentication Details
? Basic Details Provide the connector authentication details.
e Authentication Details
3 Region Selection Account Type
@® Global () USGovCloud [y

4 Tags and Activation
5 AssignTags Polling Frequency
Configure the interval at which the connector should fetch data from AWS cloud provider.
6 Review and Confirm
Hours Minutes

; gl -

Cross-account role ARN

Follow the steps to create a cross-account IAM Role in your AWS account. Provide the Role ARN that AWS has generated on |AM role creation. Tip —
You will need the Qualys AWS account 1D and External ID to complete the |AM role creation steps.
External ID *
[ pod04-4087205-1680144331105
@ The recommended format for external ID is <QUALYS PLATFORM><SUBSCRIPTION ID><RANDOMSTRING>. For example, pod01-993905-
1684019764675
Role ARN Information
Application * Role ARN *
Select application ~ ] [ e.g. arn:awsiam:111111111111:role/testRole
APPLICATION ROLE ARN
CloudView / AssetView arn:aws:iam:: 12345678901 :role/pod01_test b4
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Enhancements to Connector Listing Page

The Connector listing page in the Connector application is improved with additional fields and
columns for easier reference. We have introduced two new columns- Tags and Assets.

e The Tags column displays Connector tags for all cloud providers.
e The Assets column displays the count of AWS EC2 Instances.
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APPLICATIONS

CloudView 1
CONNECTOR NAME ACCOUNT 1D STATUS ERRORS ASSEIS RESOURCES APPLICATIONS  TAGS
AssetView 1

Qualys_connector 951386378875 Queued = 107 655

Last Synced On -

If there are multiple tags, they are listed in the column, and you can click on the tag names to
view a popup that displays all the attached tags.

Tags

Displaying tags for Connector: Qualys_connector

| colortag  nomal_tagr
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