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Download Datalist in CSV Format

You can now download datalist to your local system and easily manage the list outside of the
Qualys platform and share them with other users. The datalist that is available for download
includes resources (grouped view and resource view), controls, control evaluations, and

connectors list.

How do | download datalist?

Let us see an example to know all controls for a particular account using CloudTrail service.

1) Go to Monitor tab and
then click the required
filters in the left pane.
Use our search to narrow
down your results.

2) Select Download from
the Tools menu.

3) Click Download. That's
it!

The CSV file includes the
filters along with the
datalist.

@ Qualys. Express

<« Control Evaluation: Ensure CloudTrail log file validation is enabled

CID-20 Ensure CloudTrail log file validation is enabled View Less 2
Pelicy CIS Amazon Web Services Foundations Benchmark Platform: AWS
Evaluation: Check CloudTrail log file validation is enabled for a trail Service: CloudTrail

Remediation: View Steps o Criticality:
(sernce type:“CloudTrail” and account.id:"383031258652" )

1-120f 12

QATrail_NoCloudwatch 383031258652 amonth aga Em Evidence
QATrail_MEWriteOnly 383031258652 & month age . Evidence
QATrail_NoAlarm 383031258652 21 days age Eu Evidence
noalarm 383031258652 15 hours ago. E=N Evidence
singlesnsactive 383031258652 15 hours ago [ eass | Evidence
QAtrail_MEReadOnly 383031258652 21 days age Em Evidencs.

“REFQRT NAME=, "GEPORT GEHEEATICH TIME","OUEEX™ Filters

@ Evaluations List®, =2018-09-07T13:54:15.065+05:30, "service type:"CloudTrail® and account.id:=383031258 ouﬁ -

L ID®, "CONTROL MAME®, *POLICY™, "PLATFORM®, "EVALUATION®, “SERVICER, "REMEDIA’ =
rgure CloudTrail log file validacion is enabled", "CIS Amazon Web Services Found,

Benchmazi™, "ANS®, "Check CloudTrail

TATED oH"
0312584527, "2
tus :  Disabled)

EVIDENCES™
=25T10:17:48.000405:30", "FRIL®, "[33 Bucket Name : clvuiéllbucket]

"CATzail_NoCloudwatch'
[Leg File Validaticn

“QATzail_MEWZiteOmly®, ~303031259652%, "2008-07-25T10:17:54.000405:30%, *FAIL", =[53 Ducket Name : Clwuilesn)
[Log File Validation Status : Disabled)

"QRTzail_NoAlarm®,
[Leg File Valida

30312586527
Sea

018-0B-1TT16:45:53,000+05: 30", "FAIL", "[S3 Bucker Name : clvui€50]
abled]

“noalara”, "3E3031258¢ B=08-06TIL:3T:49. 0004055307, "PASS™, " (33 Bucket Name i clvui€SOread]
[Leg File Validaticn Stasus : Enabled)

“singlesnsactive®, "38303, 21:37:1%.000+05:30%, "FASS™, "[53 Bucket Name : clvuiéSinceccess]

[Leg File Validarien Stacus

"Qhtzail HERe
[Leg File Val

$30", "FAIL®, "[53 Bucket Hame : bucket-my-account]

ipriona®, "3
[Leg File Validaticn

BE527, "20LE-0P-0€TIL: 37180004052 307, "FASSE", " [55 Bucket Hame : clvuieSUwrite]
i Enanled)

“Regicn_Specific_Tzail=, =383 527, "2018-08~17T16:4%5:44.000+05: 307, "PAS5=, *[53 Bucket Name : zegicncrail]
[Leg File Validation Stazus bled]

"HuleiRegh
[Leg File

,"201B-08-17T16:45:45,000+05: 30", "FAIL", "[33 Bucket Mame : bucket-my-account]
:  Disabled]

“HaCleudwatch®, =, P 2OLE-OE-1TTi6: 45250, 000405307, "FAIL", " [53 Bucket Hame : AbcSiZdew)
[Leg File Validation Status : Disabled)

"Tear_Trail®,"383031258¢ 219.000+08: 307, "PASE®, "[£3 Bucker Name : abelllev]

[Log File Validavion Sca

prios®, "I83031258652%, "2018-05-06T21:37: 15, 000+05: 30, "PASS", *[53 Bucket Mame : elvuifS0]
Validation Status : Enabled]
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Connector Creation: External ID now Editable

When you created a connector, a unique external ID gets generated. However, now we provide

the option to use your own external ID.

Good to know: If you use your own external ID, ensure that the external ID is numeric and the

character length of the external ID is from 9-96 characters.
You can now use your own external ID and create the connector.

< Create AWS Connector

Caonnector Details

Connector Details

Gieyeure ame and provide (optio
Name

My AWS Connector
Description

AWS connector

Specify cross account ARN

righ

External ID is
now editable

Role ARM
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.. External ID
TR >
1540313475348 Copy

Create A Role For Cross-Account Access

1. Loginto Amazon Web Services (AWS) Cansole.
2. Go 10 the 1AM service.
3. Go 10 Roles 2nd click Create Role

4. Under “Select type of trusted entity” choose Another
AWS account. Then
a. Paste inthe Qualys AWS Account ID (from
connector details).
b. Select Require external ID 2nd paste in the
External ID (from connector details).
c. Click Next: Permissions
5. Find the palicy titled “SecurityAudit” and select the
check bax next 1o it. Click Next: Review.

6. Enter a role name (e.g. QualysCloudViewRals) and
click Create role.

7. Glick on the role you just created to view details
Copy the Role ARN value and paste itinta the.
connector details.

Want 1o create a role using CloudFarmation 7



Customize Dashboards and Widgets

Dashboards help you visualize your assets. You can now add custom widgets with search
queries to see exactly what you're interested in. You can personalize the default dashboard - add
widgets, resize them, move them around to change the layout.

Adding widgets
1) Start by clicking the Add Widget button on your dashboard.

2) Pick one of our widget templates - there are many to choose from. Click Customize Widget to
add your customizations.

Each widget is unique. For some you'll select query data source, a query, group by option, limit
and layout - count, table, bar graph, pie chart.

3) Click Add to Dashboard to view the widget in the dashboard. You could preview the widget
using the Test and Preview button.

From the Actions menu on the dashboard, you can import a widget. Use widget actions menu to
export the widget configurations to a file in a json format, allowing you to share the widgets
between accounts or within the Qualys community.

We also added the count widget

wherein you can view the exact
Customize data widget
ra—— count of a particular resource or
K = o O control or any filtered query. Let us
i | e | - 134 add a widget to view count of S3
. buckets in AWS account.

Click Add Widget on the dashboard
and then choose custom count
template from the custom widget
oo Fomdiedi templates.

St wicget preferances

Choose the query data source,
provide a name for the widget,
define the query for the count to be
R e e displayed.

You could also customize the widget by configuring the widget preferences.

Once you complete defining the settings, click Add
® to Dashboard.

The widget is then added to the dashboard.

SECURITY POSTURE BY REGIONS

Configure number of Resources, Controls

.o - You might also want to choose the number of
SO o & resources or controls displayed in your Live Feed
widget. You can choose to display: Top 10, Top 5,
or Top 3 failed controls or resources.

10F 3 FAIED CONTROLS FOR K. CALIFORNIA BUCKET COUNT

e 14
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View |IAM Role associated with EC2 Instances

You can now view the IAM role details such as Role Name, Role ARN for EC2 instances. An
instance can be associated with only one role. IAM roles for EC2 instances enables your
applications running on EC2 to make requests to AWS services such as Amazon S3, Amazon
SQS, and Amazon SNS without you having to copy AWS access keys to every instance.

< Resource Details: i-00c625cc6d03172e7

General:
Summary Sum mary
Instance Name: ucl-zada-target-donctdelste
Associations
E Instance ID: -00c625cc6d03172e7
. I -00c625cc6d03172e7
" R Instance Type: t2.small
T P nstance First Discovered On:  August 9, 2018 5:30 AM "
First Discoversd On:  August @, 2018 5:30 AM
Instance Status:
Vulnerabilities Associations - )
State: running
Security
Security Group 3 Spot Instance:
0 Auto Scaling Group o Image (AMI) 1D ami-afffca3a
Load Balancer 0 Last Updated On: September 4, 2018 2:43 PM

Location:
Account 1D: 383031258652
Region N. Virginia (us-east-1)
Availability Zone us-east-la
Network:
WPC ID wpc-ceacefb?
Subnet ID. subnetb71celdd
DMS (Private): ip-172-31-1-253 ec2.internal
DMS (Public): ec2-34-237-222-107 compute-1.am:z

IP Address (Public):  34.237.222.107
IP Address (Private): 172.31.1.253

Secondary IP Addre.. -

Role:

IAM Role Details

.
. Role Mame sada-cv360-role
----------------- [ 3 Role ARN arn:aws:iam:383031258652:role/sa
Profile Name: sada-cv360-role

Profile ARN: arn:aws:iam:383031238652:instanc
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New Controls Introduced: CID 49, CID 50

We have now added two new controls to CIS Amazon Web Services Foundations Benchmark
policies to expand the scope further.

CID 49: Support Role to Manage Incidents in AWS

For the control to pass, you must add at least one support role with AWSSupportAccess policy
associated to every AWS account. You could add multiple roles as well.

Use this control to manage incidents in AWS using the support role with associated
AWSSupportAccess policy.

CID 50: IAM policies with full administrative privileges should not be created

IAM policies are the means by which privileges are granted to users, groups, or roles. It is
recommended and considered a standard security advice to grant least privilege—that is,
granting only the permissions required to perform a task.

It's more secure to start with a minimum set of permissions and grant additional permissions as
necessary, rather than starting with permissions that are too lenient and then trying to tighten
them later. Providing full administrative privileges instead of restricting to the minimum set of
permissions that the user is required to do exposes the resources to potentially unwanted
actions.

Using this control, you can ensure that the AWS account does not include even single IAM policy
that allows full administrative privileges.

Control Related Updates

We now support CIS Amazon Web Services Foundations Benchmark v1.2.0 - 05-23-2018.

- CID 19, CID 27 to 40: The control now also checks if the Management Events is set to All type of
Read/Writes. To successfully evaluate the control, we additionally need to associate
"AWSCloudTrailReadOnlyAccess" policy to the cross-account role that is used for creating the
connector.

- CID 20, 21, 22, 24, 25: The control will now be evaluated against each and every CloudTrail that
exists in the AWS account.
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