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Amazon Web Services

New Controls Added to AWS Best Practices Policy

We have added the following new controls to AWS Best Practices Policy.

CID | Resource | Service Control Title

Redshift . Ensure Version Upgrade is enabled for AWS Redshift clusters to
108 Redshift . :

Clusters automatically receive upgrades

Redshift . Ensure that AWS Redshift database clusters are not using
109 Redshift X

Clusters default endpoint port
110 glelfsst}é 112 Redshift Ensure that Redshift clusters are not publicly accessible

Redshift . Ensure that AWS Redshift clusters master username is not set
111 Redshift

Clusters to well-known/default
119 Redshift Redshift Ensure that AWS Redshift clusters encryption is set for data at

Clusters rest

Redshift . Ensure audit logging is enabled for AWS Redshift clusters for
113 Redshift . .

Clusters security and troubleshooting purposes
114 Fncliges EC2 Ensure Images (AMIs) owned by an AWS account are not public

EBS Ensure that EBS Volumes attached to EC2 instances are
115 EC2

Volumes encrypted
116 EBS EC2 Ensure that Unattached EBS Volumes are encrypted

Volumes
117 | RDS RDS Ensure that RDS Instances certificates are rotated
118 Bgcument ggcument Ensure that documentDB Instances certificates are rotated
119 | KMSKey | IAM Ensure no AWS Managed CMKs is present
120 | KMSKey | IAM Ensure no CMK is marked for deletion

Ensure only Root user of the AWS Account should be allowed
121 | KMS Key 1AM full access on the CMK
Permissions to delete key is not granted to any Principal other

122 | KMS Key 1AM than the Root user of AWS Account
123 | KMSKey | IAM Ensure CMK administrators are not the user of the key

KMS Key Ensure all Custom key stores are connected to their CloudHSM
124 [AM

Store clusters

New Control Added to AWS Lambda Best Practices Policy

We have added control ID 125 to AWS Lambda Best Practices Policy for Lambda resource.

CID | Resource | Service Control Title
195 | Lambda | Lambda Ensure that multiple triggers are not configured for Lambda
Function Aliases
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Drill down to Vulnerability Details for Instances

We now provide you with multiple meta data filters to narrow down your search for
vulnerability details. Using the new filters, you can get a complete view of vulnerability posture
from an asset and vulnerability point of view.

Under Resources tab, select the Instance type of resource (AWS). Choose Instance resource type
from the Resource drop-down.

The Resource Type drop-down is available to quickly view resource inventory of different types
of resources. You can use the various metadata filters, group by options and custom query
capabilities to find what you are interested in.

Note: The vulnerability data is available only for Instance type of resource (AWS
cloud provider) and only after the Instances have been scanned.

Amazon Web Services v~ [IERarm

Instance instance.state:running ‘ Last 24 Hrs

77 Vulnerability vulnerability.typeDetected:Potential
Total Instances
| Without Agents o e With Public IP e e Docker Hosts 6 With Vulnerabilities
NO REMAINING FILTERS Resource.type: Instance v Instance Group By:... ¥ Y Filters ¥ 1-500f 77
i-0f1b19afb6b5fe55f N. Virginia Running February 20, 2020 =
1:20 AM
i-0a2¢3f798407f461a N. Virginia Running February 3, 2020 -
12:23 PM
i-Oceed7c1c2f94cccf N. Virginia Running February 3, 2020
12:23 PM
i-0715c8d71def5ebde N. Virginia Running February 3, 2020
12:23 PM
i-0d537b2aa%be239b N. Virginia Running February 3, 2020 -
12:23 PM -

1 - Indicates the type of resource

2 - Click to view instances in your inventory

3 - Click to view vulnerabilities that affect the instances in your cloud environment
4 - Various group-by filters to narrow down your search

5 - Filters for Type of vulnerabilities

Using the various filters, you can drill down to view vulnerabilities that exists on instances. The
search tokens give you further flexibility to narrow down your search results.
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Microsoft Azure

New Control Added to Azure Best Practices Policy

We have added the one new control to Azure Best Practices Policy.

CID Resource | Service | Control Title

Virtual Virtual | Ensure disks are encrypted for Windows VMs with ADE version
50034 . .
Machine | Machine | 1.1

Inventory Support for Web App Resource (App Service)

You can now monitor Web App resources and view its details. You can filter further using the
tokens and view the resource information.

Go to Resources tab and select Cloudiew e R e 10
Microsoft Azure from the Mictosoft Azure ~

dropdown. You can view the

newly supported resource in the 7

List View.

SUBSCRIPTION ID 1-7of 7

14767480 dadc £
9de9a0a7 41674 5 RESOUREE TYPE SERVICE TOTAL RESOURCES 'RESOURCES FAILED

ab0e6I50-Sefad, 4 B soLSeer

RESOURCE TYPE

B SOL Server Database
63

37 1
@) Resource Group

&% Virtual Network

B3 virtual Machine Virtual Machi

“ @ Network Securty Group Network Securlty Groups 37 29

2 - .
20 (@ webApp App Service 7 5
18
15
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New Azure Best Practices Policy for Function App

We have introduced Azure Function App Best Practices Policy to help you in automated auditing
and reporting on the Azure Function app misconfigurations, unwarranted access, and non-
standard deployments, and provide remediation steps to manage risks.

CloudView

9

Total Policies

PROVIDER

AZURE 3
GCP 3
AWS 3

Q, Search for policies...

DASHBOARD

Controls

RESOURCES

MONITOR POLICY REPORTS

GCP Best Practices Policy ")
CIS Microsoft Azure Foundations Benchmark /A
CIS Amazon Web Services Foundations Benchmark v1.2.0 - .. aws

@re Function App Best Practices Policy) IA

Azure Best Practices Policy

CONFIGURATION

SYSTEM
January 24, 2020 3:48 PM

SYSTEM
February 4, 2020 3:46 PM

SYSTEM
October 15, 2019 3:37 PM

SYSTEM
January 20, 2020 3:34 PM

SYSTEM
January 20, 2020 3:29 PM

1-90f 9

SYSTEM
January 24, 2020 3:48 PM

SYSTEM
February 4, 2020 3:46 PM

SYSTEM
February 4, 2020 512 PM

SYSTEM
January 20, 2020 3:34 PM

SYSTEM
January 20, 2020 3:29 PM

New Controls

The pre-defined Azure Function App Best Practices Policy is loaded with the following 6 system-

defined controls.

CID Resource Service Control Title
50084 Function App Service Ensure App Service Authentication is set on Function
App Apps
Function . . . .
50085 App App Service | Ensure Function app redirects all HTTP traffic to HTTPS
Function . Ensure function app has 'Client Certificates (Incoming
>0086 App App Service client certificates)' set to 'On'
50087 iunctlon App Service Ensure that 'Register with Azure Active Directory'is
pp enabled on Function app
500383 iunctlon App Service Ensure function app is using the latest version of TLS
pPp encryption version
Function . Ensure that 'HTTP Version'is latest, if used to run the
50089 App Service .
App function app
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Control Updates

We have updated the static content for the following controls to match with the changes on

Azure portal. The static content for the control includes title, summary, specification,

evaluation, rationale, remediation, references.

Note: Due to changes in API on Azure portal, control 50055 may display incorrect evaluations.
The corrections will be available soon.

Azure Control Updates

CID Resource | Service Title 323;:2;
50047 | Web App | App Service ggls;slre App Service Authentication is set on web

s [ e app | appSemice | RS EE e e

o [ web app [ sppsemice | e eeb R e oo | comeo
st [ we app [ appsemice | SRNE DA BT S| e
50051 | Web App | App Service Fl“rﬁzuerr?c“r];;)ti)%p\jgrlslisé?lg e mtestverson o

50061 | Web App | App Service fﬁﬁfetgiﬁ I;I;FJP Version' is latest, if used to
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Google Cloud Platform

We have introduced two new policies for GCP:

New GCP Best Practices Policy

We have introduced GCP Best
Practices Policy that is targeted
to the most commonly used GCP
services and important security
considerations that are not
included in the CIS policy.

CloudView DASHBOARD ~ RESOURCES ~ MONITOR  POLICY ~ REPORTS  CONFIGURATION 20

Policy

1-90f 9

GCP Best Practices Policy 0 SYSTEM SYSTEM

January 24,2020 348 PM  January 24,2020 3:48 PM

PROVIDER

New Controls - 5 CIS Microsoft Azure Foundations Benchmark A SYsTEm SYsTEm
= 5 February 4,2020 346 PM  February 4,2020 346 PM

- 1 s 3 CIS Amazon Web Services Foundations Benchmark v1.2.0 - aws SvsTEM SYSTEM
The pre-defined GCP Best SR P

Practices Policy is loaded with TR R R DR A
. . January20,2020 334PM  January 20, 2020 3:34 PM

the fO].].OW].ng 4 SyStem' deflned Azure Best Practices Policy A SYSTEM SYSTEM
c Ontro]_s January20,2020 329 PM  January 20,2020 29 PM

AWS Lambda Best Practices Policy aws SYSTEM
anuary 24, 2020 3:42 PM

CIS Google Cloud Platform Foundation Benchmark 0 SYSTEM SYSTEM
January 24,2020 346 PM January 24,2020 3:46 PM

GCP Cloud Functions Best Practices Policy (5 SYSTEM SYSTEM

January 24,2020 3:47 P January 24,2020 3:47 PM

AWS Best Practices Policy aws 8Y8’

CID Resource Service Control Title
Google o .
52052 | Cluster Kubernetes Ensure that Application-Layer secret encryption is
: enabled for Kubernetes cluster
Engine
Google Ensure that Master authorized network is enabled for
52053 | Cluster Kubernetes
: Kubernetes cluster
Engine
59057 | Bucket Storage Ensure that there are no harmful object life cycle rules are
created on Storage buckets.
52058 | Bucket Storage Ensure that object retention policy is set on buckets

New GCP Best Practices Policy for Cloud Functions

We have introduced GCP Cloud Functions Best Practices Policy that covers Cloud Functions
Services of Google Cloud Platform. The controls in this policy are targeted only for Cloud
Functions service.

New Controls

The pre-defined GCP Cloud Functions Best Practices Policy is loaded with the following 3 system-
defined controls.

CID Resource | Service Control Title
Cloud . Ensure that Default service account is not used for the
52054 . Functions .
Functions Cloud function
Cloud . Ensure that Runtime used in Cloud function is not
52055 . Functions
Functions deprecated
59056 Cloud FUnCtions Ensure that Cloud function is not anonymously or publicly
Functions accessible

Qualys CloudView Release Notes 7



GCP Control Updates
We have updated the following GCP related controls.

Project access

. . Sections
CID Resource Service Title Updated
59021 Firewall VPC Ensure that SSH access is restricted from
Rules Network the internet
Firewall VPC Ensure that RDP access is restricted from
52022 ;
Rules Network the internet Control
50006 | VM VM Ensure "Block Project-wide SSH keys" Logic
Instances Instances enabled for VM instances g
Ensure Kubernetes Clusters created with
Kubernetes Kubernetes L :
52050 . limited service account Access scopes for
Engine Cluster Pro;
roject access
IAM & Ensure that Separation of duties is
52006 | Project . enforced while assigning KMS related
Admin roles
52002 | Project IAM & Ensu}re th;ap ServiceAccount has no
Admin Admin privileges
Ensure that Cloud Audit Logging is Remediation
. IAM & . .
52008 | Project Admi configured properly across all services
min X
and all users from a project
Ensure Kubernetes Clusters created with
Kubernetes Kubernetes L :
52050 : limited service account Access scopes for
Engine Cluster
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New Resource Drop-Down

We have introduced a resource dropdown filter that will fasten filtering of resources and
switching between different resource types.

Go to Resources and choose the resource type. Resources belonging to the selected resource type
are displayed. You could easily switch to other resource type using the drop-down.

CloudView DASHBOARD RESOURCES MONITOR POLICY REPORTS CONFIGURATION

Amazon Web Services v e

Q) Search for resources discovered...

40

Total Load Balancers

ACCOUNT Resource type: Load Balancer v
qualys-dev(2057... 28 N
qualys-dev-cv360.. 12 |AM User
REGIONS Instance vpc-ep3ddc8a 205767712438 active network Mumbai
N. Virginia 19 Auto Scaling Group
Ohio 4 Load Balancer vpc-ep3ddc8a 205767712438 active network Mumbai
N. California 4
. 53 Bucket
Mumbai 3
vpc-0¢ddebeg 205767712438 active application Sydne
Sydney 3 VPC P PP yaney
7 more
Internet Gateway
vpe-0fddebed 205767712438 active network Sydney
Subnet
Route Tabl
ouis fabE 205767712438 - Classic Sydney
Network ACL 7
qweb-test vpe-c9fed3ac 205767712438 active network Singapore

Note: When you switch from one resource type to another resource type, the filters applied are
cleared.
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Issues addressed in this release

We have fixed the following issues:

Updated the control logic and fixed the false positives for GCP controls 52002 , 52021
,52022, 52001 and 52030.

Due to API limitations, VMs with Legacy ADE cannot be covered for 50033 as the API
result is not in expected format. A new control 50034 has been added for VMs with
Legacy ADE versions, to mitigate this and avert false positives.

Added a new control CID 125 to prevent false positives resulting due to CID 99 for AWS
compliance.

Updated the control logic for CID 52022 and CID 52021 to prevent the control failure for
public access.

Updated the information for CID 104 to include the steps that should help to surpass the
error message.

The connectors listing is now corrected for Azure and GCP so that even if there are large
number of connectors in your subscription, they are all correctly listed.

We have now fixed the issue so that the Azure connector is not permanently stuck in
processing state. Although it may take longer time to process, it eventually converts to
Successful state once all the resource information is successfully fetched.
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