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The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with
the appropriate server URL for your account.
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Connector Groups Management API
Get the list of Groups

Create a Group

Update Groups for a Connector

Get Group detail using Groupld

Existing API updates

Get the list of Groups

API affected /rest/v1/groups
New or Updated APIs New
Operator GET

Fetch the list of groups associated with the user.

Input Parameters

Parameter Description

pageNo (integer) The page to be returned.

pageSize (integer) The number of records per page to be included in the
response.

Sample 1 - Get the list of all groups associated with the user
API request:

curl -X CET --header 'Accept: application/json' --header 'Authorization:
Basi ¢ dXN cnbhbWJ6cG-zc3dvc =="
"https://<Qual ysURL>/ cl oudvi ew api / rest/v1/ gr oups?pageNo=0&pageSi ze=3'

Response:
{

"content": [

{
"nane": "enpty",
"uui d": "badlllcO-5de8-31ef-1111-4f1c2bd11111",
"connectors": []

b

{
"name": "sanple_1",
"uuid": "01011f80-feld-38c5-1111-56ac16361111",
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"connectors": [

{
"connector Uui d": "d0830ee0-c4b7-11e9-b442- ad0de98leabc",
"accountldentifier": "XXXXOXXXXXXXX",
"cl oudType": "AWS"
}
]
}s
{
"name": "Sanple_2_ Azure"
"uui d": "ce7c0d23- af 60- 320f - b8ch- f 6b51b2f b8a5",
"connectors": [
{
"connectorUui d": "5926¢c280-¢c587-11e9-9230-31a5d0c73f 76",
"accountldentifier": " XXX XXXXK- XHXXK- XHXXK= XXX
"cl oudType": "AZURE"
}s
{
"connectorUui d": "2e0c1660-d061-11e9-ad71-df 4f ba75b3c5",
"accountldentifier": " XXX XXXK- XHXXK= XHXXK= XXX
"cl oudType": " AZURE"
}
]
}

]

ageabl e": {

"sort": {
"unsorted": true,
"sorted": false

}s

"pageSi ze": 3,

" pageNunber”: 0,

"of fset": O,

"unpaged": fal se

"paged": true

}s

"total El ements": 27

"last": fal se,

"t ot al Pages": 9,

"first": true,

"sort": {
"unsorted": true,
"sorted": false

}s

"nunber O El erents": 3,

"size": 3,

"nunber": 0
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Create a Group

API affected /rest/v1/groups/{cloudType}
New or Updated APIs New
Operator POST

You can create new group and use groups to provide access or restrict access to users you
create.

Input Parameters

Parameter Description

groupName Provide a name for the group you want to create. Ensure that
the name is unique.

Sample 1 - Create a group

API request:

curl -X POST --header 'Content-Type: application/json' --header 'Accept:
application/json' --header 'Authorization: Basic

dXN cnbhbWJ6cGFzc3dvce ==

"https://<Qual ysURL>/ cl oudvi ew api / rest/v1/ groups?gr oupNane=sanpl e_gr oup'

Response:
{

nane": "sanpl e_group",
"groupld": "745aca99-6ab6- 3eld- 8e65- 7b4f ebc0005e"

}

Update Groups for a Connector

API affected /rest/v1/groups/connectors

New or Updated APIs New
Operator POST

You can add or remove the groups associated with the connector.



Input Parameters

Parameter
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Description

connectorGroupModifyReq  Use this to specify the connector group IDs that you want to

uest

add and remove groups.
Example:
{
"accountldentifiers": ["string"],
"add": {
"grouplds": ["string"]
b
"renove": {
"grouplds": ["string"]

where,

account | denti fi er s:The ungiue identifier associated with a
connector. For every cloud provider, the identifier is different.
- AWS: account ID (Example: 111111111111)

- Azure: subscription ID (Example: 11111111-1111-1111-1111-
111111111111)

- GCP: project ID (Example: sample_gcp)

gr oupl ds:Unique Id associated with each group.

Example: ea4b240f - c27c- 30a6- ba28- 8f c9a38f a8d1l

cloudType

Select the cloud provider to which the connector being
updated belongs.

Sample 1 - Update connectors in a group

API request:

curl -X POST --header 'Content-Type: application/json' --header 'Accept:
application/json' --header 'Authorization: Basic

dXN cmbhbWU6Cc G-z c3dvemXK==

"https://<Qual ysURL>/ cl oudvi ew

api/rest/vl/ groups/ connect or s?cl oudType=GCF'

Request POST Data:

{
"accountldentifiers": [
" gcp_ deerIl
I
"add": {
"grouplds": [

"ead4b240f - c27c- 30a6- ba28- 8f c9a38f a8d1"

]
b

"remove": {
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"grouplds": [
"8b23977c- 9f 28- 3007- 8c11- c0469494053f "
]
}
} ' <Qual ysURL>/ cl oudvi ew api / rest/v1l/ groups/ connect ors?cl oudType=GCF'
Response:
No Content

Response Code: 204

Get Group detail using Groupld

API affected GET /rest/v1/groups/{groupUuid}
New or Updated APIs New
Operator GET

You can get details of a group by specifying the unique Id associated with a group.

Input Parameters

Parameter Description

GroupUuid Unique Id associated with each group.
Example: groupUuid: b3e9036d-b546-30d4-99fb-cb64b15efffa

Sample 1 - Get the list of groups
API request:

curl -X CET --header 'Accept: */*' --header 'Authorization: Basic
dXNl cnbhbWJU6cGFzc3dve ==

"https://<Qual ysURL>/ cl oudvi ew api / rest/v1/ groups/2d16e55b-d0la- 3f cb-
8239- 3d4eal4bc54a’

Response:
{

"nane": "group2",
"uui d": "2d16e55b- d0la- 3f cb- 8239- 3d4eal4bc54a",
"connectors": [

{
"connectorUui d": "66e7d1lf 0-c8c2-11e9-9f ch-85661d3ad949",
"accountldentifier": "gcp-denn",
"cl oudType": " GCP"

}s

{
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"connectorUui d": "271bdecO-d2f 1- 11e9-93db- 85a6f 54e372e",

"accountldentifier": "gcp_exanple_2",

"cl oudType": " GCP"
}
]
}

Existing API updates

We have updated our existing APIs for AWS, Azure and GCP connectors to support groups
information. We have added the following information in the response that provides the

groups associated with the connectors.

Response
"groups": [
{
"name": "string",
"uuid": "string"
}
1,
where,

name: name of the group

uuid: Unique Id assigned to the group
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API affected

GET /rest/v1/aws/connectors

GET /rest/v1/aws/connectors/{connectorld}
POST /rest/v1/aws/connectors

PUT /rest/v1/aws/connectors/{connectorld}

New or Updated APIs Updated
Operator GET, POST, PUT, DELETE
Azure

API affected

GET /rest/v1/azure/connectors

GET /rest/v1/azure/connectors/{connectorld}
POST /rest/v1/azure/connectors

PUT /rest/v1/azure/connectors/{connectorId}

New or Updated APIs

Updated

Operator

GET, POST, PUT, DELETE

GCP

API affected

GET /rest/v1/gcp/connectors

GET /rest/v1/gcp/connectors/{connectorld}
POST /rest/v1/gcp/connectors

PUT /rest/v1/gcp/connectors/{connectorld}

New or Updated APIs

Updated

Operator

GET, POST, PUT, DELETE

The following sample highlights the group information in AWS connector details response.
Similarly, the response for Azure, GCP connectors include the respective group

information.

Sample - Get list of AWS connectors in user's account

API request:

curl -k -X CGET -u <username>: <passwor d>
"https://<Qual ysURL>/ cl oudvi ew api / rest/v1l/ aws/ connect or s?pageNo=0&

pageSi ze=50'

Response:
{

"content":

{

"name":

"New AWS Connector",
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"description": "My Sanple Connector for AWS",
"isGovd oud": false,
"i sChi naRegi on": fal se,
"awsAccount 1 d": " XXOXKXXXX"
"state": "SUCCESS',
"total Assets": 0,
"groups": [
{
"nanme": "sanpl e_group",
"uui d": "745aca99- 6ab6- 3eld- 8e65- 7b4f ebc0005e"
}
I,
"provider": "AWS",
"connectorld": "d37d0d10-d2f 1-11e9- aaf c- e5b4e755cf cb”,
“error": "",
"external I d": "1557768057481",
"arn": "arn:aws:iam : XXXXXXXXXXXX: r ol e/ sanpl e_rol e",
"l ast SyncedOn": "2019-09-12T06: 01: 00+0000",
"i sPortal Connector": false

b
I,
"pageabl e": {
"sort": {
"unsorted": true,
"sorted": false
}s

"pageSi ze": 50,
"pageNunber": 1,
"of fset": 2,
"unpaged": fal se,
"paged": true

H

"total El enents": 1,
"total Pages": 1,
"last": true,
"first": false,
"sort": {
"unsorted": true,
"sorted": false

H

"nunber & El emrents": 1,
"size": 50,
"nunber": 1

10
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User Manager API

Get the User Scope Details

Update the Groups Scope for the User
Update the Connector Scope for User

Get the User Scope Details

API affected /rest/v1/users/{userName}/scope
New or Updated APIs New
Operator GET

You can fetch the group details by specifying the unique Id assigned to a group.

Input Parameters

Parameter Description
userName Provide the username for which the scope needs to be
determined.

Sample 1 - Get the list of groups

API request:

curl -X CET --header 'Accept: application/json' --header 'Authorization:
Basi ¢ dXNI cnbhbWJ6cGFzc3dvemXK=="'
"https://<Qual ysURL>/cl oudvi ew api / rest/v1/ users/user_john/scope'

Response:
{

"groups": [
{
"uui d": "52660405-27d3-3f 69- b764- b0061ab4c494",
"title": "Exanple_group",
"connector Count": 2
}
I,
"AWE"
"di rect Account Scope": |
{
"connect or Uui d": "af50f 5c0-c8c2-11e9- 945e- 77a38645daea",
"accountldentifier": " XXXOXOXXXXXXX",
"cl oudType": "AWS",
"connector Nane": "AWS5 Connector _1"

11
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}
I,
"regions": [
"us-east-1",
"us-east-2"
]
H
"AZURE": {
"di rect Account Scope": [
{
"connector Wui d": "2e0c1660-d061-11e9-ad71- df 4f ba75b3c5",
"accountldentifier": XXX XXXK- XXXX- XXXK- XXXKIXXHXXXKKXK"
"cl oudType": "AZURE",
"connect or Nane": "Azure_Connector_2"
}
]
H
"GCP': {
"di rect Account Scope": [
{
"connectorUui d": "66e7d1f0-c8c2-11e9-9f cb-85661d3ad949",
"accountldentifier": "gcp-denmn",
"cl oudType": "GCP",
"connect or Nane": " GCP_Connector_3"
}
]
}

12
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Update the Groups Scope for the User

API affected /rest/v1/users/{userName}/groupScope
New or Updated APIs New
Operator POST

You can now update the groups associated with a specific user. You could add new groups
and remove groups that are associated with the user using update operation.

Input Parameters

Parameter Description
userName Provide the username for which the group scope needs to be
updated.
userGroupModifyRequest Use this to specify the group IDs that you want to add and
remove.
Example:
{
"add": {"groupslds": ["string"]
I
"renove": {"groupslds": ["string"]
}
}
where,

grouplds: unique ID assigned to the group.
Example: ea4b240f-c27c-30a6-ba28-8fc9a38fa8d1

Sample 1 - Update the Groups associated with the user
APl request:

curl -X POST --header 'Accept: application/json' --header 'Authorization:
Basi ¢ dXNI cnbhbWJ6cGFzc3dvemXK=="'
"https://<Qual ysURL>/cl oudvi ew api / rest/v1l/ users/user_john/ groupScope’

Reguest POST Data:

user Gr ouphModi f yRequest
{
"add": {
"groupslds": [
"52660405- 27d3- 3f 69- b764- b0061ab4c494"
]
3
"renmove": {
"groupslds": [

13



}

"9d665f dO- f 15d- 379f - 8b11- b39cd4ebf d9e"

]
}

Response:

{

}

"groups": [

{

"uui d": "52660405-27d3- 3f 69- b764- b0061lab4c494",

"title": "new group”,
"connector Count": 2
}
1
"AWE": {
"direct Account Scope": [],
"regions": []
H
"AZURE": {
"di rect Account Scope": []
H
P {
"di rect Account Scope": []

}

14
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Update the Connector Scope for User

API affected /rest/v1/users/{userName}/scope
New or Updated APIs New
Operator POST

You can now update the connectors associated with a specific user. You could add new
groups and remove groups that are associated with the connector using update operation.

Input Parameters

Parameter Description

userName Provide the username for which the connector access scope
needs to be updated.

userGroupModifyRequest Use this to specify the group IDs that you want to add and

remove.
Example:
{
"add": {
"accountldentifiers": ["string"],
"regions": ["string"]
I
"renove": {
"accountldentifiers": ["string"],
"regions": ["string"]
}
}
where,

account | denti fi er s: The ungiue identifier associated with a
connector. For every cloud provider, the identifier is different.

- AWS: account ID (Example: 111111111111)

- Azure: subscription ID (Example: 11111111-1111-1111-1111-
1111111111117)

- GCP: project ID (Example: sample_gcp)

regi ons: (applicable only for AWS connectors) Specify the
region of the connector

cloudType Select the cloud provider of the connector being updated: AWS,
Azure or GCP.

Sample 1 - Update the Groups associated with the Connector
API request:

curl -X POST --header 'Accept: application/json' --header 'Authorization:
Basi ¢ dXNI cnbhbWJ6cGFzc3dvemXK=="'
"https://<Qual ysURL>/ cl oudvi ew

15
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api/rest/vl/users/user_john/scope?cl oudType=AWS'

Reqguest POST Data:

"add": {

"accountldentifiers":

1.
"regi ons"

b

"remove": {

"accountldentifiers":

1.

"regi ons”
}

}

Cl oudType : AWS

Response:
{

"groups": [
{
"uui d":
"title":
"connect or Count ":
}
]

",V\S": {

"di rect Account Scope":

{

"connect or Uui d":

"accountldentifier":
" AVS"

"cl oudType":
"connect or Namre" :
}

I,

"regions": |
"us-east-1",
"us-east-2"

]

}s
"AZURE": {

"di rect Account Scope":

},
"GCP': {

"di rect Account Scope":

[

["us-east-1", "us-east-2"]

[

["eu-west-1"]

"52660405- 27d3- 3f 69- b764- b0061ab4c494",
"new_sanpl e_gr oup",

[

"af 50f 5¢0- c8c2- 11e9- 945e- 77a38645daea"”

"AWS_Connect or"

(]

16



Qualys CloudView v1.x
User Manager API

"connectorUui d": "66e7d1f0-c8c2-11e9-9f cb-85661d3ad949",

"accountldentifier": "gcp-denmd"”,
"cl oudType": "GCP",
"connect or Nane": " GCP_Connector"”

17



Qualys CloudView v1.x
AWS Updates: Support for GovCloud, China region

AWS Updates: Support for GovCloud, China region

API affected

GET /rest/v1/aws/connectors

GET /rest/v1/aws/connectors/{connectorld}
POST /rest/v1/aws/connectors

PUT /rest/v1/aws/connectors/{connectorld}

New or Updated APIs

Updated

Operator

GET, POST, PUT, DELETE

We have now added two elements named isGovCloud and isChinaRegion. The new
elements are boolean flags. You can use them to configure AWS connectors in GovCloud
or China regions. If both the flags are set to false, the connector is created for Global.

Input Parameters

Parameter

Description

connectorBody

(body) Specify the connector details such as qualysAccountld,
arn, externalld, and so on. Refer to the following example for
exact syntax.

{
"arn": "string",
"description": "string",
"external Id": "string",
"i sChi naRegi on": true,
"isGovC oud": false,
"i sPortal Connector": true,
"name": "string"

}

Where,

-isChinaRegion (boolean): A flag indicating whether the
Connector also is created China region or not. Set this flag to
true to create the connector for China.

-isGovCloud (boolean): A flag indicating whether the
Connector also is created GovCloud region or not. Set this flag
to true to create the connector for GovCloud.

Note: You can set either isChinaRegion or isGovCloud to true
for one connector. If both are set to false, the connector is
created for Global region.

Sample 1 - Create a Connector for China

API request:

curl -k -X POST -u <user nanme>: <passwor d>

18
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"https://<Qual ysURL>/ cl oudvi ew api / rest/v1l/ aws/ connect ors’

Request POST Data:

{
"arn': "arn:aws:iam : XXXOXXXXXXXX: r ol e/ Qual ysd oudVi ewRol e",

"description": "Connector for China",
"external Id": "1558121756190",

"i sChi naRegi on": true,

"i sGovd oud": false,

"i sPortal Connector": false,

"nane": "AWS for China"

}

Response:

{
"arn": "arn:aws:iam : XXXXXXXXXXXX: r ol e/ Qual ysd oudVi ewRol e",
"awsAccount [ d": " XXOOOKKXXXXX"
"baseAccount | d": " XXXOOKXXXXX" ,
"connectorld": "lalb6fb0-5150-11e9-b42c- 7b8f 80d86320",
"description": "Connector for China",
"error": "string",
"external Id": "1558121756190",
"groups": [
{
"name": "string",
"uuid": "string"
}
I,
"i sChi naRegi on": true,
"isGovd oud": false,
"i sPortal Connector": false,
"l ast SyncedOn": "2019-03-28T11: 53: 28+0000",
"nane": "AWS for China",
"portal ConnectorUuid": "string",
"provider": "AWS",
"state": "PEND NG',
"total Assets": O

}

Sample 2 - Create a Connector for GovCloud
API request:

curl -k -X POST -u <usernanme>: <passwor d>
"https://<Qual ysURL>/ cl oudvi ew api / rest/v1l/ aws/ connect ors’

Request POST Data:

19
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"arn': "arn:aws-us-gov:iam : XXXXXXXXXXXX: r ol e/ qual yspod19connector”,
"description": "Connector for Govd oud”,

"external I d": "1558121756190",

"i sChi naRegi on": fal se,

"isGovd oud": true,

"i sPortal Connector": false,

"nane": "AWS for GovC oud"

}

Response:

{
"arn": "arn:aws-us-gov:iam : XXXXXXXXXXXX: r ol e/ qual yspod1l9connector”, ,

"awsAccount I d": " XXX,
"baseAccount | d": " XXXOOXXXXXX" ,
"connectorld": "l1lalb6fb0-5150-11e9-b42c- 7b8f 80d86320",
"description": "Connector for Govd oud”,
"error": "string",
"external I d": "1558121756190",
"groups": [
{
"name": "string",
"uuid": "string"
}
]

i sChi naRegi on": fal se,

"isGovd oud": true,

"i sPortal Connector": false,

"l ast SyncedOn": "2019-03-28T11: 53: 28+0000",
"name": "AWS for Govd oud",

"portal ConnectorUuid": "string",
"provider": "AWS",

"state": "PENDI NG',

"total Assets": O

20
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Azure Updates: Support for GovCloud region

API affected GET /rest/v1/azure/connectors
GET /rest/v1/azure/connectors/{connectorld}
POST /rest/v1/azure/connectors
PUT /rest/v1/azure/connectors/{connectorld}

New or Updated APIs Updated
Operator GET, POST, PUT, DELETE

We have now added one elements named isGovCloud. The new element is boolean flag.

You can use it to configure Azure connectors in GovCloud region. If the flag is set to false,
the connector is created for Global.

Input Parameters

Parameter Description

connectorBody (body) Specify the connector details such as application Id,
authenticationKey, description, directoryld, name, and
subscription Id of your Azure account and so on. Refer to the
following example for exact syntax.

{
"applicationld": "string",
"aut henticationKey": "string",
"description": "string",
"directoryld": "string",
"i sGovC oud": true,
"name": "string",
"subscriptionld": "string"

}

Where,

-isGovCloud (boolean): A flag indicating whether the
Connector is created GovCloud region or not. Set this flag to
true to create the connector for GovCloud.

Sample 1 - Create Azure Connector for GovCloud
API request:

curl -k -X POST -u <usernane>: <passwor d>
"https://<Qual ysURL>/ cl oudvi ew api /rest/vl/ azure/ connectors’

Request POST Data:

{
"applicationld': "d8c3a66a-e6f9-449e-8a54-2416e2d6laec",
"aut henticationKey": " XXXXXXXXXXXXXX"

21



Qualys CloudView v1.x
Azure Updates: Support for GovCloud region

"description": "This is test description”,
"directoryld": "ff4e2442-65ab-4dc2-9e5b-1ea02d3d9%4eb",
"isCGovd oud": true,

"nane": "My Azure Connector",
"subscriptionld": " XXX XXX XXXX= XXXXK= XXX XXXXX!
}
Response:
{

"applicationld": "d8c3a66a-e6f9-449e-8a54-2416e2d6laec",
"connectorld": "674292e0-5223-11e9- be90- 4df e52eda963",

"description": "This is test description”,
"directoryld": "ffd4e2442-65ab-4dc2-9e5b- 1ea02d3d94eb",
"error": "string",

"groups": [

"nane": "Test_group",
"uui d": "52660405-27d3- 3f 69-b764- b0061ab4c494"
}
I,
"i sGovd oud": true,
"l ast SyncedOn": "2019-03-29T01: 06: 23+0000",
"nane": "My Azure Connector",
"provider": "AZURE",
"state": "PENDI NG',
"subscriptionld": " XXX XXXX= XXX XXXK- XXKIKXHKXKKXXK"
"total Assets": O
}

Sample - Get list of Azure connectors in GovCloud
API request:

curl -k -X CGET -u <username>: <passwor d>
"https://<Qual ysURL>/cl oudvi ew api / rest/v1/ azure/ connect or s?pageNo=0&

pageSi ze=50'
Response:
{
"content": [
{
"nane": "My Azure Connector",
"description": "sanpl e-description”,

"isGovd oud": true,

"state": "REGQ ONS_DI SCOVERED',

"t ot al Assets": 244,

"applicationld": "f076c321-694d-4929- aeOb-d2bd14dla4d7",
"subscriptionld": " XXOXK- XXX XXXK- XXX XXX

22
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"groups": [].

"provider": "AZURE",

"connectorld": "5926¢c280-c587-11e9-9230-31a5d0c73f 76",
"l ast SyncedOn": "2019-09- 12T05: 33: 01+0000",
"directoryld": "ff4e2413-65ab-4dc2-9e5b-1ea02d3d94eb"

"name": "My Second Azure Connector”,

"description": "sanple_description”,

"isCGovd oud": true,

"state": "SUCCESS",

"total Assets": 69,

"applicationld": "d8c3a45a- e6f9-449e-8a54-2416e2d6laec",
"subscriptionld": " XXX XXXK- XXX XXX XXKXXXXXXXXX"
"groups": [

"nane": "test_group"”,
"uui d": "ce7c0d23- af 60- 320f - b8ch- f 6b51b2f h8a5"
1
{
"name": "sanmpl e_group”,
"uui d": "745aca99- 6ab6- 3eld- 8e65- 7b4f ebc0005e"
}
1,
"provider": "AZURE",
"connectorld": "2e0c1660-d061-11e9-ad71-df 4f ba75b3c5",
"l ast SyncedOn": "2019-09-12T05: 56: 01+0000",
"directoryld": "ff4e2413-65ab-4dc2-9e5b-1ea02d3d94eb"

}
]

ageabl e": {
"sort": {
"unsorted": true,
"sorted": false
H
"pageSi ze": 50,
"pageNumnber": 0,
"of fset": O,
"unpaged": fal se,
"paged": true

}

otal El enents": 2,
"last": true,
"total Pages": 1,
"first": true,
"sort": {
"unsorted": true,
"sorted": false

b
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"nunber & El enents": 2,
"size": 50,
"nunber": 0

}

Sample - Get the details of Azure connector with GovCloud
API request:

curl -k -X GET -u <username>: <passwor d>
"https://<Qual ysURL>/ cl oudvi ew api / rest/v1/ azure/ connect ors/2e0c1660-
d061- 11e9- ad71- df 4f ba75b3c5

Response:

{
"name": "My Govd oud Azure Connector",

"description": "sanple_descriptio",

"isCovd oud": true,

"state": "SUCCESS',

"total Assets": 69,

"applicationld': "d8c3a45a- e6f9-449e-8a54-2416e2d6laec",
"subscriptionld": " XXX XXXK- XXXK= XXX XIXXXXKXXXXXX!

"groups": [

"name": "sanpl e_group",

"uui d": "745aca99- 6ab6- 3eld- 8e65- 7b4f ebc0005e"
b
{

"nane": "azure2",

"uui d": "ce7c0d23- af 60- 320f - b8ch-f 6b51b2f b8a5"
}

I,

"provider": "AZURE",

"connectorld": "2e0c1660-d061-11e9-ad71-df 4f ba75b3c5",
"l ast SyncedOn": "2019-09-12T05: 56: 01+0000",
"directoryld": "ff4e2413-65ab-4dc2-9e5b-1ea02d3d94eb"”

}

Sample 1 - Update Azure Connector for GovCloud
Let us update the connector description for Azure connector.

API request:

curl -k -X POST -u <usernanme>: <passwor d>
"https://<Qual ysURL>/ cl oudvi ew api / rest/v1/ azurel/ connectors’

Request POST Data:
{
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"applicationld': "d8c3a66a-e6f9-449e-8a54-2416e2d6laec",

"aut henticati onKey": ™ XXXXXXXXXXXX"

"description": "Test description updated”,

"directoryld": "ff4e2442-65ab-4dc2-9e5b-1ea02d3d94eb",

"isGovd oud": true,

"nane": "My Azure Connector",

}

"https://<Qual ysURL>/ cl oudvi ew api / rest/v1l/ azure/ connect ors/ 7d80a840-
40b6- 11e€9-9078-111111111111"

Response:
{
"nane": "My Azure Connector",
"description": "Test description updated",

"i sGovd oud": false,

"state": "PEND NG',

"total Assets": O,

"applicationld": "d8c3ad45a-e6f9-449e-8a54-2416e2d6laec",
"subscriptionld": " XXX XXXK- XXXX= XXXK= XIKXXXKXXXXX!
"groups": [],

"provider": "AZURE",

"connectorld": "7d80a840-40b6-11e9-9078-111111111111",

"l ast SyncedOn": "2019-09-23T17: 58: 20+0000",
"directoryld": "ff4e2413-65ab-4dc2-9e5b-1ea02d3d94eb"
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