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What’s new! 
 
Amazon Web Services  
New Controls for IAC AWS Policy 
 
Microsoft Azure  
New Controls for IAC Azure Policy 

 

 

Issues Addressed 
Qualys CloudView 1.26.0 brings you improvements and updates! Learn more 
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Amazon Web Services  
 
New Controls for IAC AWS Policy 
We have introduced the following new controls for IAC AWS Policy. 
 

 CID  Title 

467 Ensure to disable root access for all notebook instance users in all regions 

483 Ensure to enable network isolation for models in all regions 

486 Ensure S3 encryption configuration is configured for AWS Glue Crawlers 

487 Ensure JOB bookmark encryption configured for AWS Glue Crawlers 

488 Ensure CWL encryption configuration is configured for the AWS Glue Crawlers 

491 Ensure auto minor version upgrade is enabled for AWS MQ Brokers 

492 Ensure active/standby deployment mode is used for AWS MQ Brokers 

493 Ensure AWS MQ Brokers is encrypted at rest with KMS 

494 Ensure customer owned KMS key is used for encrypting AWS MQ Brokers 

495 Ensure advanced security options are enabled for AWS ElasticSearch Domain 

496 Ensure general purpose SSD node type is used for AWS ElasticSearch Domains 

497 Ensure KMS customer managed keys are used for encryption for AWS ElasticSearch 
Domains 

498 Ensure Zone Awareness is enabled for AWS ElasticSearch Domain 

499 Ensure Amazon cognito authentication is enabled for AWS ElasticSearch Domain 

500 Ensure dedicated master nodes are enabled for AWS ElasticSearch Domains 
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Microsoft Azure  
 
New Controls for IAC Azure Policy 
 
We have introduced the following new controls for IAC Azure Policy. 
 

 CID  Title 

50373 Ensure that an activity log alert is created for Create or Update Load Balancer events 

50374 Ensure that an activity log alert is created for Create or Update Azure SQL Database 
events 

50375 Ensure that an activity log alert is created for Delete Azure SQL Database events 

50376 Ensure there is an activity log alert created for the Delete Key Vault events 

50377 Ensure there is an Azure activity log alert created for Delete Load Balancer events 

50378 Ensure that an activity log alert exists for Power Off Virtual Machine events 

50379 Ensure that an activity log alert is created for Rename Azure SQL Database events 

50380 Ensure that an activity log alert is created for Update Key Vault 
(Microsoft.KeyVault/vaults) events 

50381 Ensure that an activity log alert is created for Create/Update MySQL Database events 

50382 Ensure that an activity log alert is created for Create/Update PostgreSQL Database 
events 

50383 Ensure that an activity log alert is created for Delete MySQL Database events 

50384 Ensure that an activity log alert is created for Delete PostgreSQL Database events 

 

Issues Fixed  
- We have temporarily removed the vulnerability count from CSV reports as it caused a 

500 code error during download attempts. 
- We fixed an issue where CloudView displayed incorrect count of Lambda functions as 

the provided layer ARN had less than 7 fields. Presently, layer ARNs with less than 7 
fields are recognized and accurate Lambda resources are displayed. 

- We have updated the control logic to support the new RDS CA certificate. 
- We fixed an issue where private ECR repositories were displayed as public due to 

CloudView searching for a missing policy. 
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