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Here’s what’s new in Qualys CloudView 1.25! 

Amazon Web Services 
New Controls for AWS Database Best Practices 
Policy New Controls for AWS Best Practices Policy 

Microsoft Azure 
New Controls for Azure Best Practices Policy 
Launching Azure User Defined Control with QFlow 

Qualys CloudView 1.25 brings you many more 
Improvements and updates! Learn more
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Amazon Web Services 
New Controls for AWS Database Best Practices Policy 
We have introduced the following new controls for AWS Database Best Practices Policy.  
 

CID  Service Resource Title 

507 DocumentDB
 
  

DocumentDB
  

Ensure encryption at rest is enabled for AWS 
DocumentDB clusters  

512 Neptune Neptune Ensure storage encryption is enabled for AWS 
Neptune cluster  

 
 
New Controls for AWS Best Practices Policy 
We have introduced the following new controls for AWS Best Practices Policy.  
 

 CID  Service Resource Title 
463 System 

Manager  
System 
Manager  

Ensure session logs for system manager are 
stored in only Encrypted Cloudwatch log groups 
or S3 Buckets  

466 ECS  ECS  Ensure transit encryption is enabled for EFS 
volumes in AWS ECS Task Definition  

472 SageMaker  SageMaker  Ensure ML storage volume attached to training 
jobs are encrypted with customer managed 
master key   

477 SageMaker  SageMaker  Ensure ML storage volume attached to 
Hyperparameter Tuning jobs (if configured) are 
encrypted with customer managed master key 
  

497 Elasticsearch Elasticsearch Ensure KMS customer managed keys are used 
for encryption for AWS ElasticSearch Domains
  

517 KMS KMS Ensure customer master key (CMK) is not 
disabled for AWS Key Management Service 
(KMS) 

529 Launch 
Configuration  

Launch 
Configuration  

Ensure detailed monitoring is enabled for AWS 
Launch Configuration  

 

Microsoft Azure 
New Controls for Azure Best Practices Policy 
 
We have introduced the following new controls for Azure Best Practices Policy.  
 

 CID  Service Resource Title 
50372 Access Control

  
Access 
Control
  

Ensure that a resource locking administrator role 
is available for each Azure subscription.  



 
 

Qualys CloudView Release Notes        3 

Launching Azure User Defined Control with QFlow 
You can create your own Azure custom control and associate it to a custom policy to be 
evaluated against the policy. 
 
Navigate to Policy > Control > Click Microsoft Azure 

 
 
Click Create Control 

 
Provide the basic details and customize the control as you need. You can also include QFlow in 
the control. Select from the list of QFlows that have CloudView Nodes added in them. 
Associate the Azure custom control to a user-defined policy to be evaluated for the custom 
policy.  

 

Issues Fixed In This Release 
We fixed an issue where the CloudView UI was showing a lower number of assets than existed in 
the AWS environment. 
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