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Here’s what's new in Qualys CloudView 1.17.3!

Secure Infrastructure as Code (Beta)

In the current continuous integration and continuous deployment (CICD) environment, the
scans are conducted on cloud resources after deployment. As a result, you secure the cloud
resources post-deployment. We are introducing Infrastructure as Code (I1aC) Security feature for
AWS Terraform. With the arrival of IaC scan, you can now secure your code (IaC) before it gets
deployed in the cloud environment.

The new Qualys IaC Security feature will help shifting security and compliance posture of cloud
security to left, allowing evaluation of cloud resource misconfigurations even before actual
deployment. Using this feature, cloud infrastructure teams can prevent misconfigurations before
it really happens.

The first step towards IaC security is triggering an [aC scan. In the current scenario, the scans
are executed after the cloud resources are deployed in the cloud environment. As a result, fixing
of misconfigurations happens post-deployment. However, using this feature, you can trigger the
scan on IaC (configuration file) before the cloud resources are deployed in the environment.
Once you trigger the scan, we will evaluate the configuration file (IaC) against pre-defined
controls.

IaC scanning works by uploading the template file or zip containing multiple files to CloudView,
either via our CLI or API. The template is processed, and the response returns a scan ID. The
returned scan id then can be used to fetch the scan report which provides the evaluation results
giving you a clear picture of the misconfigurations (if any) that need to be fixed to secure your
code before the actual deployment.

You can scan the templates either through CLI commands or using APIs:
Scanning Template Files Using CLI

Scanning Template Files Using API

Template Support

This Qualys IaC Security version supports the following template files:

- AWS, Azure, and GCP Terraform Templates

- AWS, Azure, and GCP Terraform Plan

- AWS Cloudformation Template

- Compressed Template File Formats
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Scanning Template Files Using CLI

Qualys provides a IaC scanning CLI that can be installed on any machine having python3. Qualys
IaC Security CLI is based on Python PIP Platform.

For complete details, refer to the Secure IaC section in CloudView User Guide.

Scanning Template Files Using API

Qualys has introduced a new API to launch the [aC scan and fetch the scan results and scan
lists.

1) Trigger IaC Scan (POST)

2) Get Scan Results (GET)

3) Get List of Scans (GET)

For complete details, refer to CloudView 1.17.3 API Release Notes.
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https://www.qualys.com/docs/qualys-cloud-view-user-guide.pdf
https://www.qualys.com/docs/qualys-cloudview-api-user-guide.pdf
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