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Here's what's new in Qualys CloudView 1.10.0!

Generate Reports for Microsoft Azure and Google Cloud Platform
Generate Report Using APIs

Enhanced Support for Mandates

Qualys CloudView 1.10 brings you many more
Improvements and updates! Learn more
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Common Feature

Generate Reports for Microsoft Azure and Google Cloud Platform

We now support generation of reports for Microsoft Azure as well as Google Cloud Platform
(GCP) cloud providers. You can now configure a report template and generate mandate and
policy based reports to get the complete picture of the compliance posture of your Microsoft
Azure subscriptions as well as GCP projects.

Report Template and Reports

Create a custom template for the reports by telling us the settings. The report templates
are saved and available to you. Every time you want to view the report, just select
Run Report from the quick actions menu.

You can edit the report template to reconfigure or change the report settings. Depending on the
criteria you define in the report template, you could generate two types of reports: Mandate
Report and Policy Report.

Mandate Report

Mandates are regulatory requirements, best practice standards or compliance frameworks
designed by Security/business driven certification communities and/or government
bodies.

Launch the Mandate Based Report to view the compliance posture of the organization
against selected Mandates. This allows you to choose any one mandate you have to comply with
and get a view of compliance posture in terms of their selected policies.

The reports are meant only for viewing and currently, we do not support saving, downloading or
publishing the reports.

Policy Report

Policies are set of controls. We provide ability to generate policy-specific compliance report.

You could generate the policy-based report by selecting appropriate policy and the connectors to
be evaluated for compliance posture.

Generate Report Using APIs

We have now enhanced our Report APIs to support reporting for Microsoft Azure as well as
Google Cloud Platform (GCP) cloud providers. For detailed information, refer to CloudView 1.10
API Release Notes.

Enhanced Support for Mandates

We have now added support for 22 new mandates in this release. You can choose among the list
of mandates when you generate mandate report.

List of Mandates

e (IS Critical Security Controls (Top 5)

CIS Critical Security Controls (Top 20)

NIST Cyber Security Framework (CSF)

e Criminal Justice Information Services (CJIS) Security Policy

Qualys CloudView Release Notes 2


https://www.qualys.com/docs/release-notes/qualys-cloudview-1.10-api-release-notes.pdf
https://www.qualys.com/docs/release-notes/qualys-cloudview-1.10-api-release-notes.pdf

e IRS Publication 1075

e Minimum Acceptable Risk Standards for Exchanges (MARS-E)

e APRA Prudential Practice Guide (PPG): CPG 234 - Management of Security Risk in
Information and Information Technology

e Health Insurance Portability and Accountability (HIPAA) Security Rule

e The Australian Signals Directorate - The Essential 8 Strategies (ASD 8)

e NERC Critical Infrastructure Protection (CIP)

e ANSSI 40 Essential Measures for a Healthy Network

e SWIFT Customer Security Controls Framework - Customer Security Programme

e Reserve Bank of India (RBI) - Baseline Cyber Security and Resilience Requirements (Annex
1)

e NCSC Basic Cyber Security Controls (BCSC)

e NESA UAE Information Assurance Standards (IAS)

e NIST 800-171 (Special Publication)

e Sarbanes-Oxley Act: IT Security

e Federal Risk and Authorization Management Program (FedRAMP M) - Moderate Security
Baseline

e General Data Protection Regulation (GDPR)

e IRDAI Guidelines On Information and Cyber Security for Insurers

e Federal Risk and Authorization Management Program (FedRAMP H) - High Security
Baseline

Issue addressed in this release

When viewing the "Regions Monitored" map in the "Connector Summary" page for
AWS/GCP/Azure, some cities were incorrectly plotted on map. We have now updated the co-
ordinates to correctly plot the cities on map.
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