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View Policy Compliance Summary in Asset Details

You can now view all your Policy Compliance Summary for an asset in the new Compliance tab. Here
you can see the compliance policies this asset is associated with and how the policies are doing in terms

of secure configuration controls on this asset.

Simply navigate to Assets tab, select an asset
and click View Asset Details. Locate the
Compliance tab to view a detailed
compliance summary for that asset.

View Mode
Asset Summary
Open Ports
Installed Software

Vulnerabilities

Close

ThreatPROTECT RTls

Compliance Summary
Policy Name: il Polich

Control Instances
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Export Dashboards and Widgets

Widgets and dashboard configurations are now exportable to a file in a json format, allowing you to share

them between accounts or within the Qualys community.

While exporting you can choose to include values for these search queries: name, netbiosName,
tags.name, interface.*, account.username, and connectors.connector.name. Keep in mind if you choose to
include the values are sanitized in the exported file since this information is considered potentially

sensitive.

Dashboard  Assets  Templates

SOFTWARE DISTRIBUTION
Asset Overview -~

Configure Dashboard
{RATINC
Set as Default Dashboard
Create Template from this Dashboard ‘

Create New Dashboard
Delete this Dashboard

Print Dashboard

Export this Dashboard

Import New Dashboard
Import New Widget
0 ||

Windows Linux 2 4-
2003... 26/...

json format.
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Configure Widget

Refresh Widget

Export this Widget

3 Remove Widget

Enterprise Server Service Pack1 2

s 2000 Service Pack 34 2

Create Template from this Widget

Similarly, you can import dashboards and widgets by importing files in




Choose Sorting Method in Dashboard Widgets

Using the new Sort by and Sort direction dropdown, organize information displayed in widgets by count
or by tag name as well as in ascending or descending order.

Simply edit an existing widget or create a new Table, Bars, or Pie type of widget and from Sort by and
Sort direction drop-downs select the sorting order.

Edit Dynamic Widget ®
Select data for your widget using the form below S Customize the way that your widget looks
01 ¥ ’
== IIIl " ;
0
Count Table Bars Pie -
Widget Title -
20
Asset Distribution by Operating System
Query e
Type your query 10
Categories - .
operatingSystem 23 0
Windo Linux Windo MacO Windo Windo Windo Linux Solarie
/ot by 00 24 XF X 200 2012 200 2 B
count ¥ Extras
Sort direction Show Legend # Show Labels
\Deszeﬂdmg v
Limit to Layout
ToP 10 = ® Vertical Columns Horizontal Bars
Filters
Add one or more filters to narrow down your results for the selected group.
Add fiter
Cancel Save

Apply Tags to Multiple Assets

You can now apply tags to multiple assets from the assets list at one go. Simply, select the assets you
want to tag and from the Actions menu click Add Tags. At a time you can tag up to 10,000 assets.

The selected tag is applied to all the Group asse by =
chosen Assets and can be viewed in o E—
the Tags column in the Asset List. _
AckeNclAzsets J.apatch.ad.vul ¥ Windows XP 54 bit Edition Service Pack 1 —
5p2-64-26-98.pa...

Whlle applylng tags’ dynamlc tags are l A Linux 2.4-2.6/Embedded Device / F5 Net... —
not displayed as such tags cannot be Clearselctons
bulk assigned to assets. to2ns 5 tnwanas B

O 102465-1460 &% Microsoft Windows 10 Enterprise 10.0.105 [ pc | col

Qualys Cloud Suite Release Notes




ThreatPROTECT

Create Widget from ThreatPROTECT Feed

You can now easily create a dashboard widget from a live ThreatPROTECT feed.

Simply click —— in the top right corner of the
desired live feed and select Create a widget.

The new widget is then added to your
Dashboard.
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ThreatPROTECT v

Dashbecard Feed  Assets  Ceonfiguration

@© LiveFeed Lot updatcd = minute 2o

Saved Searches ~

Search for threat news feeds

HIGH RATED FEED 86

HicH May Mark as favorite

WannaCry Ransomware Anal

: Live Threat Intelligence Feed In our previous post
- we have seen how the the initial WannaCry
# .= executable configures the target system and..

60




Cloud Agent

Cloud Agent AIX beta

Portal support for beta release of Cloud Agent supporting AIX 6.1, 7.x POWER architectures
- for invitation only, contact your Technical Account Manager to join the beta program

O QUALYS
Install Agents x

A few things to know before you install agents

Give your key a name and add tags to easily find agents installed using this key. We'll associate the tags to the agent

hosts._

Activation Key - - -— - —_— a
Key Type Unlimited key
Total Count in use 0

Installation Requirements

HE | Windows Windows Client Versions

u (-exe) Windows Server Versions Install instructions

Red Hat Enterprise Linux
CentOS

i Fedora Install instructions
A e OpenSUSE
-pm) SUSE
Amazon Linux
Oracle Enterprise Linux

Linux Debian

(a (-deb) Ubuntu Install instructions
¢
M
S (.palsg) o8k Install instructions
'E.‘ ,‘a AlX IBM AIX
4 (.rpm) Install instructions

s
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m Security Assessment Questionnaire

Pre-populate Previously Answered Questionnaire

Send pre-populated questionnaires to a user who has in the past answered the same questionnaire.
Answers to the questions provided earlier by the user are displayed in the questionnaire and the user can
change the answers or can keep them as is.

Lyl creaing a campon
choose the users you want to

Below is a list of users who will be invited to participate. When the REQUIRED FIELDS

send the questionnaire to. From Step 3 of 5 sampaionsiars, hey vl rcelve an invion <mal

the Actions menu select Assign 1 Compaign Detils o TECIPENS AT T
Previously Answered to view h . I8 pacel 1ot P
the IISt Of users WhO can be sent o Recipients < Vendor Title Questionnaire Type
pre-populated questionnaire. Ao oo« -

Users having questionnaire type | PR rianiegaece) A
New are always sent only blank e seriey (@) 02 e e
questionnaires. Only users - setaneem : -

having the Previously Answered

guestionnaire type can be sent a

new or a pre-populated

guestionnaire.

Set Notifications and Reminders

Now you can send notification mails to remind users about questionnaires assigned to them.

Simply create a new campaign and in

the Notificatlons Sectlon, Speclfy When, Set notifications and reminders for your campaign ('} REQUIRED FIELDS|
Step 4 of 5

how often, and at what stages of the L Reminder Notifications

campaign the notification mails should
be sent to the user.

2 Workflows
@I Reminder Notifications

3 Recipients

© totiications

5 Review And Confirm

Start notification after 1

L S S N

Send reminders after every 1 |day(s)

Due date Notifications

@ Due Date Notifications

Start notification before 1

Send remainders after every |1

©Overdue Nofifications

@ Overdue Notifications

Send notfication after every |1 | day(s)

Stop notifications after 1 |day(s) of due date

Cancel Previous
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m Web Application Scanning

Enhanced Tag Selection

We have enhanced our asset tag selection option to give you more ways to choose assets for your scans
and reports. Now you can choose to

- Include or exclude assets associated with selected tags

- Match assets associated with Any or All selected tags

Launch New WAS Discovery Scan Turn helptips: On | OFF Launchhelp %

Scans

Name your scan and configure target to be assessed

Step 1 of 3
P . emmeee | Let’s launch a scan, for example
Scon tame™ Wieb Appicaton Dscovery Scan - 2017-16-23 discovery scan. The target for the
2 Scan Settings -
scan includes all the web
Sean Target applications which have All of

T"N:sr::: web applications you war:tc;::n for security risks. Choi)-se web application tags the Selected tags: ParentTag,

« Include web applications that have AII @onhetags he\ouj’,-“. Brl:SineSS Unlilts anld glOUdbAgent.
A [ rarentreg Business Units -i”--.. et Lo Select | Create | Remove Al The scan will exclude we
ny e, L. -t - -
applications that have at least

S B-Exclude web applications thathave | All |+ | ofthe tags below. i

:.". webapp2 x | [ iebapp1 Select | Create | Remove Al Q/n{)g\ne gf thsvset:ECtef ttag

ebApp2 or Webapp1 tag.

Tell us to include
or exclude web
applications from
the scan

Rep 0 rtS Report Creation Turn help tips: On | Y
Similarly, when you generate Step 2 of 2 Select target of your report

report, let us include assets tagged n Ny

with Webapp1 tag and exclude all 0 coctmge New option
the assets with Webapp2 tag from include web appicaton that v [ Al @

the report. (o g oo S

Exclude web applications that have | all Ab" of the tags below.

WebApp2 Select | Create | Remove Al

The selections you make are
reflected in the report your
generate.

—— — y ——

@ QUALYS

Web Application Scanning v

Dashboard ~ Web Applications  Scans Burp  Reports  Configuration  KnowledgeBase

l.lll Report Management Reports  Schedules Templates RUESEMIIEIMEEGIEEN Defaults
Web Application Report

Each targeted web application is listed with the total number of detected vulnerabilities and sensitive content.

Included Tags Anv:l WebApp1

Excluded Tags ALL: | WebApp2 Tag selection is reflected in the report

Web Applications WebApp1
WebApp2

Hew, Active, Re-Opened

Do not include ignored findings, Include patchedndings

The enhanced tag selection option is available when you launch a scan, create or edit a scan schedule,
generate or schedule a Scorecard report or Web application report.
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Web Application Firewall

Custom Response Pages

You can now display a custom message to the user if your security policy blocks a particular section or a
page on your web site. Instead of the default WAF error page, you can now choose to display a custom
page.

To create a custom response page, simply go to Web Applications > Custom Response Pages and click
the New Custom Response Page button.

@ QUALYS' ENTERPRISE

Web Application Firewall v

Dashboard  Events  Web Applications  Security ~ WAF Appliances

Web Applications Web Applications = Web Servers ~ Healthchecks = SSL Certificates = QTSN ER ISR 2T

Search for custom response pages by entering properties
| New Custom Response Page
] Name Last Update Date

In the Custom Response Page Creation wizard, provide a name and add tags to your custom response
page. Then in the Configuration panel’s Response Page Body, paste your response in HTML format.

Edit Mode Custom Response Page configuration
Custom Response Page Custom Response Page Details (") REQUIRED FIELDS
petalls HTML response

Response Page Body* <idoctype html> s

" <html> goes here
Configuration <head> &

<meta charset="UTF-8"> :
<title>Access Denied</title> ¥
<fhead>

<style type="text/css">.a{font-
family:"Lucida Grande","Lucida Sans
Unicode”,"Lucida Sans”,"DejaVu
Sans",Verdana,sans-serif;font-
size:15px;color:#3a3a3a;padding-
top:60px;padding-
right:30px;padding-
left:30px;padding-
bottom:20px;height:400px;border:3
px solid
#e2ede7;top:140px;background- =

Action Log

This custom response can now be reused for multiple web applications and appliance clusters.
Simply select your custom response page in the Web application wizard, and the WAF cluster wizard.
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Web application wizard — Custom Response

In the Security panel of the Web application wizard, select the Action as Block with Custom Response,
and then select your custom response from the Custom Response Page dropdown.

Step 3 of 6 Configure policies for your web application
1 Asset Details »  Security Policy (*) REQUIRED FIELDS)|
S Select the combination of protocol profiles and security templates that protect the application
2  Application v -
Action* Block with Custom Response ¥
o Security v
Custom Response Page
4  WAF Clusters Please select a custom response page Thd Create
Policy*
Comments o
Please select a policy Thd Create
Review And Confirm HTTP Profile*
Please select a protocol v Create

Custom Rules

Click Edit to modify the Custom Response Page, or click Create to add a new Custom Response Page.

WAF Cluster wizard — Custom Response

Similarly, you can choose to display a custom response page whenever a request cannot be routed to your
origin server.

Step 2 of 3
1 Cluster Details v
onfi 0 instead be a re
e Configuration ) or 302). Learn more

Change error response behavior

3 Review And Confirm

e (HTTP status code 404) is returned. The options below
o a known working page even on external server using a r
HTTF
Action® Custom Response v
Custom Response
Page
Please select a custom response page A4 Create

Add weights to Web servers in a pool

You can use weights for WAF to distribute the request load to various servers in the Web Server Pool.
Consider a pool consisting of four origin servers with the weights 1, 2, 3 and 3. The total weights
assigned to all servers is 9. WAF distributes 1/9" of total load to sever 1, then 2/9™ of total load to server
2, and so on.

To specify weights, while creating a server pool, simply add the weight (number) beside the server
address. You can add weights to your existing pool as well. Default is 1. Maximum allowed value is 256.
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Web Servers Creation Turn help tips: On | Off Launchhelp X

Step 2 of 3 Web Servers configuration
1 Web Servers Details Application Servers ) REQUIRED FIELDS
_ . Here you define the server-side properties.Select a port, protocol (hitp or hitps), and a list of servers along with a load-
o Configuration 4 balancing method
i Port*
3 Review And Confirm -

Protocol HTTPS

Add the server weight

here. Default is 1.
Web Servers

Fill with your web servers' addresses and their weight
http:il Type address + Enter 1
No address entered

Load-balancing

roundrobin e

View server healthcheck status by appliance

You can now view the healthcheck status for all servers covered by an appliance. Server healthcheck
information is grouped by each Web application that the appliance monitors.

The following healthcheck information is displayed for each server:
- Server host name, server port, and server status (UP / DOWN / No check),
- Healthcheck message, healthcheck return code (200 for success), and healthcheck status (L70K
for success, LACON for failure).

@ QUALYS' ENTERPRISE

Web Application Firewall v Help w Qualys User w Log Out

Dashboard ~ Events ~ Web Applications ~ Security =~ WAF Appliances

WAF Appliances VA0 \WAF Appliances

Search for WAF appliances by entering properties. Show Graphs
[ New WWAF Applianca 1-10f1 v
Name Cluster Appliance Version Appliance Update Date Appliance Config Update Date ~  Details
@® waf.waf-prod.dev.docker.qualys.com Cluster 135 06 Jun 2017 07 Jun 2017 CBB603CF-FB7B-4D98-AB7E-5DED302527E5S
June 06, 2017 & days ago ¢ Healthchecks ™

webApp-InBlockMode
89570403-12cd-47ca-b497-631dT4d9ca21

192.168.24.140

Healthcheck info for w
servers covered by this "7 no chesk
appliance - )

siteThree.
50aB9a46-3373-4513-bcB2-b57dedcadded

1044.476.73

1980

up

HTTP status check returned code <200>
200

L70K.

webappin-monitorMode
bdd5e122-d2ec-4267-b257-efbdcd14e821

192.168.24.140
. /
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Appliance View improvements

The WAF Appliances tab now provides more information for each appliance in the appliances table.

® Quawvs

Web Application Firewall v

Dashboard  Events  Web Applications  Security =~ WAF Appliances

WAF Appliances WAF Clusters WAF Appliances

Search for WAF appliances by entering properties

New WAF Appliance

Name Cluster Appliance Version Appliance Update Date Appliance Config Update Date ~
IR .
@ localhost.localdom Outdated Vers'°nqu.faf4.p03.eng i 1.3.5 31 May 2017 16 Jun 2017
Latest version™"" [=
@® localhost.localdom gwaf4.p03.eng 1.3.6 - 16 Jun 2017

The Name column now shows the appliance host name instead of the appliance UUID. However, once
you register an appliance, you may see the appliance UUID for a short while until the Cloud Platform gets
the host name from the host asset.

The following new columns are added to the table:

Appliance Version

Displays the version number of the WAF appliance. An outdated version is indicated by
To upgrade a WAF appliance to the latest version, simply go to WAF Appliances > WAF Clusters, and
then select Upgrade from the cluster’s Quick Actions menu.

Appliance Update Date
The date on which the appliance was last updated.

Appliance Config Update Date
The latest date on which the Web Application and other configurations were pushed to the cluster. This

column also displays the deployment status of Web Application and other configurations being pushed to
the cluster. The absence of a status icon depicts deployment success. Deployment status could be:

. In Progress : Deployment of Web application on cluster is in progress
© Pending : Deployment of Web application is pending

Partial deployment: Deployment failed on atleast one cluster or appliance assigned to the Web
application

A Deployment failure: The Web application or configurations haven’t got deployed to any of the
clusters or appliances assigned to the Web application
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® Unused : Web application is not deployed on any WAF cluster, or the Web application is deployed on
a cluster having no appliances registered to it.

Web Applications View improvements

The WAF Applications tab now provides more information in the form of status icons for each
application in the Web applications table.

Web Applications Web Applications  [RRIEEEERVES Healthchecks SSL Certificates Custom Response Pages

Search for web applications by entering properties. Show Graphs
Poli d Web App / config
_ — olicy mode:
| New veb Appiication h y L B deployment status 1-200731 E X%
" Blocking / Monitoring :
. Healthcheck status E g ) i §
[ Name I Policy Threat Level (Last 24h) Last Update Date ~  Details View | Edit
- waf-site37.eng.qualys.com test
[[] @ wasTestToProvisionForWAF @ Standard Policy - 15 Jun 2017
o by suneetha ro 3402867
[¥] @ waf-site37.eng.qualys.com test & nportal2.20RcTest [ HIGH | 15 Jun 2017
nttp://waf-site37.eng.qualys.com e OSSR SRS e 15.Jun 2017 5:08AM GMT+0530
suneetha routhu (quays_Sr60)
[T] &) WAS-SSLSite - @ Copy of portal2.24Regres... - 10 Jun 2017 qwaf7 p03 eng qualys.com
ttp://WAS-SSLSite Blocking mode: WAF will block events based on your SIS DL A -
security policy settings.
[[] = webApp-2.27CodeWith@.285QL @ Copy of Copy of Copy of p - ® 08Jun 2017 THES
] » perf_cluster-<serip j)</seript>12 f_cluster<... & Copy of Copy of Copy of p - e 08Jun2017 EVENT STATISTICS
[[] . webAppWithLOGMODE $ Copy of Copy of Copy of p... - e 08Jun2017
(W .

WebAppWithCustoPage-123 @ Copy of Copy of Copy of p -

08 Jun 2017
Hovering over a status icon shows information about what the icon depicts.

The Name column displays the healthcheck status beside the Web application name. Heathcheck status
could be:

® Up : All servers assigned to the Web application are up and running
® Down : All servers assigned to the Web application are down

Degraded : Atleast one server assigned to the Web application is down

® Unused : Web application is not deployed on any WAF cluster, or the Web application is deployed on
a cluster having no appliances registered to it.

The Policy column displays the policy mode beside the policy name. Policy mode could be:
= Blocking mode : Enforcing any blocking settings present in the policy

S Monitoring mode : Only monitoring events for the Web application
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The last update date column displays the deployment status of Web Application and other configurations
being pushed to the cluster. The absence of a status icon depicts deployment success. Deployment status
could be:

*In Progress : Deployment of Web application on cluster is in progress
Pending : Deployment of Web application is pending

Partial deployment: Deployment failed on atleast one cluster or appliance assigned to the Web
application

A Deployment failure: The Web application or configurations haven’t got deployed to any of the
clusters or appliances assigned to the Web application

Unused : Web application is not deployed on any WAF cluster, or the Web application is deployed on
a cluster having no appliances registered to it.
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Issues addressed in this release

Qualys Cloud Suite 2.28 brings you many more improvements and updates.

AssetView

ThreatPROTECT

Sorting of dashboard table widgets with the "List Assets" mode on, now works properly.
List of vulnerabilities is now displayed accurately for all filters in View Details.

The Operating System column is now sorted accurately for Sort by and Group by filters.
Now the Connectors tab loads correctly every time the is opened.

Now all widgets will be refreshed every time you switch to your Dashboard.

While creating table type widget, now data is accurately displayed for any column you choose to
display.

The Trending chart is now plotted correctly with "Today's" data appearing at the rightmost of the
chart.

Now while creating a widget in table form, all the selected columns are displayed correctly.

Now in the Show Assets view of the connector, only the latest assets discovered by the connector
are displayed. Mouse over on the Asset Count status bar will show the user a count of instances
discovered in latest run and instances discovered historically across all runs. This information is
shown only when the two counts do not match.

When editing an existing tag rule the parent tag is no more reset to root.

Now the entire list of tags is shown when the logged-in user is either has a Manager role or role
with "Access all" permission and the "in scope™ filter is checked.

Assets are now listed accurately after clicking on "Assets With Patchable Vulnerabilities Aged 30
Days" widget.

ThreatPROTECT

The layout and style of the threat feed widget menu is now displayed properly.

While creating table type widget, now data is accurately displayed for any column you choose to
display.

In case no tags are selected or the configured filter resolves to zero assets, then a button is
displayed on all screens which will redirect you to the configuration tab for asset correlation.

TP Feed List help overlay is now displayed only once and is now dismissed on a single click.
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Security Assessment Questionnaire

The Delegate link on a section is appropriately disabled once a campaign is marked complete.

Appropriate Ul text is now displayed to reflect the Delegate functionality.

Cloud Agent

You can now install the cloud agent on AIX. You should get AlX enabled in your Qualys
subscription before you can see it on the Installation Requirements screen on the Qualys Cloud
Platform UI.

Previously, the Summary on the Activation Job Progress screen for activating modules on cloud
agent displayed "none". This is fixed, and now the summary displays the appropriate in-progress
information.

Updated the Cloud Agent supported OS and version list to state PC is supported for Windows 10,
Windows Server 2008/R2, Windows Server 2016.

Updated the Cloud Agent Platform Availability Matrix to reflect supported Windows OS
versions.

Web Application Scanning

We now provide a bigger size text box when you define "Explicit URLs to Crawl/REST Path and
Parameters/SOAP WDSL location" for a web application.

We now only allow manual refresh of scan schedule list and have stopped auto-refresh for the
same.

When you select a schedule, the preview section now displays the correct targets (web
applications) of the scheduled scan.

We have now fixed an issue in APl when external scanner appliance was used so that the
response now correctly displays the external scanner details.

The Scan Report for WAS scan (with Service Error status) is now generated without any errors.

The downloaded reports for WAS scan (with Service Error status) now show Vulnerabilities
results.
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