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WAS - Generating Reports using templates

WAS - Generating Reports using templates

With our new Reporttemplate API, you can search for existing templates as well as get
the details of an existing template. You can also use templates to generate reports through
API, such as web application report, scan report, catalog report, and scorecard report.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/search/was/
reporttemplate
Method allowed: POST

Search Report Template
New XSD: Reporttemplate XSD

You can search for templates by using different filters for template ID, template name or
type of report.

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 3.0/ search/was/reporttenpl ate" <
file.xm

Note: “file.xm” contains the request POST dat a.

Request POST Data (file.xml):

<Servi ceRequest >
<filters>
<Criteria field="id" operator="EQALS"'>876048</Criteria>
</[filters>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schema- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conif qps/ xsd/ 3. 0/
was/ reporttenpl ate. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Report Tenpl at e>
<i d>876048</i d>
<nanme><! [ CDATA[ Wb Application Report]]></nane>
<description>
<! [ CDATA[ Each targeted web application is listed with the
total nunber of detected vulnerabilities and sensitive content.]]>

Qualys Cloud Suite API Release Notes 2



WAS - Generating Reports using templates

</ descri ption>
<owner >
<i d>23220145</i d>
<user nanme>user name</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Nane>
<l ast Nanme><! [ CDATA[ Smi t h]] ></ | ast Nane>
</ owner >
<t ype>WAS_WEBAPP_REPCRT</t ype>
<creationDat e>2017- 04- 11T09: 29: 23Z</ cr eat i onDat e>
<t ags>
<count >0</ count >
</tags>
<config>
<webAppRepor t Tenpl at e>
<di spl ay>
<cont ent s>
<WebAppReport Cont ent >DESCRI PTI ON</ WebAppRepor t Cont ent >
<WebAppRepor t Cont ent >SUMVARY</ WebAppRepor t Cont ent >
<WebAppRepor t Cont ent >GRAPHS</ WebAppRepor t Cont ent >
<WebAppRepor t Cont ent >RESULTS</ WebAppRepor t Cont ent >
<WebAppReport Cont ent >I NDI VI DUAL_RECORDS</ WebAppRepor t Cont ent >
<WebAppRepor t Cont ent >RECORD_DETAI LS</ WebAppRepor t Cont ent >
<WebAppRepor t Cont ent >APPENDI X</ WebAppRepor t Cont ent >
</ cont ent s>
<gr aphs>
<WebAppRepor t G aph>VULNERABI LI TI ES_BY_SEVERI TY</ WebAppRepor t G aph>
<WebAppRepor t G aph>VULNERABI LI TI ES_BY_STATUS</ WebAppRepor t G aph>
<WebAppRepor t G aph>VULNERABI LI TI ES_BY_GROUP</ WebAppRepor t G aph>
<WebAppRepor t G aph>VULNERABI LI TI ES_BY_OWASP</ WebAppRepor t Gr aph>
</ graphs>
<gr oups>
<WebAppRepor t G oup>WEBAPP</ \ebAppRepor t G oup>
<WbAppRepor t G oup>CATEGCORY</ WebAppReport G oup>
<WebAppRepor t G oup>CROUP</ WebAppReport G oup>
<WebAppRepor t G oup>Q D</ WebAppRepor t G oup>
</ groups>
<opti ons>
<rawlLevel s>t rue</rawLevel s>
</ options>
</ di spl ay>
<filters>
<i ncl udedSear chlLi sts/>
<excl udedSear chLi sts/ >
<url| ><![ CDATA[ nul | ] ] ></ur| >
<st at us>
<WebAppFi ndi ngSt at us>NEW/ WebAppFi ndi ngSt at us>
<WebAppFi ndi ngSt at us>ACTI VE</ WebAppFi ndi ngSt at us>
<WebAppFi ndi ngSt at us>REOPENED</ WebAppFi ndi ngSt at us>
</ st at us>
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<renedi ati on>
<showPat ched>SHOW BOTH</ showPat ched>
<show gnor ed>SHOW NONE</ showl gnor ed>
<i gnor edReasons>
<l gnor edReason>NOT_APPL| CABLE</ | gnor edReason>
<l gnor edReason>FALSE_PCSI Tl VE</ | gnor edReason>
<l gnor edReason>RlI SK_ACCEPTED</ | gnor edReason>
</i gnor edReasons>
</renedi ati on>
</filters>
</ webAppReport Tenpl at e>
</ confi g>
</ Report Tenpl at e>
</ dat a>
</ Servi ceResponse>

Get Report Template
New XSD: Reporttemplate XSD

We can view the report template by specifying the template ID.

API Request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys. conigps/rest/ 3.0/ get/was/reporttenpl ate/ 876048"

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. coni qps/ xsd/ 3. 0/
was/ reporttenpl ate. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Report Tenpl at e>
<i d>876048</ i d>
<name><! [ CDATA[ Wb Application Report]]></nane>
<descri pti on>
<! [ CDATA[ Each targeted web application is listed with the
total number of detected vulnerabilities and sensitive content.]]>
</ descri pti on>
<owner >
<i d>23220145</i d>
<user nanme>j ohn_doe</ user name>
<first Name><! [ CDATA[ John]] ></first Nane>
<l ast Name><! [ CDATA[ Doe] ] ></ | ast Nanme>
</ owner >
<t ype>WAS_WEBAPP_REPORT</ t ype>
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<creationDat e>2017- 04- 11T09: 29: 23Z</ cr eat i onDat e>
<t ags>
<count >0</ count >
</tags>
<config>
<webAppRepor t Tenpl at e>
<di spl ay>
<cont ent s>
<WebAppRepor t Cont ent >DESCRI PTI ON</ WebAppRepor t Cont ent >
<WebAppRepor t Cont ent >SUMVARY</ WebAppRepor t Cont ent >
<WebAppRepor t Cont ent >GRAPHS</ WebAppReport Cont ent >
<WebAppRepor t Cont ent >RESULTS</ WebAppReport Cont ent >
<WebAppReport Cont ent >I NDI VI DUAL_RECORDS</ WebAppRepor t Cont ent >
<WebAppRepor t Cont ent >RECORD_DETAI LS</ WebAppReport Cont ent >
<WebAppRepor t Cont ent >APPENDI X</ WebAppRepor t Cont ent >
</ content s>
<gr aphs>
<WebAppReport G aph>VULNERABI LI TI ES_BY_SEVERI TY</ WebAppRepor t G- aph>
<WebAppReport G aph>VULNERABI LI TI ES_BY_STATUS</ WebAppRepor t G aph>
<WebAppRepor t G aph>VULNERABI LI TI ES_BY_GROUP</ WebAppRepor t G aph>
<WebAppRepor t G aph>VULNERABI LI TI ES_BY_OWASP</ WebAppRepor t G aph>
</ graphs>
<gr oups>
<WebAppRepor t G oup>WEBAPP</ WebAppRepor t Gr oup>
<WebAppRepor t G oup>CATEGORY</ WebAppRepor t G- oup>
<WbAppRepor t G oup>CROUP</ WebAppReport G oup>
<WebAppRepor t G oup>Q D</ WebAppRepor t G oup>
</ groups>
<opti ons>
<rawLevel s>true</rawLevel s>
</ options>
</ di spl ay>
<filters>
<i ncl udedSear chlLi st s/ >
<excl udedSear chlLi sts/ >
<url ><![ CDATA[ nul | ] ] ></url >
<st at us>
<WebAppFi ndi ngSt at us>NEW/ WebAppFi ndi ngSt at us>
<WebAppFi ndi ngSt at us>ACTI VE</ WebAppFi ndi ngSt at us>
<WebAppFi ndi ngSt at us>REOPENED</ WebAppFi ndi ngSt at us>
</ status>
<renedi ati on>
<showPat ched>SHOW BOTH</ showPat ched>
<show gnor ed>SHOW NONE</ showl gnor ed>
<i gnor edReasons>
<l gnor edReason>NOT_APPLI| CABLE</ | gnor edReason>
<l gnor edReason>FALSE_PQCSI Tl VE</ | gnor edReason>
<| gnor edReason>RI SK_ACCEPTED</ | gnor edReason>
</i gnor edReasons>
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</remedi ati on>
</filters>
</ webAppReport Tenpl at e>
</ config>
</ Report Tenpl at e>
</ dat a>
</ Servi ceResponse>

Count WebApp Report
New XSD: Reporttemplate XSD

Returns the total number of report templates in the user’s scope. Input elements are
optional and are used to filter the number of templates included in the count.

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qualys. conlgps/rest/ 3.0/ count/was/reporttenplate" <
file.xm

Note: “file.xm” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<filters>
<Criteria field="id" operator="EQALS">1234</Criteria>
</[filters>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. coni qps/ xsd/ 3. 0/
was/ reporttenpl ate. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >6</ count >
</ Servi ceResponse>

WebApp Report

Let’s generate a web application report in PDF format using a specific template
(identified by its template ID).

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @
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"https://qual ysapi.qualys.conigps/rest/3.0/create/was/report/" < file.xm
Note: “file.xm” contains the request POST data.

Request POST Data (file.xml):

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<Report >
<nanme>Web_App_Report </ nane>
<descri pti on><![ CDATA[ A web application report]]></description>
<t ype>WAS_WEBAPP_REPCRT</t ype>
<f or mat >PDF</ f or nat >

<config>
<webAppReport >
<t arget >
<t ags>
<i ncl uded>
<opti on>ALL</ opti on>
<t agLi st >
<Tag>
<i d>12001856</i d>
</ Tag>
</tagLi st>
</i ncl uded>
<excl uded>
<opt i on>ANY</ opti on>
<t agLi st >
<Tag>
<i d>12001856</i d>
</ Tag>
</t agLi st>
</ excl uded>
</tags>
</target>
</ webAppReport >
</ config>
<t enpl at e>

<i d>876048</i d>
</tenpl at e>
</ Report >
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. conif qps/ xsd/ 3. 0/
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was/ report.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Report >
<i d>973056</i d>
</ Report >
</ dat a>
</ Servi ceResponse>

Scan Report

Let’s generate a scan report in PDF format using a specific template (identified by its
template ID).

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conigps/rest/3.0/create/was/report/" < file.xmnl
Note: “file.xm” contains the request POST data.

Request POST Data (file.xml) :

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<Report >
<name><! [ CDATA[ Scan Report for Servers]]></nanme>
<f or mat >PDF</ f or mat >
<tenpl at e>
<i d>876049</i d>
</tenpl ate>
<config>
<scanReport >
<t arget >
<scans>
<WasScan>
<i d>2252466</i d>
</ WasScan>
</ scans>
</target>
</ scanReport >
</ config>
</ Report >
</ dat a>
</ Servi ceRequest >
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XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenmaLocati on="htt ps://qual ysapi . qual ys. conif qps/ xsd/ 3. 0/
was/ report.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Report >
<i d>973057</i d>
</ Report >
</ dat a>
</ Servi ceResponse>

Catalog Report

Let’s generate a catalog report in PDF format using a specific template (identified by its
template ID).

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qualys.conigps/rest/3.0/create/was/report/" < file.xm
Note: “file.xm” contains the request POST data.

Request POST Data (file.xml) :

<?xm version="1.0" encodi ng="UTF-8""?>
<Servi ceRequest >

<dat a>
<Report >
<name><! [ CDATA[ Cat al og Report for Servers]]></name>
<descri pti on><! [ CDATA[ A sinpl e catal og report]]></description>
<f or mat >PDF</ f or nat >
<tenpl at e>
<i d>876050</i d>
</tenpl at e>
</ Report >
</ dat a>

</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conif qps/ xsd/ 3. 0/
was/ report.xsd">

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >
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<dat a>
<Report >
<i d>973058</i d>
</ Report >
</ dat a>
</ Servi ceResponse>

Scorecard Report

Let’s generate a scorecard report in HTML format using a specific template (identified by
its template ID).

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qualys.conigps/rest/3.0/create/was/report/" < file.xm
Note: “file.xm” contains the request POST data.

Request POST Data (file.xml):

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<Report >
<nanme>Report _08</ nanme>
<descri pti on><! [ CDATA[ A scorecard report]]></description>
<t ype>WAS_SCORECARD REPCRT</type>
<f or mat >HTM__Z| PPED</ f or mat >
<t enpl at e>
<i d>876051</i d>
</tenpl ate>
<config>
<scor ecar dReport >
<t ar get >
<t ags>
<i ncl uded>
<opti on>ALL</opti on>
<t agLi st >
<Tag>
<i d>11999629</i d>
</ Tag>
</tagLi st>
</incl uded>
<excl uded>
<opt i on>ANY</ opti on>
<t agLi st >
<Tag>
<i d>11999629</i d>
</ Tag>
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</tagLi st>
</ excl uded>
</tags>
</target>
</ scor ecar dReport >
</ confi g>
</ Report >
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/
was/ report.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Report >
<i d>973058</i d>
</ Report >
</ dat a>
</ Ser vi ceResponse>
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WAS - Retest findings

You can now easily retest the findings for individual vulnerabilities using Finding API to
test the selected finding. Only potential vulnerabilities, confirmed vulnerabilities and
sensitive contents are available for retest.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/retest/was/finding"
or
https:/ /qualysapi.qualys.com/qps/rest/3.0/retest/was/finding/
<id>

Methods allowed: POST

Updated XSD: Finding XSD

<xs: schenma
xm ns: xs="http://ww. w3. org/ 2001/ XM_.Schema"
el ement For mDef aul t =" qual i fi ed">

<xs:conpl exType nanme="Retest">
<xs:all>
<xs: el ement nanme="retestStatus" type="RetestStatus" m nCccurs="0"/>
<xs: el emrent name="retestedDate" type="xs:dateTine" m nCccurs="0"/>
<xs: el emrent name="retestedUser" type="User" m nCccurs="0"/>
<l--
Status and reason only available is retestStatus is RETESTED
-->
<xs: el enent name="fi ndi ngSt at us" type="xs:string" m nCccurs="0"/>
<xs: el erent nanme="reason" type="xs:string" mnCccurs="0"/>
</xs:all>
</ xs: conpl exType>
</ xs: schema>

To retest a selecting finding, you could either use the finding ID in the request or specify
a filter to detect the finding.

Example 1 (Using Filter Criteria)

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qualys.conigps/rest/3.0/retest/was/finding" < file.xmn
Note: “file.xm” contains the request POST dat a.

Request POST Data (file.xml):
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<Servi ceRequest >
<dat a>
<Fi ndi ng>
<i d>1728792</i d>
</ Fi ndi ng>
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="http:// qual ysapi . qual ys. conl portal -
api / xsd/ 3. 0/ was/ fi ndi ng. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Fi ndi ng>
<i d>1728792</i d>
</ Fi ndi ng>
</ dat a>
</ Ser vi ceResponse>

Example 2 (Using Finding ID)

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @
"https://qual ysapi.qual ys.conigps/rest/3.0/retest/was/finding/1728792" <

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
xsi : noNanespaceSchenmaLocati on="http:// qual ysapi . qual ys. com portal -
api / xsd/ 3. 0/ was/ f i ndi ng. xsd"
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Fi ndi ng>
<i d>1728792</i d>
</ Fi ndi ng>
</ dat a>
</ Ser vi ceResponse>
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WAS - Launch multiscan

We've enhanced the ability to support large web application scanning programs by
adding the ability to scan any number of web applications as a Multi-Scan through APL
This feature enables you to scan hundreds or even thousands of web applications you
may have in your organization with granular insight into what scans are running and
which ones are complete.

Updated XSD: wasscan.xsd

<xs:schema xm ns: xs="http://ww.w3. org/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed">

<l-- REQUEST -->

<xs: el ement name="Servi ceRequest " >

<xs: conpl exType>

<xs: si npl eType nanme="Pr ogr essi veScanni ngOpti on" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="DEFAULT"/ >
<xs:enuneration val ue="ENABLED'/ >
<xs:enuneration val ue="Dl SABLED'/ >
</xs:restriction>
</ xs: si mpl eType>

</ ;<s: schema>
Example 1
Let’s launch a multi- scan for two web applications by specifying its web app ID.

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conl gps/rest/3.0/1 aunch/ was/ wasscan" < file.xm
Note: “file.xm” contains the request POST dat a.

Request POST Data (file.xml):

<Servi ceRequest >
<dat a>
<WasScan>

<name>1497343127459_Scan7</ nane>

<t ype>Dl SCOVERY</t ype>

<target>
<scanner Appl i ance>

<t ype>EXTERNAL</ t ype>

</ scanner Appl i ance>
<webApps>
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<set>
<WbApp>
<i d>4330527</i d>
</ WebApp>
<WbApp>
<i d>4330327</i d>
</ WebApp>
</ set>
</ webApps>
<profil eOpti on>DEFAULT</ profil eOpti on>
</target>
<profil e>

<i d>1070535</i d>
</profile>
</ WasScan>
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScan>
<i d>2281862</i d>
</ WAsScan>
</ dat a>
</ Servi ceResponse>

Example 2

Let’s launch a multi- scan for all the web applications associated with the tags specified
in the request filter.

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/3.0/1 aunch/ was/ wasscan" < file.xmnl
Note: “file.xm” contains the request POST data.

Request POST Data (file.xml):

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>

Qualys Cloud Suite API Release Notes 15



WAS - Launch multiscan

<WasScan>
<name>1497343127649_Scan9</ nane>
<t ype>Dl SCOVERY</t ype>
<t ar get >
<scanner Appl i ance>
<t ype>EXTERNAL</t ype>
</ scanner Appl i ance>
<t ags>
<i ncl uded>
<opti on>ALL</ opti on>

<t agLi st >
<set>
<Tag>
<i d>12016424</i d>
</ Tag>
<Tag>
<i d>12016228</i d>
</ Tag>
</ set>
</tagLi st>

</i ncl uded>
<excl uded>
<opt i on>ANY</ opt i on>

<t agLi st >
<set>
<Tag>
<i d>12016228</i d>
</ Tag>
</ set>
</tagLi st>
</ excl uded>
</tags>
<scanner Opt i on>DEFAULT</ scanner Opt i on>
</target>
<profile>

<i d>1070535</i d>
</profil e>
</ WasScan>
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. com qps/ xsd/ 3. 0/ w
as/wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
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<dat a>
<WasScan>
<i d>2281863</i d>
</ WasScan>
</ dat a>
</ Servi ceResponse>
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WAS - Schedule a multiscan

You can now schedule a Multi-Scan through API to run automatically, on a regular basis.
This way you always have the most up-to-date security information in your account.

A Multi-Scan allows you to scan any number of web applications. This feature enables
you to scan hundreds or even thousands of web applications you may have in your
organization with granular insight into what scans are running and which ones are
complete.

Updated XSD: wasscanschedule.xsd

xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed" >

<!-- REQUEST -->

<xs: el ement name="Servi ceRequest" >

<xs:conpl exType>

<xs: si npl eType nanme="Pr ogr essi veScanni ngOpti on" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="DEFAULT"/ >
<xs:enumneration val ue="ENABLED'/ >
<xs:enumeration val ue="Dl SABLED"'/ >
</xs:restriction>
</ xs: si mpl eType>

</ Xxs: schenma>
Example 1

Let’s schedule a multi-scan for two web applications by specifying the ID for the web
applications.

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conl gps/rest/ 3.0/ creat e/ was/ wasscanschedul e" <
file.xm

Note: “file.xm” contains the request POST dat a.

Request POST Data (file.xml):

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<WAasScanSchedul e>
<name>Mul ti Schedul e_1497351121650</ nane>
<t ype>VULNERABI LI TY</type>
<active>fal se</active>
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<schedul i ng>
<cancel Aft er NHour s>8</ cancel Aft er NHour s>
<start Dat e>2017- 06- 13T21: 51: 57Z</ st ar t Dat e>
<ti neZone>
<code>Aneri ca/ Vancouver </ code>
<of f set >- 07: 00</ of f set >
</timeZone>
<occurrenceType>WEEKLY</ occur r enceType>
<occurrence>
<weekl yQccurrence>
<ever yNWeeks>2</ ever yNWeeks>
<occur renceCount >20</ occur r enceCount >
<onDays>
<WeekDay>SATURDAY</ WekDay>
</ onDays>
</ weekl yCQccurrence>
</ occurrence>
</ schedul i ng>
<notification>
<active>true</active>
<reschedul e>true</reschedul e>
<del ay>
<nb>1</ nb>
<scal e>DAY</ scal e>
</ del ay>
<nessage><! [ CDATA[ A scan is schedul ed to start
soon. ] ] ></ message>
</notification>
<t arget >
<webApps>
<set>
<WbApp>
<i d>4331923</i d>
</ WebApp>
<WbApp>
<i d>4331924</i d>
</ WebApp>
</ set >
</ webApps>
<webAppAut hRecor d>
<i d>583957</i d>
</ webAppAut hRecor d>
<scanner Appl i ance>
<t ype>EXTERNAL</t ype>
</ scanner Appl i ance>
<cancel Opti on>SPECI FI C</ cancel Opti on>
<aut hRecor dOpt i on>DEFAULT</ aut hRecor dOpt i on>
<profil eOpti on>SPECI FI C</ profil eCption>
<scanner Opt i on>DEFAULT</ scanner Opti on>
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<r andom zeScan>t rue</ random zeScan>
<useDnsOverri de>true</useDnsOverri de>

</target>

<profile>
<i d>1071133</i d>

</profile>

</ WasScanSchedul e>
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/
was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScanSchedul e>
<i d>697193</i d>
<name><! [ CDATA[ Mul ti Schedul e_1497351121650] ] ></ nane>
<owner >
<i d>2911477</i d>
<user nanme>j ohn_doe</ user name>
<first Name><! [ CDATA[ John]] ></first Nane>
<l ast Name><! [ CDATA[ Doe] ] ></ | ast Name>
</ owner >
<active>fal se</active>
<mul ti>true</nulti>
<t ype>VULNERABI LI TY</type>
<t ar get >
<webApps>
<list>
<WebApp>
<i d>4331923</i d>
<name><! [ CDATA[ web app 1497351058103]] ></ nane>
<url ><![ CDATA[ htt p: // ww. af co. coni cassi unl xss/]]></url >
</ WebApp>
<WebApp>
<i d>4331924</i d>
<name><! [ CDATA[ web app 1497351100446]] ></ nane>
<url ><![ CDATA[ htt p: / / ww. af co. coni cassi unif xss/]]></url >
</ WebApp>
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</list>
</ webApps>
<webAppAut hRecor d>

<i d>583957</i d>

<nane><! [ CDATA[ For m and Server] 149735111801] ] ></ nane>
</ webAppAut hRecor d>
<scanner Appl i ance>

<t ype>EXTERNAL</t ype>
</ scanner Appl i ance>
<cancel Opti on>SPECI FI C</ cancel Opti on>
<aut hRecor dOpt i on>DEFAULT</ aut hRecor dOpt i on>
<profil eOpti on>SPECI FI C</ profil eCption>
<scanner Opt i on>DEFAULT</ scanner Opti on>
<randoni zeScan>t r ue</ r andom zeScan>
<useDnsOverri de>true</useDnsOverri de>

</target>
<pr ogr essi veScanni ng>DEFAULT</ pr ogr essi veScanni ng>
<profil e>

<i d>1071133</i d>
<name><![ CDATAlMy Option Profile - with defaults

1497351048931] ] ></ name>
</profil e>
<schedul i ng>

<start Dat e>2017-06- 13T21: 51: 00Z</ st art Dat e>
<ti meZone>
<code>Aneri cal/ Vancouver </ code>
<of f set >- 07: 00</ of f set >
</timeZone>
<occurrenceType>WEEKLY</ occur renceType>
<occurrence>
<weekl yQccurrence>
<ever yNWeeks>2</ ever yNWeeks>
<onDays>
<WeekDay>SATURDAY</ Week Day >
</ onDays>
<occurrenceCount >20</ occur renceCount >
</ weekl yCccurrence>
</ occurrence>
<cancel Aft er NHour s>8</ cancel Aft er NHour s>

</ schedul i ng>
<notification>

<active>true</active>
<r eschedul e>t rue</reschedul e>
<del ay>
<nb>1</ nb>
<scal e>DAY</ scal e>
</ del ay>
<nessage><! [ CDATA[ A scan is scheduled to start

soon. ] ] ></ message>
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</notification>
<l aunchedCount >0</ | aunchedCount >
<cr eat edDat e>2017- 06- 13T10: 52: 07Z</ cr eat edDat e>
<cr eat edBy>
<i d>2911477</i d>
<user nane>j ohn_doe</ user name>
<first Name><! [ CDATA[ John] ] ></fi r st Name>
<l ast Nanme><! [ CDATA[ Doe] ] ></ | ast Nanme>
</ cr eat edBy>
<updat edDat €>2017- 06- 13T10: 52: 09Z</ updat edDat e>
<updat edBy>
<i d>2911477</i d>
<user name>j ohn_doe</ user name>
<first Name><! [ CDATA[ John] ] ></fi r st Name>
<l ast Nanme><! [ CDATA[ Doe] ] ></ | ast Nanme>
</ updat edBy>
<sendMai | >t rue</ sendMai | >
<enabl eWAFAut h>f al se</ enabl eWAFAut h>
</ WAsScanSchedul e>
</ dat a>
</ Servi ceResponse>

Example 2:

Let’s schedule a multi-scan for all the web applications that are associated with the tags
specified in the request filter.

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 3.0/ creat e/ was/ wasscanschedul e" <
file.xm

Note: “file.xm” contains the request POST dat a.

Request POST Data (file.xml):

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<WasScanSchedul e>
<nane>Sanpl eSchedul e</ nane>
<t ype>VULNERABI LI TY</type>
<active>fal se</active>
<schedul i ng>
<cancel Aft er NHour s>8</ cancel Aft er NHour s>
<startDat e>2017-06- 13T21: 51: 57Z</ st art Dat e>
<ti nmeZone>
<code>Aneri cal/ Vancouver </ code>
<of f set >- 07: 00</ of f set >
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</timeZone>
<occurrenceType>WEEKLY</ occur r enceType>
<occurrence>
<weekl yQccurrence>
<ever yNWeeks>2</ ever yNWeeks>
<occurrenceCount >20</ occur r enceCount >
<onDays>
<WeekDay>SATURDAY</ WekDay>
</ onDays>
</ weekl yCQccurrence>
</ occurrence>
</ schedul i ng>
<notification>
<active>true</active>
<reschedul e>true</ r eschedul e>
<del ay>
<nb>1</ nb>
<scal e>DAY</ scal e>
</ del ay>
<nessage><! [ CDATA[ A scan is schedul ed to start
soon. ] ] ></ message>
</notification>
<t arget >
<t ags>
<i ncl uded>
<opti on>ALL</opti on>

<t agLi st >
<set>
<Tag>
<i d>12016424</i d>
</ Tag>
<Tag>
<i d>12016228</i d>
</ Tag>
</set>
</tagLi st>

</i ncl uded>
<excl uded>
<opt i on>ANY</ opt i on>

<t agLi st >
<set>

<Tag>

<i d>12016228</i d>

</ Tag>
</ set >
</tagLi st>

</ excl uded>

</tags>
<webAppAut hRecor d>
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<i d>583957</i d>
</ webAppAut hRecor d>
<scanner Appl i ance>
<t ype>EXTERNAL</ t ype>
</ scanner Appl i ance>
<cancel Opti on>SPECI FI C</ cancel Opti on>
<aut hRecor dOpt i on>DEFAULT</ aut hRecor dOpt i on>
<profil eOpti on>SPECI FI C</ profil eOpti on>
<scanner Opt i on>DEFAULT</ scanner Opt i on>
<random zeScan>t r ue</ r andoni zeScan>
<useDnsOverri de>t rue</useDnsQverri de>
</target>
<profil e>
<i d>1071133</i d>
</profil e>
</ WasScanSchedul e>
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmaLocati on="htt ps://qual ysapi . qual ys. conf gps/ xsd/ 3. 0/ w
as/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WAasScanSchedul e>
<i d>699795</i d>
<nane>
<! [ CDATA[ Schedul e a multi scan for multiple web apps]]>
</ nanme>
<owner >
<i d>2911477</i d>
<user nanme>j ohn_doe</ user name>
<first Name><! [ CDATA[ John]] ></fir st Nane>
<l ast Name><! [ CDATA[ Doe] ] ></ | ast Nanme>
</ owner >
<active>fal se</active>
<mul ti>true</nulti>
<t ype>VULNERABI LI TY</type>
<t ar get >
<t ags>
<i ncl uded>
<opt i on>ANY</ opt i on>

<t agLi st >
<list>
<Tag>

Qualys Cloud Suite API Release Notes 24



WAS - Schedule a multiscan

<i d>12016424</i d>

</ Tag>
<Tag>
<i d>12016228</i d>
</ Tag>
</list>
</tagLi st>

</i ncl uded>
<excl uded>
<opti on>ANY</ opti on>
<t agLi st >
<list>
<Tag>
<i d>12016228</i d>
</ Tag>
</list>
</tagList>
</ excl uded>
</tags>
<webAppAut hRecor d>
<i d>583957</i d>
<name>
<! [ CDATA[ For m and Server]149735111801] ] >
</ name>
</ webAppAut hRecor d>
<scanner Appl i ance>
<t ype>EXTERNAL</t ype>
</ scanner Appl i ance>
<cancel Opti on>SPECI FI C</ cancel Opti on>
<aut hRecor dOpt i on>DEFAULT</ aut hRecor dOpt i on>
<profil eOpti on>SPECI FI C</ profil eCption>
<scanner Opt i on>DEFAULT</ scanner Opti on>
<randoni zeScan>t r ue</ r andom zeScan>
<useDnsOverri de>true</useDnsOverri de>
</target>
<pr ogr essi veScanni ng>DEFAULT</ pr ogr essi veScanni ng>
<profil e>
<i d>1071133</i d>
<nane>
<I[CDATAIMy Option Profile - with defaults
1497351048931] ] >
</ name>
</profil e>
<schedul i ng>
<start Dat e>2017- 06- 13T21: 51: 00Z</ st ar t Dat e>
<ti meZone>
<code>Aner i ca/ Vancouver </ code>
<of f set >- 07: 00</ of f set >
</timeZone>
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<occurrenceType>WEEKLY</ occurrenceType>
<occurrence>
<weekl yCccurrence>
<ever yNWeeks>2</ ever yNWeeks>
<onDays>
<WeekDay>SATURDAY</ WekDay>
</ onDays>
<occurrenceCount >20</ occur renceCount >
</ weekl yCccurrence>
</ occurrence>
<cancel Aft er NHour s>8</ cancel Aft er NHour s>
</ schedul i ng>
<notification>
<active>true</active>
<r eschedul e>t rue</reschedul e>
<del ay>
<nb>1</ nb>
<scal e>DAY</ scal e>
</ del ay>
<nmessage>
<I [ CDATA[ A scan is scheduled to start soon.]]>
</ nessage>
</ notification>
<l aunchedCount >0</ | aunchedCount >
<cr eat edDat €>2017- 06- 15T09: 19: 09Z</ cr eat edDat e>
<cr eat edBy>
<i d>2911477</i d>
<user nanme>j ohn_doe</ user nane>
<first Name><! [ CDATA[ John] ] ></fi r st Name>
<l ast Name><! [ CDATA[ Doe] ] ></ | ast Name>
</ cr eat edBy>
<updat edDat e>2017- 06- 15T09: 19: 09Z</ updat edDat e>
<updat edBy>
<i d>2911477</i d>
<user nanme>j ohn_doe</ user nanme>
<firstName><! [ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Doe] ] ></ | ast Nanme>
</ updat edBy>
<sendMai | >t rue</ sendMai | >
<enabl eWAFAut h>f al se</ enabl eWAFAut h>
</ WasScanSchedul e>
</ dat a>
</ Servi ceResponse>
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WAS - Enhanced tag selection

We have now enhanced our support for selection of assets linked to the tags when you
launch a scan, create or edit a schedule, generate or schedule a Scorecard report or Web
application report. You can now tell us the tag id in the request and specify if any or all
the assets associated with the tag should be included or excluded in the scan result or
report.

Launch Discovery Scan
XSD Changes:wasscan.xsd

<?xm version="1.0" encodi ng="UTF-8"?>

<xs: schema
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed">

<xs: conpl exType nane="WasScanTar get" >
<xs:all>
<xs:el ement name="webApps" type="WebAppList" mi nOccurs="0"/>
<xs:el ement name="tags" m nCccurs="0">
<xs: conmpl exType>
<Xs:sequence>
<xs: el ement name="i ncl uded" m nCccurs="0"
maxCccur s="1">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="option"
type="xs:string" mnGCccurs="0" />
<xs: el ement nane="tagLi st"
type="TagLi st" m nQccurs="0" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="excl uded" m nCccurs="0"
maxCccur s="1">
<xs:conpl exType>
<Xs:sequence>
<xs: el ement nane="option"
type="xs:string" mnGCccurs="0" />
<xs: el ement nane="tagList"
type="TagLi st" m nQccurs="0" />
</ xs: sequence>
</ xs: conmpl exType>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
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</ xs: schena>

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"

--data-binary @
"https://qual ysapi.qualys. conilgps/rest/3.0/I aunch/ was/ wasscan"
Note: “file.xm” contains the request POST data.

Request POST Data (file.xml):

<Servi ceRequest >
<dat a>
<WasScan>
<name><! [ CDATA[ Di scovery Scan]] ></ nane>
<t ype>Dl SCOVERY</t ype>
<t ar get >
<scanner Appl i ance>
<t ype>EXTERNAL</ t ype>
</ scanner Appl i ance>
<t ags>
<i ncl uded>
<opti on>ALL</opti on>

<t agLi st >
<set>
<Tag>
<i d>12008216</i d>
</ Tag>
</ set>
</tagLi st>

</i ncl uded>
<excl uded>
<opti on>ANY</ opti on>

<t agLi st >
<set>
<Tag>
<i d>12008219</i d>
</ Tag>
</ set>
</tagLi st>
</ excl uded>
</tags>
</target>
<profil e><i d>598333</i d></profil e>
</ Vs Scan>

</ dat a>
</ Servi ceRequest >
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XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchenmaLocati on="htt ps://qual ysapi . qual ys. conif qps/ xsd/ 3. 0/
was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScan>
<i d>2288457</i d>
</ WasScan>
</ dat a>
</ Servi ceResponse>

Create Schedule
XSD Changes:wasscanschedule.xsd

<?xm version="1.0" encodi ng="UTF-8"?>

<xs: schema
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma"
el ement For nDef aul t =" qual i fi ed">

<xs: conpl exType nane="WasScanTar get" >
<xs:all>
<xs:el ement name="webApps" type="WebAppList" m nOccurs="0"/>
<xs: el ement nane="tags" m nCccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el erent nane="included" ni nCccurs="0"
maxCccurs="1">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="option"
type="xs:string" mnGCccurs="0" />
<xs: el ement nane="tagList"
type="TagLi st" m nQccurs="0" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="excl uded" m nCccurs="0"
maxCccurs="1">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="option"
type="xs:string" mnGCccurs="0" />
<xs: el ement nane="tagLi st"
type="TagLi st" m nQccurs="0" />
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</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

</ xs: si nmpl eType>
</ xs: schema>

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 3.0/ creat e/ was/ wasscanschedul e" <
file.xm

Note: “file.xm” contains the request POST dat a.

Request POST Data(file.xml):

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<WasScanSchedul e>
<nane><! [ CDATA[ Schedul ed Scan] ] ></ nanme>
<t ype>VULNERABI LI TY</type>
<active>fal se</active>
<schedul i ng>
<startDat e>2017- 06- 15T14: 50: 06Z</ st ar t Dat e>
<ti meZone>
<code>Asi a/ Kol kat a</ code>
<of f set >+05: 30</ of f set >
</tinmeZone>
<occurrenceType>ONCE</ occurrenceType>
</ schedul i ng>
<notification>
<active>true</active>
<reschedul e>true</reschedul e>
<del ay>
<nb>1</ nb>
<scal e>DAY</ scal e>
</ del ay>
<nmessage><! [ CDATA[ A scan is scheduled to start soon.]]></nessage>
</notification>
<target>
<scanner Appl i ance>
<t ype>EXTERNAL</t ype>
</ scanner Appl i ance>
<t ags>
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<i ncl uded>
<opti on>ALL</opti on>

<t agLi st >
<set>
<Tag>
<i d>12008216</i d>
</ Tag>
</set>
</tagLi st>

</i ncl uded>
<excl uded>
<opt i on>ANY</ opti on>

<t agLi st >
<set >
<Tag>
<i d>12008219</i d>
</ Tag>
</ set>
</tagLi st>
</ excl uded>
</tags>
</target>

<profil e><i d>598333</i d></profil e>
</ WasScanSchedul e>
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/
was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScanSchedul e>
<i d>699794</i d>
<name>
<I[ CDATA[test APl 1]]>
</ nane>
<owner >
<i d>2473353</i d>
<user name>user name</ user nane>
<firstName><![ CDATA[ John] ] ></fi r st Nane>
<l ast Name><! [ CDATA[ Smi t h] ] ></ | ast Name>
</ owner >
<active>fal se</active>
<mul ti>true</multi>
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<t ype>VULNERABI LI TY</type>
<t ar get >
<t ags>
<i ncl uded>
<opt i on>ANY</ opt i on>

<t agLi st >
<list>
<Tag>
<i d>12008216</i d>
</ Tag>
</list>
</tagLi st>

</i ncl uded>
<excl uded>
<opti on>ANY</ opti on>
<t agLi st >
<list>
<Tag>
<i d>12008219</i d>
</ Tag>
</list>
</tagLi st>
</ excl uded>
</tags>
<scanner Appl i ance>
<t ype>EXTERNAL</t ype>
</ scanner Appl i ance>
</target>
<profile>
<i d>598333</i d>
<name>
<I[CDATA[ I nitial WAS Options]]>
</ name>
</profil e>
<schedul i ng>

<startDat e>2017- 06- 15T14: 50: 00Z</ st ar t Dat e>

<ti nmeZone>
<code>Asi a/ Kol kat a</ code>
<of f set >+05: 30</ of f set >
</ti meZone>
<occurrenceType>ONCE</ occurrenceType>
</ schedul i ng>
<notification>
<active>true</active>
<r eschedul e>t rue</reschedul e>
<del ay>
<nb>1</ nb>
<scal e>DAY</ scal e>
</ del ay>

Qualys Cloud Suite API Release Notes



WAS - Enhanced tag selection

<nessage>
<I [ CDATA[ A scan is scheduled to start soon.]]>
</ message>
</notification>
<l aunchedCount >0</ | aunchedCount >
<cr eat edDat €>2017- 06- 15T09: 18: 03Z</ cr eat edDat e>
<cr eat edBy>
<i d>2473353</i d>
<user name>user nane</ user name>
<firstName><! [ CDATA[ John]] ></first Name>
<l ast Nanme><! [ CDATA[ Sni t h] ] ></| ast Nane>
</ cr eat edBy>
<updat edDat €>2017- 06- 15T09: 18: 04Z</ updat edDat e>
<updat edBy>
<i d>2473353</i d>
<user name>user nanme</ user nane>
<firstName><![ CDATA[ John] ] ></fi r st Nane>
<l ast Nanme><! [ CDATA[ Sni t h] ] ></| ast Nane>
</ updat edBy>
<sendMi | >t rue</ sendMai | >
<enabl eWAFAut h>f al se</ enabl eWAFAut h>
</ WasScanSchedul e>
</ dat a>
</ Servi ceResponse>

Get WAS Scan Schedule Details

API Request:

curl -u "USERNAME: PASSWORD' " -X GET -H "Content-type: text/xm"
"https://qual ysapi.qual ys. coni gps/rest/ 3. 0/ get/was/wasscanschedul e/ 714393

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conif qps/ xsd/ 3. 0/
was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScanSchedul e>
<i d>714393</i d>
<nane>
<! [ CDATAl Wb schedVul nerability Scan - 2017-06-30]]>
</ nane>
<owner >
<i d>2473353</i d>
<user nane>user nane</ user nane>
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<firstName><![ CDATA[ John] ] ></fi r st Name>

<l ast Name><! [ CDATA[ Smi t h] ] ></ | ast Nanme>
</ owner >
<active>fal se</active>
<multi>true</multi>
<t ype>VULNERABI LI TY</t ype>
<target>

<t ags>

<i ncl uded>
<opti on>ALL</ opti on>

<t agLi st >
<list>
<Tag>
<i d>12075819</i d>
<nane>
<! [ CDATA[ t ag_new] ] >
</ nane>
</ Tag>
<Tag>
<i d>2685657</i d>
<nane>
<! [ CDATA[ Busi ness Units]]>
</ nane>
</ Tag>
</list>
</tagLi st>
</i ncl uded>

</tags>
<scanner Appl i ance>
<t ype>EXTERNAL</t ype>
</ scanner Appl i ance>
<cancel Opti on>DEFAULT</ cancel Opti on>
<aut hRecor dOpt i on>DEFAULT</ aut hRecor dOpt i on>
<profil eOpti on>DEFAULT</ profil eOpti on>
<scanner Opti on>DEFAULT</ scanner Opti on>
<random zeScan>f al se</ randomni zeScan>
<useDnsOverri de>f al se</ useDnsOverri de>
</target>
<profil e>
<i d>598333</i d>
<name>
<I[CDATA[ I nitial WAS Options]]>
</ name>
</profil e>
<schedul i ng>
<startDat e>2017-06- 30T11: 26: 00Z</ st art Dat e>
<ti meZone>
<code>Asi a/ Col ombo</ code>
<of f set >+05: 30</ of f set >
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</tinmeZone>
<occurrenceType>ONCE</ occurrenceType>
</ schedul i ng>
<noti fication>
<active>fal se</active>
<r eschedul e>f al se</reschedul e>
<del ay>
<nb>1</ nb>
<scal e>DAY</ scal e>
</ del ay>
<nessage>
<I[ CDATA[ A Qualys scan is scheduled to start soon.]]>
</ message>
</notification>
<l aunchedCount >0</ | aunchedCount >
<cr eat edDat e>2017- 06- 30T05: 57: 12Z</ cr eat edDat e>
<cr eat edBy>
<i d>2473353</i d>
<user nanme>user name</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Nane>
<l ast Nanme><! [ CDATA[ Smi t h]] ></ | ast Nane>
</ cr eat edBy>
<updat edDat €>2017-07- 01T05: 56: 02Z</ updat edDat e>
<updat edBy>
<i d>2473353</i d>
<user nanme>user nane</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Nane>
<l ast Nane><! [ CDATA[ Smi t h]] ></ | ast Nane>
</ updat edBy>
<sendMi | >t rue</ sendMai | >
<enabl eWAFAut h>f al se</ enabl eWAFAut h>
</ WasScanSchedul e>
</ dat a>
</ Servi ceResponse>

Create Report
XSD Changes: Report.xsd

<?xm version="1.0" encodi ng="UTF-8"?>

<xs: schema
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed">

<xs: conpl exType nanme="AdvancedTag">
<Xs:sequence>
<xs: el emrent nane="incl uded" m nCccurs="0" maxQccurs="1">
<xs: conmpl exType>
<XS: sequence>
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<xs: el ement nanme="option" mi nCccurs="0"
type="xs:string" />
<xs: el ement name="tagList" m nCccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="Tag" type="Tag"
m nCccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nanme="excl uded" m nCccurs="0" maxOccurs="1">
<xs: conpl exType>
<XS:sequence>
<xs: el ement nane="option" mi nCccurs="0"
type="xs:string" />
<xs: el ement name="tagList" m nCccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="Tag" type="Tag"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ xs: sequence>
</ xs: conmpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

</ xs: schena>

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qualys.conigps/rest/3.0/create/was/report" < file.xm
Note: “file.xm” contains the request POST data

Request POST Data (file.xml):

<Servi ceRequest >
<dat a>
<Report >
<nanme><! [ CDATA[ Wb App Report]]></nane>
<f or nat >PDF</ f or mat >
<t ype>WAS_WEBAPP_REPORT</ t ype>
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<config>
<webAppReport >
<t ar get >
<t ags>
<i ncl uded>
<opti on>ALL</opti on>
<t agLi st >
<Tag>
<i d>12008216</i d>
</ Tag>
</tagLi st>
</incl uded>
<excl uded>
<opt i on>ANY</ opti on>
<t agLi st >
<Tag>
<i d>12008219</i d>
</ Tag>
</tagList>
</ excl uded>
</tags>
</target>
</ webAppReport >
</ confi g>
</ Report >
</ dat a>

</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8""?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/
was/ report.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Report ><i d>981654</i d>
</ Report >
</ dat a>
</ Servi ceResponse>
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Reporttemplate XSD

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed">

<!-- REQUEST -->
<xs: el ement name="Servi ceRequest" >
<xs: conpl exType>
<xs:all>
<xs:el ement nane="filters" type="ServiceRequestFilters"
m nCccurs="0"/>
<xs: el ement nanme="preferences"”
type="Servi ceRequest Pr ef erences” m nCccurs="0"/>
<xs: el ement nane="data" type="Servi ceRequest Data"
m nQccur s="0"/ >
</xs:all>
</ xs: conpl exType>
</ xs: el emrent >

<xs: conpl exType name="Servi ceRequestFilters">
<Xs:sequence>
<xs:el ement nanme="Criteria" type="Criteria"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conmpl exType>

<xs:conpl exType name="Criteria">
<xs: si npl eCont ent >
<xs:extension base="xs:string">
<xs:attribute name="field" type="xs:string"/>
<xs:attribute name="operator">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:enumeration val ue="CONTAI NS"/ >
<xs:enuneration value="IN'/>
<xs:enumreration val ue="EQUALS"/ >
<xs:enumneration val ue="NOT EQUALS"/ >
<xs:enumeration val ue="GREATER"'/ >
<xs:enumeration val ue="LESSER'/ >
<xs:enumeration val ue="NONE"/ >
</xs:restriction>
</ xs: sinmpl eType>
</xs:attribute>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
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<xs:conpl exType name="Servi ceRequest Pr ef er ences" >
<xs:all>
<xs:el ement name="startFrom d* type="xs:long" m nCccurs="0"/>
<xs:el ement name="startFronOffset" type="xs:int" m nCQccurs="0"/>
<xs:el ement name="limtResults" type="xs:int" mnQccurs="0"/>
</xs:all>
</ xs: conpl exType>

<xs: conpl exType name="Servi ceRequest Dat a" >
<XS:sequence>
<xs: el ement name="Report Tenpl ate" type="Report Tenpl at e"
m nQccur s="0"/>
</ xs: sequence>
</ xs: conmpl exType>
<l -- RESPONSE -->
<xs: el ement nane="Servi ceResponse" >
<xs:conpl exType>
<XS:sequence>
<xs:el ement nane="responseCode" type="ResponseCode"/>
<xs:el ement nanme="responseErrorDetails"
t ype="ResponseError Gbj ect” mi nCccurs="0"/>
<xs:el ement nane="count" type="xs:int" mnCccurs="0"/>
<xs: el ement nane="hasMreRecords" type="xs: bool ean"
m nQccur s="0"/>
<xs:el ement nanme="lastld" type="xs:|long" m nQccurs="0"/>
<xs:el ement nanme="data" type="Servi ceResponseData"
m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs:si npl eType nanme="ResponseCode" >
<xs:restriction base="xs:string">

<xs:enuneration val ue=" AUTH CREDENTI ALS_NEEDED'/ >
<xs:enuneration val ue="CANNOT_BE_NULL"/>
<xs:enuneration val ue="1NVALI D_XM."/ >
<xs:enuneration val ue="1 NVALI D_CREDENTI ALS"/ >
<xs:enumneration val ue="1NVALI D APl VERSI ON'/ >
<xs:enumneration val ue="1 NVALI D PARAM'/ >
<xs:enuneration val ue="1 NVALI D _URL"/>
<xs:enuneration val ue="| NVALI D_REQUEST"/ >
<xs:enuneration val ue="NOT_FOUND"/ >
<xs:enuneration val ue="OrHER_ERROR'/ >
<xs:enumeration val ue=" OPERATI ON_NOT _SUPPCRTED'/ >
<xs:enumeration val ue="EVALUATI ON_EXPI RED'/ >
<xs:enuneration val ue="JM5_SERVER DOM'/ >
<xs:enuneration val ue="RM _SERVER DOMW'/ >
<xs:enuneration val ue="SUCCESS"/ >
<xs:enuneration val ue="STI LL_PROCESSI NG'/ >

Qualys Cloud Suite API Release Notes 39



WAS - Enhanced tag selection

<xs:enuneration val ue="UNAUTHORI ZED"/ >
<xs:enuneration val ue="UNAUTHORI ZED DESTI NATI ON_APPS"/ >
<xs:enumeration val ue="UN DENTI FI ED PRODUCER"/ >
<xs:enuneration val ue="UNKNOAN_OBJECT"/ >
</xs:restriction>
</ xs: si npl eType>

<xs: conpl exType name="ResponseError Cbj ect" >
<Xs:sequence>
<xs: el ement name="errorMessage" type="xs:string"/>
<xs: el ement nanme="errorResol uti on" type="xs:string"
m nQccur s="0"/ >
<xs: el ement name="internal Error Codel d' type="xs:int"
m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Servi ceResponseDat a" >
<Xs: sequence>
<xs: el ement name="Report Tenpl ate" type="Report Tenpl at e"
m nCccur s="0" nmaxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<!-- DATA -->
<xs: conpl exType name="Report Tenpl at e" >
<xs:all>
<xs:el ement nanme="id" type="xs:long" m nCccurs="0"/>
<xs: el ement nanme="nane" type="Cdata" m nCccurs="0"/>
<xs:el ement name="description" type="Cdata" m nCccurs="0"/>
<xs:el ement name="owner" type="User" m nCccurs="0"/>
<xs:el ement name="type" type="ReportType" m nCccurs="0"/>
<xs: el ement name="creationDate" type="xs:dateTi ne"
m nQccur s="0"/ >
<xs:el ement name="tags" type="TagList" m nCccurs="0"/>
<xs:el ement name="config" m nCccurs="0" maxCccurs="1">
<xs: conpl exType>
<xs: choi ce m nCccurs="1">
<xs: el enent name="webAppReport Tenpl at "
t ype="WebAppReport Tenpl ate"/ >
<xs: el ement name="scanReport Tenpl at e"
type="ScanReport Tenpl ate"/ >
<xs: el ement name="cat al ogReport Tenpl at e"
t ype="Cat al ogReport Tenpl ate"/ >
<xs: el enment name="scor ecar dReport Tenpl at e"
type="Scor ecar dReport Tenpl ate"/ >
</ xs: choi ce>
</ xs: conpl exType>

Qualys Cloud Suite API Release Notes



WAS - Enhanced tag selection

</ xs: el enent >
</xs:all>
</ xs: conpl exType>

<xs: conpl exType name="Dat eti neRange" >
<xs:sequence>
<xs:el enent nane="startDate" type="xs:date" m nQccurs="0"
maxCccurs="1"/>
<xs: el enent nane="endDat e" type="xs:date" mi nCccurs="0"
maxCccurs="1"/>
</ xs: sequence>
</ xs: conpl exType>

<xs:conpl exType nanme="Cdat a">
<xs: si npl eCont ent >
<xs: ext ensi on base="xs:string"/>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs:si npl eType nanme="Report Type">
<xs:restriction base="xs:string">
<xs:enuneration val ue="WAS_SCAN_REPCRT"/ >
<xs:enuneration val ue="WAS_WEBAPP_REPORT"/ >
<xs:enuneration val ue="WAS_SCORECARD REPORT"/ >
<xs:enuneration val ue="WAS_CATALOG REPCRT"/ >
<xs:enumeration val ue="DATALI ST _REPORT"/ >
</xs:restriction>
</ xs: si npl eType>

<xs:conpl exType name="TagLi st">

<xs:all>
<xs:el ement name="count" type="xs:int" m nCccurs="0"/>
<xs:el ement name="list" m nCccurs="0" >

<xs: conpl exType>
<XS: sequence>
<xs: el emrent name="Tag" type="Tag" m nCccurs="0"
maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:el ement nane="set" m nCccurs="0" >
<xs:conpl exType>
<Xs:sequence>
<xs:el ement name="Tag" type="Tag"
maxCQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nanme="add" m nCccurs="0" >
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<xs: conpl exType>
<Xs:sequence>
<xs:el emrent name="Tag" type="Tag"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
<xs:el ement name="renmove" m nCccurs="0" >
<xs: conpl exType>
<Xs:sequence>
<xs: el emrent name="Tag" type="Tag"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nane="update" m nCccurs="0" >
<xs: conpl exType>
<Xs:sequence>
<xs: el ement name="Tag" type="Tag"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</xs:all>
</ xs: conpl exType>

<xs:conpl exType nanme="Tag">
<xs:all>
<xs:el ement nane="id" type="xs:long"/>
<xs: el ement nanme="nane" type="Cdata" m nCccurs="0"/>
</xs:all>
</ xs: conmpl exType>

<xs: conpl exType name="User" >
<xs:all>
<xs: el ement name="id" type="xs:long" m nCccurs="0"/>

<xs:el ement name="usernane" type="xs:string" m nQOccurs="0"/>

<xs:el ement name="firstNane" type="Cdata" m nCccurs="0"/>
<xs:el ement name="| ast Nane" type="Cdata" m nQccurs="0"/>

</xs:all>
</ xs: conpl exType>

<!-- Catal og Report -->
<xs: si npl eType nane="Cat al ogReport Cont ent ">
<xs:restriction base="xs:string">
<xs:enuneration val ue="DESCRI PTION' />
<xs:enuneration val ue=" SUWARY" />
<xs:enuneration val ue="GRAPHS" />
<xs:enuneration val ue="RESULTS" />
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<xs:enuneration val ue="1 NDl VI DUAL_RECORDS" />
</xs:restriction>
</ xs: si nmpl eType>

<xs: si npl eType nane="Cat al ogReport Graph" >
<xs:restriction base="xs:string">
<xs:enumeration val ue="ENTRI ES_BY_STATUS" />
<xs:enumneration val ue="ENTRI ES_ ADDED OVER TI ME" />
<xs:enumeration val ue=" OPERATI NG _SYSTEMS_DETECTED" />
</xs:restriction>
</ xs: si npl eType>

<xs:si npl eType nane="Cat al ogReport G oup" >
<xs:restriction base="xs:string">
<xs:enumeration val ue="STATUS" />
<xs:enuneration val ue="OPERATI NG_SYSTEM' />
</xs:restriction>
</ xs: si npl eType>

<xs:si npl eType nane="EntryStat us">
<xs:restriction base="xs:string">
<xs:enuneration val ue="NEW />
<xs:enuneration val ue="ROGUE" />
<xs:enuneration val ue=" APPROVED' />
<xs:enuneration val ue="REJECTED' />
<xs:enuneration val ue="SUBSCRI PTI ON' />
</xs:restriction>
</ xs: si npl eType>

<xs:conpl exType name="Cat al ogReport Tenpl at e" >
<xs: sequence>
<xs:el ement nane="di spl ay” m nCccurs="0">
<xs: conpl exType>
<XSs:sequence>
<xs: el ement name="contents" m nQccurs="0">
<xs:conpl exType>
<xs: sequence>
<xs: el ement nane="Cat al ogReport Cont ent
t ype="Cat al ogReport Content” m nCccurs="0"
maxQccur s="unbounded" ></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: el ement name="graphs" m nCccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="Cat al ogReport G aph"
t ype="Cat al ogReport G- aph" mi nCccurs="0"
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maxQccur s="unbounded" ></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: el ement name="groups" m nCQccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nanme="Cat al ogReport G oup"
t ype="Cat al ogReport G- oup” m nCccurs="0"
maxQccur s="unbounded" ></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="filters" m nCccurs="0" maxCccurs="1">
<xs: conpl exType>
<Xs:sequence>
<xs:el ement name="status" m nCccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement name="EntryStatus"
type="EntryStatus" m nCccurs="0" maxQccur s="unbounded" ></ xs: el emrent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="scanDat e" type="Dat eti meRange"
m nQccur s="0" naxOccurs="1"/>
<xs: el ement name="url" type="Cdata" m nCccurs="0"
maxCccurs="1"/>
<xs: el ement name="os" type="Cdata" m nCccurs="0"
maxQccurs="1" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
</ xs: sequence>
</ xs: conmpl exType>

<l-- Scan Report -->
<xs:si npl eType nane="ScanFi ndi ngSt at us" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="NEW />
<xs:enuneration val ue="ACTI VE" />
<xs:enuneration val ue="REOPENED' />
<xs:enuneration val ue="FlI XED' />
</xs:restriction>
</ xs: si nmpl eType>
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<xs:conpl exType name="Sear chLi st">
<XSs: sequence>
<xs: el ement name="id" type="xs:l|ong" m nCccurs="1"
maxQccurs="1" />
</ xs: sequence>
</ xs: conpl exType>

<xs: si npl eType nane="ScanReport Cont ent ">
<xs:restriction base="xs:string">
<xs:enuneration val ue="DESCRI PTI ON' />
<xs:enuneration val ue=" SUWARY" />
<xs:enuneration val ue="GRAPHS" />
<xs:enuneration val ue="RESULTS" />
<xs:enumneration val ue="1NDI VI DUAL_RECORDS" />
<xs:enuneration val ue="RECORD DETAILS" />
<xs:enuneration val ue="ALL_RESULTS" />
<xs:enuneration val ue="APPENDI X" />
</xs:restriction>
</ xs: si mpl eType>

<xs: si npl eType nane="ScanReport G aph">
<xs:restriction base="xs:string">
<xs:enuneration val ue="VULNERABI LI TI ES_BY_SEVERI TY" />
<xs:enuneration val ue="VULNERABI LI TI ES_BY_STATUS" />
<xs:enumeration val ue="VULNERABI LI TI ES _BY_GROUP" />
<xs:enumeration val ue="VULNERABI LI TI ES BY_OMSP" />
<xs:enumeration val ue="VULNERABI LI TI ES_BY_WASC' />
<xs:enuneration val ue="SENSI TI VE_CONTENTS_BY_GROUP" />
<xs:enuneration val ue="MOST_VULNERABLE URLS" />
</xs:restriction>
</ xs: si nmpl eType>

<xs: si npl eType nane="ScanReport G oup" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="URL" />
<xs:enuneration val ue="GROUP" />
<xs:enuneration val ue="OMSP" />
<xs:enuneration val ue="WASC"' />
<xs:enuneration val ue="STATUS" />
<xs:enuneration val ue=" CATEGORY" />
<xs:enuneration value="QD' />
</xs:restriction>
</ xs: si mpl eType>

<xs: conpl exType name="ScanReport Tenpl ate" >
<Xs:sequence>
<xs:el ement nane="di spl ay" m nQccurs="0">
<xs: conpl exType>
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<XS:sequence>

<xs: el enent nane="contents" m nCccurs="0">

<xs: conpl exType>
<Xs:sequence>

<xs: el ement name="ScanReport Content"

t ype="ScanReport Content" m nQccurs="0"
maxCQccur s="unbounded" ></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement name="graphs" m nQccurs="0">

<xs: conpl exType>
<Xs:sequence>

<xs: el ement name="ScanReport G aph"

type="ScanReport Graph" m nCccurs="0" maxCccur s="unbounded" ></ xs: el enent >

</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: el ement name="groups” m nCccurs="0">

<xs: conpl exType>
<Xs: sequence>

<xs: el ement nanme="ScanReport G oup"

type="ScanReport Group"” m nCccurs="0" maxCccur s="unbounded" ></xs: el enent >

</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement name="options" m nCccurs="0"

maxCccur s="1">
<xs: conpl exType>
<Xs:sequence>

<xs: el enent nane="rawlLevel s"

type="xs: bool ean" m nCccurs="0"></xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
<xs:el ement nanme="filters" m nQccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement name="i ncl udedSear chLi sts"
m nQccur s="0">
<xs: conpl exType>
<XS:sequence>

<xs: el ement nanme="SearchlLi st"
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t ype="Sear chLi st" mi nQccurs="0" maxCccur s="unbounded" ></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="excl udedSear chLi st s"
m nQccur s="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement name="Sear chLi st"
type="Sear chLi st" m nQccurs="0" nmaxCccur s="unbounded" ></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs:el ement nane="url" type="Cdata" m nCccurs="0"/>
<xs:el ement name="status" m nCccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nanme="ScanFi ndi ngSt at us"
t ype="ScanFi ndi ngSt at us" m nQOccurs="0" maxCccur s="unbounded"
></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="renedi ati on" m nCccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement name="showPat ched"
t ype="Renedi ati onShowpti on" m nQccurs="0"/>
<xs: el ement nane="show gnor ed"
t ype="Renedi ati onShowOpt i on" m nCccurs="0"/>
<xs: el ement nanme="i gnor edReasons"
m nCccur s="0">
<xs: conpl exType>
<XSs:sequence>
<xs: el enent
nanme="1| gnor edReason" type="1|gnoredReason" maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
</ xs: sequence>
</ xs: conpl exType>

<l-- WebApp Report -->
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<xs:conpl exType name="WebApp" >
<Xs:sequence>
<xs: el ement nane="id" type="xs:long"/>
</ xs: sequence>

</ xs: conpl exType>

<xs:si npl eType nane="WebAppReport Cont ent" >
<xs:restriction base="xs:string">

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
</xs:restriction>

enunerat i
enuner at i
enuner at i
enuner at i
enunerat i
enunerat i
enunerat i
enuner at i

</ xs: si npl eType>

on
on
on
on
on
on
on
on

val ue="DESCRI PTI ON' />

val ue=" SUMVARY" />

val ue=" GRAPHS" />

val ue="RESULTS" />

val ue="1 NDI VI DUAL_RECORDS" />
val ue="RECORD DETAILS" />

val ue="ALL_RESULTS" />

val ue="APPENDI X' />

<xs:si npl eType nane="WebAppReport G aph">
<xs:restriction base="xs:string">

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
</xs:restriction>

enuner at i
enuner at i
enuner at i
enunerat i
enunerat i
enunerat i
enuner at i
enuner at i
enuner at i

</ xs: si nmpl eType>

on
on
on
on
on
on
on
on
on

val ue="VULNERABI LI TI ES_BY_SEVERI TY" />
val ue="VULNERABI LI TI ES_BY_STATUS" />

val ue="VULNERABI LI TI ES_BY_GROUP" />

val ue="VULNERABI LI TI ES_BY_OWASP" />

val ue="VULNERABI LI TI ES_BY_WASC' />

val ue="SENSI TI VE_CONTENTS_BY_GRCOUP" />
val ue="MOST_VULNERABLE_WEB_APPL| CATI ONS"
val ue="MOST_VULNERABLE _URLS" />

val ue=" OPERATI NG_SYSTEM5_DETECTED"' />

<xs: si npl eType nane="WebAppReport G oup" >
<xs:restriction base="xs:string">

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
</xs:restriction>

enuner at i
enunerat i
enunerat i
enunerat i
enuner at i
enuner at i
enuner at i
enunerat i

</ xs: si nmpl eType>

on
on
on
on
on
on
on
on

val ue="\WEBAPP" />
val ue="URL" />

val ue="GROUP" />
val ue="OMSP" />
val ue="WASC' />

val ue="STATUS" />
val ue=" CATEGORY" />
value="Q D" />

<xs: si npl eType nane="WebAppFi ndi ngSt at us" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="NEW />
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<xs:enuneration val ue="ACTI VE' />
<xs:enuneration val ue="REOPENED' />
<xs:enuneration val ue="FI XED" />
</xs:restriction>
</ xs: si npl eType>

<xs:si npl eType nane="1|gnor edReason" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="FALSE PCSI Tl VE"/ >
<xs:enuneration val ue="Rl SK_ACCEPTED'/ >
<xs:enuneration val ue="NOT_APPLI CABLE"/ >
</xs:restriction>
</ xs: si npl eType>

<xs: si npl eType nane="Renedi ati onShowOpt i on" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="SHON NONE"/ >
<xs:enuneration val ue="SHOW ONLY"/ >
<xs:enuneration val ue="SHOW BOTH"/ >
</xs:restriction>
</ xs: si mpl eType>

<xs: conpl exType nanme="WebAppReport Tenpl at e" >
<XS:sequence>
<xs:el ement nane="di spl ay" m nCccurs="0">
<xs: compl exType>
<Xs:sequence>
<xs: el ement name="contents" m nCccurs="0">
<xs:conpl exType>
<Xs:sequence>
<xs:el ement nane="WebAppReport Cont ent"
t ype="WebAppReport Content” m nCccurs="0"
maxQccur s="unbounded" ></ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement name="graphs" m nCccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nanme="WebAppReport Graph"
t ype="WebAppReport G aph" mi nQccurs="0"
maxQOccur s="unbounded" ></ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el emrent name="groups" m nCQccurs="0">
<xs: conpl exType>

Qualys Cloud Suite API Release Notes 49



WAS - Enhanced tag selection

<Xs:sequence>
<xs: el ement name="WebAppReport G oup”
type="WebAppReport G oup” mi nCccurs="0"
maxQccur s="unbounded" ></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs:el ement name="options" m nCccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nanme="rawLevel s"
type="xs: bool ean" ni nCccurs="0"></xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs:element name="filters" m nCccurs="0" maxQOccurs="1">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nanme="incl udedSear chLi st s"
m nQccur s="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="Sear chLi st"
type="SearchLi st" m nQccurs="0" maxCccur s="unbounded" ></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="excl udedSear chlLi sts"
m nCccur s="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement name="Sear chLi st"
type="SearchLi st" m nQccurs="0" maxCccur s="unbounded" ></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el erent name="url" type="Cdata" m nCccurs="0"
maxQOccurs="1"/>
<xs: el emrent nanme="status" m nCccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="WebAppFi ndi ngSt at us"
t ype="WebAppFi ndi ngSt at us” m nCccur s="0"
maxQccur s="unbounded" ></ xs: el enent >
</ xs: sequence>
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</ xs: conpl exType>
</ xs: el enent >
<xs:el ement name="renedi ati on" m nCccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="showPat ched"
t ype="Renedi at i onShowOpt i on" m nCccurs="0"/>
<xs: el ement nanme="show gnor ed"
t ype="Renedi at i onShowOpt i on" m nCccurs="0"/>
<xs: el ement nane="i gnor edReasons"
m nQccur s="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement
name="1 gnor edReason" type="1gnoredReason" maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conmpl exType>

<l-- Scorecard Report -->
<xs: si npl eType nane="WasScanConsol i dat edSt at us" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="FI Nl SHED'/ >
<xs:enumeration val ue="NO HOST_ALI VE"/>
<xs:enumeration val ue="NO WEB SERVI CE"/ >
<xs:enuneration val ue="SERVI CE_ERRCR"/ >
<xs:enuneration val ue="TI ME_LI M T_REACHED"/ >
<xs:enuneration val ue="CANCELED"/ >
<xs:enuneration val ue="ERROR"'/ >
</xs:restriction>
</ xs: si mpl eType>

<xs:si npl eType nanme="WasScanAut hSt at us" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="NONE"/ >
<xs:enumeration val ue="NOT_USED'/ >
<xs:enuneration val ue=" SUCCESSFUL"/ >
<xs:enuneration val ue="FAlI LED'/ >
<xs:enuneration val ue="PARTI AL"/ >
</xs:restriction>
</ xs: si mpl eType>
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<xs: si npl eType nane="Scor ecar dReport Cont ent ">
<xs:restriction base="xs:string">

<XS:
<XS:
<XS:
<XS:
<XS:

enuneration
enuneration
enuneration
enuner ati on
enuneration

</xs:restriction>
</ xs: si npl eType>

val ue="DESCRI PTION' />

val ue=" SUMVARY" />

val ue=" GRAPHS" />

val ue="RESULTS" />

val ue="1 NDI VI DUAL_RECORDS" />

<xs: si npl eType nane="Scor ecar dReport G aph" >
<xs:restriction base="xs:string">

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:

enuneration
enuneration
enuneration
enuneration
enuneration
enuner ati on
enuneration

</xs:restriction>
</ xs: si npl eType>

val ue="VULNERABI LI TI ES_BY_SEVERI TY" />

val ue="VULNERABI LI TI ES_BY_GROUP" />

val ue="VULNERABI LI TI ES_BY_OWASP" />

val ue="VULNERABI LI TI ES_BY_WASC' />

val ue="SENSI TI VE_CONTENTS_BY_GROUP" />

val ue="MOST_VULNERABLE_WEB_APPL| CATI ONS" />
val ue=" CPERATI NG_SYSTEMS_DETECTED" />

<xs:si npl eType nane="Scor ecar dReport G oup" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="GROUP" />
<xs:enuneration val ue="OMSP" />
<xs:enuneration val ue="WASC' />
</xs:restriction>
</ xs: si npl eType>

<xs: conpl exType name="Scor ecar dReport Tenpl at e" >
<Xs: sequence>
<xs: el ement nane="di spl ay" m nQccurs="0">
<xs: conpl exType>
<Xs:sequence>

<XS:

el emrent nanme="contents" m nQccurs="0">
<xs: conpl exType>
<Xs:sequence>

<xs: el ement nanme="Scor ecar dReport Content"
t ype="Scor ecar dReport Content" mi nCccurs="0"
maxQOccur s="unbounded" ></ xs: el enent >

</ xs: sequence>
</ xs: conpl exType>

</ xs: el enent >

<XS:
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<xs: el ement nane="Scor ecar dReport G aph"
t ype="Scor ecar dReport Graph” m nCccurs="0"
maxQccur s="unbounded" ></ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement name="groups” m nCccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="Scor ecar dReport G oup
t ype="Scor ecar dReport Group" m nCccurs="0"
maxQOccur s="unbounded" ></ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement name="options" m nCccurs="0">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="rawLevel s"
type="xs: bool ean" m nCccurs="0"></xs: el enment >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="filters" m nCccurs="0">
<xs:conpl exType>
<Xs:sequence>
<xs: el ement name="scanDate" type="Dat eti meRange"
m nCccur s="0" nmaxCccurs="1"/>
<xs: el ement nane="scanSt at us"
t ype="WasScanConsol i dat edSt at us" m nCccurs="0" maxCccurs="1" />
<xs: el ement name="scanAut hSt at us"
t ype="WasScanAut hSt at us" m nOccurs="0" maxCccurs="1" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

</ xs: schema>
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