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112 ThreatPROTECT

View Real-time Threat Indicators (RTI) in Asset Details

With ThreatPROTECT you can now view all the Real-time Threat Indicators (RTI) for an asset and
number of vulnerabilities associated with each RTI in one location.

Simply navigate to Assets tab, select an asset and click View Asset Details. Locate the ThreatPROTECT
RTIs tab to view all the RTIs and associated vulnerabilities for that asset. The ThreatPROTECT RTIs tab
is shown when the ThreatPROTECT module is enabled for your subscription.

subb-25-238.subb.root.vuln. ®

View Mode ThreatPROTECT Summary

Asset Summary The Real-Time Threat Indicators for this Asset are displayed below. Click an indicator to view the vulnerabilities associated with

each RTI.
Open Ports

Tromed i Zero Day Public Exploit Easily Exploitable Vulnerable to DOS

- 165 149 313

Alert Notifications

Exploit Kit Available Malware High Data Loss High Lateral Movement
Unpatchable Active Attacks

49 55

Close
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New Support for Group by DNS Address

You can now group your asset search results by DNS address. It’s easy to do. Enter your asset search
query, then choose DNS Address from the “Group assets by...” drop-down. We’ll group the results by
unique DNS address and show you the number of assets that match each one. In the example below there
is 1 asset for 10.0.100.11 and 1 asset for 10.0.100.10. (The other assets that match the search query do not
have a DNS address.)

@ QUALYS ENTERPRISE
AssetView v Help v Sub User w Log out
Dashboard  Assets  Templates
:E AssetView Assets Tags
Saved Searches ~ create widget save - Assets
operatingSystem: windows @ | search 1 2
(DNSAddress v)Fnund 2 unique dns address within these assets. Show assets v
A
DNS Address: All results : Q Assets -
10.0.100.11 Y 1
10010010 e Group by DNS 1
Address
About | Terms of Use | Support

You can also use this new Group By option when configuring a dashboard widget. Enter your search
query for the widget and then choose the Group By option “interfaces.dnsAddress”.

| Edit Dynamic Widget x I

Select data for your stats using the form below (}REQUIRED FIELD:  Customize the way that your widget looks

0 1 I » Name Asset Dns Address Dns ...  Count
| II (’ TESTING 10.0.100.10 1
Count Bars Pie
Cloud Agent 10.0.100.10 1
=
Widget Title Cloud Agent 10.0.100.11 1
NewDash
Business Unit 10.0.100.11 1
Query
operatingSystem: windows Business Unit 10.0.100.10 1
TESTING 10.0.100.11 1
() List assets @ Group assets
Rows *
tags.name Group by DNS

Columns / Group By

.~ Address

interfaces.dnsaddress

LieTo

TOP 50

s
V) «

Cancel Save
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Add Trending to your Dashboard widgets

Now you can configure dashboard count widgets to display trend data for up to 90 days. You’ll see the
new “Collect trend data” option in the dynamic widget wizard.

Edit Dynamic Widget x

Selpctdati for yourstas using thefarmbpetow;, . EFF RS Customles e way thit your widget lsoks
»
dun G 730
Bars. Pie
vs All Assets
Widget Title* 865 (84.39%)
Assets with Vulns loited in the wild
A v 21%
Query

C Showing last 81 days
vulnerabilities.vulnerability.threatntel.activeAttacks:true

Comparison
Compare with another reference query
Query
Comparison label |Add conditional formatting... |3
(Al Assets [
Set the base color to . X

This set of assets represents *
| A superset (contains all the assets from initial query) tj When the value of the comparison percentage is more than 10% then highlight in - x

P " When the value of the is more than 25% then highlight in . x
Trending ——— New option
Collect trend data When the value of the comparison percentage is more than 90% then highlight in . x

-Thlsvd will store its results each day for up to 90 days. The resulis will be ona 80 i
; rgeted vulnerabilities
bk mdg:ﬁ iy )‘nmPL ys. plotted graph When clicked, then navigate to the targeted vulnerabilities %

o Lsme )

Zoom chart to last N days -

When checked, 7, 14, 30, 60 or all
widget trend data
is collected daily

and stored for up 1.25K
t0 90 days. This i 730
used to plot a line 1.00K

; vs All Assets
graph in the count 865 (B4.39%) .

widget. = S
V -21%

ASSETS WITH VULNS ACTIVELY EXPLOITED IN THE WILD

Showing last 81 days

Show chart in full screen
in more detail
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m Security Assessment Questionnaire

CSV Reports Now Available

CSV format is now available for all report types — Single Instance Report, Aggregate Template Report
and Campaign Report. Simply choose Comma-Separated Value (CSV) under Report Options when
walking through the Questionnaire Report Creation wizard.

o Options

Single Instance Report

Select a file format for the report download*

Step 3 of 3 Select Report Options
1 JRenaR e Report options (") REQUIRED FIELDS
Enter Report Name™®
2 Target

Web Archive (HTML) |
Compressed HTML pages (ZIP)

Web Archive (HTML)

Portable Document Format (PDF)

L comma-se parzted Value (CSV)

L TTTT

L0
*e,
.,
s
0

Show assets

Chodse the
CSV file format

Show answered by and delegate names

Show assignment

Cancel

You’ll see D next to CSV reports in your reports list. Choose Download from the Quick Actions menu
to view your report.

Saved Searches = -
b Repunt 1-40t4 O~
_ Repart Title Farmat Type Status Ganeration Date Owner
Single nstance feport Singke nstance Aepert  Complete B few seconds ags Palrick Sivemes (quaps_ps)
- 4
Aggregate Tempiate Heport s Agaregats Temgistes Re... Compiels 10 Bours 8% Patrick Simmer jquays_pa)
Indicates CSV
sngke nstance deport Format Sngk nstance Mepot  Complete 12 hours age Fatnck Shmmer (quays_os
Singht hstance Faport L] Snge nstance Aepet  Gompiste 19 Beurs ape Palrick Shmmer (qwiyn_pe}
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Sample CSV Reports
Single Instance Report

"Single Instance Report ","2016-10-28T21:12:44Z"

"Qualys, Inc.","1600 Bridge Parkway",'Redwood
City","California",'94065","United States of America"

"Patrick Slimmer",'quays_ps","""

"TARGET"

"FILTERS"

"'SUMMARY**

"Report Settings"

"Title","Type",""Source",""Current State','Stage',"Tags","Created By","Assigned
To","Reviewer","Approver"

"3rd Party Assessment — jason.kim@qualys,™,"Single Questionnaire
instance”,"Third Party Maturity Assessment for Information Security
Management v1',"Information Gathering",'2-Stage','","Patrick
Slimmer(quays_ps)',"Jason Kim(Jason._kim@qualys,)"

"Discovery"

""Due Date™,"Assigned Date','Questionnaire Status”

30 Nov 2016",'28 Oct 2016","In Progress"

"Questionnaire Overview"

"Answered","'Not Answered"

t7at, 9T

"Questionnaire List"

"Section',"Question Type',"Question
1d","Question™,"Options',"Answer",""Answered By","Answer Date','Delegate
To","Attachments","Assets",""Comments",""Reviewed By',"Review Date",''Review
State"

01 Security Policy (SP)","MultipleChoiceQuestion™,"SP-01","1s there a
Security Policy defined at the Corporate level?","Partially (Manual), No,
N/A, Yes","Partially (Manual)',"Jason Kim(jason.kim@qualys,)',"28 Oct
2016, e,

Aggregate Template Report

""Aggregate Template Report ",""2016-10-28T21:16:527"

"Qualys, Inc.","1600 Bridge Parkway","Redwood
City","California",'94065","United States of America"

"Patrick Slimmer",'quays_ps","""

"TARGET"

“"FILTERS"

""SUMMARY**

""Report Setting”

"Type",""Source","State",""Tags","'Due Date',"Last Update','Created
Date'",'Created By","Delegated To","Assigned To"

"Aggregate Template Questionnaire',"Third Party Maturity Assessment for
Information Security Management™,All states™,,'","","™
"Questionnaires™

“"Total","In Progress'", ' Reaching Due Date","Overdue"

t1t,ror,ror, ot

*Stages”

"Closed", 1"

"Questionnaire Instances"

"Title","Assigned to","Assigned Date",'Last modified","Due Date","State"
"Third Party - jason.kim@qualys,","Jason Kim(Jason.kim@qualys,)'","28 Oct
2016","28 Oct 2016","30 Nov 2016","Closed"
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"Questionnaire List"

01 Security Policy (SP)"

"Question 1d",'"Question”,"Question Type"
"SP-01","1s there a Security Policy defined at the Corporate
level?","MultipleChoiceQuestion”

"Selected Answer","Answer Count","Answered By"
"Partially (Manual)","0",""

"No™,"1","Patrick Slimmer(quays_ps)"

UNZAT, 0T,

"Yes","0",""

"Not Answered™,™0",""

Campaign Report

""Campaign Report '","2016-10-28T21:14:14Z"

"Qualys, Inc.","1600 Bridge Parkway","Redwood
City","California,'94065","United States of America"
"Patrick Slimmer',"quays_ps",""

"TARGET"

"FILTERS"

""SUMMARY""

"Report Setting"”

“"Title”,"Type™","Source™, "Stage"

"3rd Party Assessment','Campaign™,”Third Party Maturity Assessment for
Information Security Management™,"2-Stage"

"Questionnaires"

“"Total","In Progress'", ' Reaching Due Date","Overdue"
tatt,tat,tot, ot

"'Stages"’

"Information Gathering'","1"

"Questionnaire Instances"

"Title","Assigned To","Assigned Date",'Last Modified","Due Date",'State"
"3rd Party Assessment - jason.kim@qualys,™,"Jason Kim(Jason.kim@qualys,)™,"28
Oct 2016","28 Oct 2016","30 Nov 2016","Information Gathering"
"Questionnaire List"

""01 Security Policy (SP)"

"Question 1d","Question",""Question Type"

"SP-01","Is there a Security Policy defined at the Corporate
level?" ,"MultipleChoiceQuestion”

"Selected Answer',"Answer Count™,"Answered By"

"Partially (Manual)","1","Jason Kim(jason.kim@qualys,)"
"No™,"0",""""

UNZAT, O,

"Yes™,"0", """

"Not Answered","0",""
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Ability to Delete Users

You can now delete a user from SAQ as long as the user is not assigned to an active campaign. To delete
a single user, choose Delete from the Quick Actions menu. To delete multiple users in bulk, select the
users in the list and choose Delete from the Actions menu above the list.

Security Assessment Questionnaire w

Dashboard  Campaigns  Reports Users

Saved Searches ~

Templates

Search for users by entering properties...

Add User | | Impert Users

] Name Username
Jason Kim Quick Actions
View

Reset Pagsword

] Patrick Slimmer Delete User

Add Tags

Remove Tags

Security Assessment Questionnaire w

Dashboard  Campaigns  Reports  Templates  Users

Saved Searches ~

Search for users by entering properties..

Actions (2) v

Add User | | Impert Usess
Username

jasen.kim@gualys.com

g
‘ Delete User '

Add Tags

Remove Tags pslimmer@qualys.com

Delete single user

Qualys Cloud Suite Release Notes
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m Web Application Scanning
m Web Application Firewall

WAS now reports vulnerabilities blocked by WAF

WAS detections and reports now display vulnerabilities blocked by Qualys WAF, for a Web Application
that is a shared asset in WAS and WAF. To get started enable the ScanTrust option to allow Qualys
scanners to seamlessly scan the web application through the WAF and enhance assessment and reporting.
You can easily set this up in WAS or WAF.

Note that the ScanTrust feature should be enabled in your Qualys subscription before you can use it. Once
enabled, the ScanTrust option is visible in WAS if the web application is protected by WAF.

Interested in getting ScanTrust enabled for your subscription? Please contact Qualys Support or Technical
Account Manager.

WAS module

Edit Mode Tell us the scan settings you'd like to use

Asset Details Default Scan Options {*) REQUIRED FIELDS

o ) Choose the default scan seftings for your web application. You can change the defaults for each scan
Application Details
Option Profile

Scan Settings Initial WAS Options ¥ ¥ | View | Create

Scanner Appliance

DNS Override External v

Crawl Settings Lock this scanner appliance for this web application.

Redundant Links ScanTrust

Authentication This allows for Qualys WAS and WAF to work in concert to complete the scan

i ) (# Enable Authentication with WAF to improve scan capacities. )
Crawl Exclusion Lists

. Duration
Malware Menitoring

Cancel Save As.. I m
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WAF module

Web Application Edit: Demo Web App ips" On | OFf Launchhelp %
F Configure policies for your web application
Edit Mode
Asset Details Security Policy (*| REQUIRED FIELDS
Net K Select the combination of security rules and heuristics that protect the origin server
etworl
Policy™*
SSL Support Block threshold(95) 43 v Edit

Non-Blocking mode
N

Access Control

ScanTrust

WAF Clusters t Qualys scanners to seamle and enhance
nguishing vulnerabilities not y

Comments G Allow Qualys scanners to conduct scans on this web application)

Action log

Once you allow Qualys scanners to perform these scans, be sure to select the Enable Authentication
option when launching your vulnerability scan in WAS.

| Off Launchhelp ¥

Step 2 of 3 Configure settings for your scan
1 Scan Details o ScanTrust {*) REQUIRED FIELDS
This allows for Qualys WAS and WAF to work in concert to complete the scan.
o Scan Settings v 4
« Enable Authentication with WAF to improve scan capacities. =«
3 Review And Confirm “ Be sure to

Option Profile select this

t an option profile with various scanning options. You can set to Default if a default profile is defined for this web
tion

v Create

e A ST [ D D WAS QU o AT
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In WAS detections, use the Protected filter to view the vulnerabilities blocked by Qualys WAF.

[E] Web Application Management

Search Results

4 Filter Results Clear All [F] Protected

Status

) New [] Protected
] Active

| | Re-COpened [l Protected
¥ Protected rotecte
Fixed

Web Applications Authentication

ED o sews - oao

150084

150084

150013

Name

Unencoded characters

Unencoded characters

Browser-Specific Cross-Site Scripting Vulnerabilities

Detections

Catalog

Maps

WMW~WW€%)%WWWWMWW'M

Enable the Protected filter in WAS reports to view the vulnerabilities blocked by Qualys WAF.

Report Edit
Edit Mode Define filters to include certain detections in your report
Details
Vulnerability Filters
LETT2LH! Select filters to report on certain vulnerabilities and sensitive contents. Include vulnerabilities discovered on a specific
ek You can include vulnerabilities with certain status
° o -
T -
)
B Fixed 5
g -
M%JMW/”WWW“HWWWWWWHJ‘NAMM
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M Administration

User Management - Assigning Modules made easy

We've added Module Access Permissions to help you better manage users and their access to modules in
your subscription.

Assigning Modules

Now you can assign modules to roles, User Edit: John Doe (quays_hd) Tum help tips: On | OFF
to graqt lJ-SEfS access to modules in your Edit Mode Edit role(s) and scope
subscription.
User Details || Allow user full permissions and scope (The user wil have full access to everything)
. - . = Each role grants you a set of permissions that will apply to the objects you have access to
You can either edit an existing role or Profile Stings e s
create a new role. — ,
Assigned roles Remove all & Unassigned roles Add all ~
Action Log SCANNER Remove m Add &
Account Activity o R e
Click Edit .tlo add or remove  Enginesr 4ad
modules for an existing role  imics cuestionnaire Partcipant add v

Edit Scope

|/ Allow user view access to all objects (Other permissions are granted by the user's roles)
Define what assets the user can access by tags.

Global Scope Select | Create | Remove Al

BE Unassigned Susine..

conc ==

| Edit role detalls

Edit the parmissions for this roke

Basic Information
Nams
Reader

Edit role permissions Turn nelp Bps
Descriotion

This ks 3 test role.

L@l Choose from modules you have

access to in to your subscription. For
Select ho e woud scees tis ssplestion example if you have VM, PC, WAS,
Access method(s) UL Access API Access CM, CA, AV, TP then you can
MU Seletmocies i 1 e sho e 3csss. ot 65 e 0u a1 G Which pmissions i oé grantea choose to add access permissions for
Wodes | - these modules.

You can edit the permissions for this role.

R m Adeninistsation

m sl Managemant
' Choose the modules to
Clous Agant provide access
cw.u.m; r.lulll!wx.lu. o
m Malveare Dotection
Security Assessment Duestonnase
oma e o]
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Users  Action Log

Filter By Module

All the modules assigned to your role are displayed for | K i takaman

User Management

Role Management

Defaulis

module filter. [E

User Filters
Select the module and we will list all the users assigned
(] Enter ID of the user
to the module.
Username Enter full or partial user login
- Status Select the user status
You can select multiple modules at one go.
Full Access Select the user status
Administration v Global Scope Select the user status
Users  Action Log Role Enter full role name
Permission Enter full or partial permission name
User Management User Management Role Management Defaults

Moduls “

_;Web Application Firewall

‘ D x Module  Web Application Scanning, Malware Detection, Asset Management| +

Pick one or more

Asset Managemen{ H
Total users | [ Agministration
Users active [ Security Assessmer
[] Continuous Monitoring

[[] quays_ms1 Administration

Unassigned Business Unit

Security Assessment Questionnaire

New Eiiter fo simpiify

Asset Management
- (o U SElOCHON

Centinuous Monitoring
Cloud Agent
ThreatPROTECT

[] quays_rs1

Unassigned Business Unit

Users inactif

[] Cloud Agent
Users pendil [ ThreatPROTECT

o o oo
L

[] web Application Firewall More filters Vulnerability Management
i v Policy Compliance
Users Breakdow [_] Vulnerability Management '.__' Add search filter - cy pl : .
[[] Policy Compliance ., Web Application Scanning
i icati i i Mal Detecti
Total activ Web Application Scanning : 1 00% _— lalware Del ion -
— /) MaWare Detection | Asset Management . eee"""

modules

.
0

Modules assigned to each user
The new module column tells us the modules available to each user as per the assigned role.

Adminlsiration
Users  Action Log
(] UserManagement [YMRSTRRINESNINE [ .. (ocecement Dewls
Module  Cloud Agent
vsers eabtonr (HEHN Ao
Usar Status Repartition
Total active users 100%
5
i ™ Quick view of modules assigned
it b to each user
Usermamse +| Modutes | First Name: Last Narne Emoil Addeess Lt Update Dute Last Login Date
quiys_sm2 [aar o Doe i ] o ]
rmra - we@ouals 3103016 10 6et 2096
Umaraigeas Business Unk fe==Tual: T o Lo ] i o et iy .
quays_hd
D D D N sehn Dot echat@ouls... 20 012016 0 0et 2016
Urasngeed Busoeas Unt
quays_mst
T E Mary Smen smcharr@oualys 14 Oct 2018 -
) quays_rsi
o E E B rea Starsky seogarkeeauslys.. 14 002018
nansgres Busnan Unt

™
B N R .  a o L R PP i
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Issues Addressed

o When the user selects the Group by option in the assets list, the Assets column is now sorted in
descending order by default (from largest number of assets to lowest).

o Fixto correct tag scope after adding a new tag. The user will now be able to remove a newly added
tag without having to refresh the Ul. Also a user cannot remove an asset group tag if an asset in that
asset group also has that tag.

e The AssetView tags list now provides a checkbox in the header to select/deselect all tags at once for
bulk actions.

o When the user enters the token "vulnerabilities.vulnerability.category" they are now presented with a
pre-filled drop down listing of vulnerability category names from the Knowledgebase to choose from.

e Now users can easily search for assets with vulnerabilities found using the "vulnerabilities™ token.
Just enter the token name and select * from the drop-down listing: vulnerabilities: "*". For assets with
no vulnerabilities: not vulnerabilities: "*"

¢ Fixed the geolocation map to display only the country, instead of "null”, in cases where no city is
available.

e Users can now download the complete list of assets without any discrepancies.

e Now the Please wait.. message will disappear as expected after the user downloads the assets list and
chooses the format Compressed HTML pages (ZIP).

e ThreatPROTECT: When an existing widget is edited to enable trending, it will automatically be
resized to 300px high if height is less than 300px.

e ThreatPROTECT: Updated the tooltip for chart widgets configured for AV and TP dashboards. If the
tooltip text exceeds the chart's width, it is truncated and shown with ellipsis.

e Fixed an issue where View Asset Details showed no services on the System Information tab for
certain agents. Services are now correctly listed for all agents.

e When editing an activation key, a new option lets you "Apply changes to all existing agents". When
selected we'll apply changes including tags, licenses and limits.

e We've added a help tip for the Revocation Interval performance setting in the Configuration Profile.
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e Add new category called "Shared Assessment" in the templates section with new templates: Shared
Assessment SIG Lite 2016 and Shared Assessment VRMMM 2016.

o Fixed issue where campaign create and edit actions sometimes returned error messages when no error
occurred.

e Improvements made to delete user confirmation window to help the user understand the impact of this
action.

¢ \We've made updates to ensure once a user is deleted, the user no longer appears in the Ul.

e There was an issue while adding an invitee to a campaign after a campaign was created. Now the
issue is resolved and you can successfully add invitees to a campaign.

e Fixed issues with content of Cloud Security Alliance CAIQ template.

e Scans that error out due to scan configuration error no longer return an internal error. For example if a
scan exceeds the cancel time limit it now returns QID 150024 - Web Application Scan Time Limit
Reached and not QID 150025.

e When editing a scheduled report with the Activate Notification option disabled, the user would not be
able to create a new distribution group or edit an existing one.

Asset Management API

o Valid operators added in error message for Asset Management API when request includes invalid
operator.
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