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This new release of the Qualys Cloud Platform (VM, PC) includes improvements to Vulnerability
Management and Policy Compliance.

Qualys Vulnerability Management (VM)

Support for Scanning ESXi Hosts on vCenter for Vulnerabilities
Qualys Policy Compliance (PC)

MySQL 8.x Support

New Technologies Supported for Ubuntu UDCs

Qualys 8.21 brings you many more
improvements and updates! Learn more
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Qualys Vulnerability Management (VM)
Support for Scanning ESXi Hosts on vCenter for Vulnerabilities
We now support vulnerability scans on your ESXi hosts through vCenter. We already support

compliance scans on your ESXi hosts through vCenter. To learn how to setup vCenter
authentication records and run vulnerability scans refer to our User Guide.

Qualys Policy Compliance (PC)

MySQL 8.x Support

We've extended our support for MySQL authentication to include My e v

SQL 8.x. We already support MySQL 5.x. Windous Record
Unix Record

You'll need a MySQL authentication record to authenticate to a MySQL 2: f,d fecond

database instance running on a Unix or Windows host, and scan it for SHMP Recors

compliance. For authentication to Windows hosts, enter the Windows WS SOL Record...

file. For authentication to Unix hosts, enter the Unix file. You may enter | ©seeRecerd.
one or both. IEM DE2 Record...

Viware ESXi Record...

ST

MySQL Record...
MariaDE Record...

How do | get started?

InformixDE Record...

- Go to Scans > Authentication. Srbae e

Checkpoint Firewall...

PostgreSQL Record..

- Check that you have a Unix or Windows record already defined for the | ... s newore Frewa Record.
host running the database. MangoDE Record..

Application Records... L

- Create a MySQL record for the same host. Go to New > My SQL Record. | aunentestion vauts
vCenter Mapping

Download...
Sample Reports

You'll see the MySQL 8.x host technology in compliance reports and in compliance scan results.
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https://www.qualys.com/docs/qualys-pc-scan-esxi-vcenter.pdf

lev Views Heipr

Compliance Scan Results

Cause

- MySQL 8 insatnce  20f 8 (100%)[HE
SQLF

Title: mstan (™™ =
Asset Groups: MySQL Host Host Technology Instance Status. Cause
IPs: 10.11.7¢ 10.11.70.93 (ctomcatwi2008r2, CTOMCATWI2008R2) MySQL 8.x Port=3306, Database Name=mysql  Passed -
Excluded |Ps: = 10.115.98.109 (-, ) MySaL 8.x Porti=3306, Database Name=mysgl  Passed -
Compliance Profile: Initial P Host Host Technology Instance Status  Cause
Appendlx w Windows F |
Target hosts found alive {IP) Host Host Technology Instance Status
10.11.70.93, 10.115.98.109 10.11.70.93 (ctomcatwi2008r2, CTOMCATWI2008R2}  Windows 2008 Server Passed -

Target distribution across scanner appliances
vs_seenu_ak-2 : 10.11.70.93,10.115.98.109

was for these hosts
10.11.70.93
Unix/CiscoiCl int Firewall ication was
10.115.98.109

My SQL authentication was successful for these hosts

MySQL 8.x (Port: 3308, Database Name: mysql)
10.11.70.93, 10.115.98.109

for these hosts
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Policies and Controls
You'll see MySQL 8.x in the technologies list when creating a new policy.

Empty Policy: Build your palicy from scratch.
Select technologies for your policy. Your selection makes up the glebal technologies list for the policy and determines which controls can be added to the
policy. Note - You can change the technologies at any fime from within the Policy Editor.

Technologies  Select at least one tachnology: REQUIRED

Search technologies: |V| Add All | Remove A
| 187 technologies Add all shown .
Create policy for
MongoDB 3 x this technology
MongoDB 4.x "".
Mozilla Firefox (Windows) ..‘.

MySQL 5.x Tt
(MySQLSx ) PRSRRRE

NetApp Data ONTAP 7.x

Back

You'll see MySQL 8.x when searching controls by technologies.

ClDs:
= 1072,1071, 1001 {up to 20)
Text:
Status: [ Deprecatad Find controls for this
technology .,
Technologies: 0 MS IS 8x ..--"'.‘ -
[ MySQL 5:x P
[ mysaLax J]
T Nethpp Data ONTAP 7%
(7] NetApp Data ONTAP 8.x i
Frameworks: | ] AnSs| 40 Essential Measures for a Healthy Network Ver 1.0~
|| APRA Prudential Practice Guide (PPG). CPG 234 - Manage
[ ceiList1
|| CIS - Apache HTTP Server 2.2 Benchmark v3.4.0 (09-23-20 =
4 13

Framework ID:

-
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New Technologies Supported for Ubuntu UDCs

Want to create a UDC for Ubuntu 18.x? Go to Policies > Controls > New >
Control and select any of the Unix control types. Scroll down to the Control Technologies
section to provide a rationale statement and expected value for each technology.

@ MNew Control: File/Directory Existence - Google Chrome — O

8 https://qualysguard.p04.eng.sjc0l.qualys.com/fo/controls/create_control.php?type=9

Control Technologies™

[ AIXEx
Use thizs section to create a AlX 5.x instance of this control

o SV W S S S S S S S S S S S S S S N S N S N 7 N

[ SUSE Linux Enterprise 9/10
Use this section to create a SUSE Linux Enterprise 9/10 instance of this control

] Ubuntu 10.x
Use this section to create a Ubuntu 10.x instance of this centrol

] Ubuntu 11.x
Use this section to create a Ubuntu 11.x instance of this control

[ Ubuntu 12.x
Use this section to create a Ubuntu 12.x instance of this control

] Ubuntu 14.x
Use this section o create a Ubuntu 14.x instance of this control

] Ubuntu 16.x
Use this section to create a Ubuntu 16.x instance of this control

[ Ubuntu 18.x
Use this section to create a Ubuntu 18.x instance of this contral * New technology supported

/
[ Ubuntu 8.x
Use this section to create a Ubuntu &.x instance of this confrol

You'll also see Ubuntu 18.x in the technologies list when creating a policy.
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Issues Addressed

e We fixed an issue where the Certificates tab was showing expired certificate information
for the host that has a valid certificate installed for the issuer.

e We fixed an issue where the user was getting an error when creating a new policy based
on a previously scanned host.

e The title of the screen that opens when you navigate to Scans > Authentication > New >
vCenter Mapping is changed from VCenter EXSi Mapping Data to vCenter EXSi Mapping
Data.

e Now when you go to PC > Scans > Option Profiles > New > Compliance Profile, in the
"Scan restriction" section in the Scan tab the policy names in the drop-down that contain
"&amp:" will now show only "&".

e Now Cisco and Checkpoint Firewall authentication records support Azure Key and
HashiCorp vaults via API using action=create and login_type=vault.

e We fixed an issue where the user was unable to generate policy compliance reports for
AIX servers despite the servers had Qualys Cloud Agents installed on them. This issue
was occurring because AIX technologies were not enabled in policy compliance agent
scan. Now support is enabled for AIX technologies in PC agent scan and the user can
generate PC compliance reports for AIX servers.

e Now when you assign a "User Administrator” role to a user in the User Role tab we'll
show you a message that "Once you create a user with a User Administrator role, the role
for that user cannot be changed to any other role".

e We fixed an issue where the Vault API was returning an error when an API call was made
to update the authentication type (auth_type) for a HashiCorp vault record. Now you can
update the authentication type for a HashiCorp vault record using the Vault API.

e We have fixed an issue where when the Vault API was used for creating HashiCorp vault
with auth_type = approle and no path was set, the API was setting an incorrect default
path for the path parameter. Now the Vault API is setting the correct default path as
auth/approle.

e We fixed an issue where the VM Scan Summary API was unable to fetch canceled scan
information. Now VM Scan Summary API shows canceled scanned information.

e We fixed an issue where in case of multi-byte string an incorrect count for Remaining
Characters was shown when the maximum length of NetBIOS or DNS hostnames in "Add
NetBIOS Hostnames"/"Add DNS Hostnames" fields exceeded the maximum length of
20000 characters while configuring an asset group (Assets > Asset Groups > New/Edit).

e We fixed an issue in Policy Compliance (PC) where a blank pop up with no controls was
shown when the user clicks the link to select controls in the Target tab while running an
interactive report on policies (PC > Reports > New > Compliance/SCAP Interactive Report).
This was seen for report "Control Pass/Fail" which had only Asset tags and no asset
groups mapped.

e Made performance improvements for PC scan processing and policy evaluation.
e Made performance improvements for VM scan processing.
¢ The online help for VM, PC, SCA is now delivered in Responsive HTML5 output.

e We fixed an issue where the Online Help search pane was showing junk characters when
the help was viewed in Safari Browsers. Responisve HTML5S help doesn’t have this issue.
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e Now when you choose Help > Contact Support you will be redirected to the Qualys
Support page unless you have Customer Support Portal (CSP) enabled for your
subscription in which case you’ll be directed to the portal.

e We have updated the Online Help topic "Manage Your Scanner Appliance” to specify that
the maximum character length for the scanner name is 32 characters.

e We have updated the Online help to explain that users with the role “Remediation User”
can only view tickets modified in the last 30days. Other user roles can set the timeframe
to display tickets.

e We have fixed an issue where the user was getting 404 error when launching online help
from the New Scorecard Report screen.

e We updated the Online Help on how to configure EC2 connectors to include additional
steps and screenshots.

e We have updated the Online Help to include setup instructions for Windows 10 for non-
domain (local) authenticated scanning.
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