Qualys.

Qualys Cloud Platform (VM, PC) v8.x
API| Release Notes

Version 8.18.1
March 19, 2019 (revised May 31, 2019)

This new version of the Qualys Cloud Platform (VM, PC) includes improvements to the
Qualys APIL You'll find all the details in our user guides, available at the time of release.
Just log in to your Qualys account and go to Help > Resources.

What’s New
New Support for HashiCorp Vault
Option Profile API - DTD/XSD Change

URL to the Qualys API Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you should
use for API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https://qualysapi.qualys.com

Qualys US Platform 2 https://qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https://qualysapi.qg3.apps.qualys.com
Qualys US Platform 4 https://qualysapi.qg4.apps.qualys.com
Qualys EU Platform 1 https://qualysapi.qualys.eu

Qualys EU Platform 2 https://qualysapi.qg?.apps.qualys.eu
Qualys India Platform 1 https://qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https://qualysapi.<customer_base_url>
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The Qualys API documentation and sample code use the API server URL for the Qualys US
Platform 1. If your account is located on another platform, please replace this URL with
the appropriate server URL for your account.
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New Support for HashiCorp Vault

APIs affected /api/2.0/fo/vault

New or Updated API Updated

DTD or XSD changes Yes

APIs affected /api/2.0/fo/auth/windows/
New or Updated API Updated

DTD or XSD changes Yes

APIs affected /api/2.0/fo/auth/unix/
New or Updated API Updated

DTD or XSD changes Yes

Note - The earlier version of the Cloud Suite 8.18.1 API Release Notes failed to mention
that we updated the Vault View DTD to include new elements.

This new vault type can be used to retrieve authentication credentials from a HashiCorp
vault. We updated the authentication vault API (create, update, list, view) and the
authentication record API (create, update, list) to support the new vault type. We updated
the DTDs for listing Windows and Unix records, and the DTD for Vault View.

Authentication Vault API

You can now create, update, list and view HashiCorp vaults.

Create/Update HashiCorp Authentication Vault

Use the parameter “action=create” or “action=update” to create/update a new vault in
your account.

Parameter Description

action=create Required)

title={value} Required) The vault title.

type={value} Required) Specify type=HashiCorp

(
(
(
(

comments={value} Optional) User defined comments.

url={value} (Required) The HTTP or HTTPS URL to access the HashiCorp
Vault HTTP APL.
api_versionf{value} (Optional) The HashiCorp Vault HTTP API version. This is v1 by

default, which is the only supported version.
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Parameter

Description

ssl_verify={0|1}

(Optional) When set to 1 (the default), our service will verify
the SSL certificate of the web server to make sure the
certificate is valid and trusted. When set to 0, our service will
not verify the certificate of the web server.

auth_type={value}

(Required to create vault, optional to update vault) HashiCorp
Vault API supports three authentication types. First choose any
one of the authentication method you want to use
(Username/Password, Cert or App Role) and then provide login
credentials for authenticating to the vault server via the
HashiCorp Vault HTTP APIL

Valid authentication values for API are: userpass, cert and
approle.

Auth Type: Username/password

Choose the Username/Password authentication method to authenticate to the vault
server with a username and password combination.

Parameter

Description

path=({value}

(Optional) The path for the Username/Password
authentication method. The default path is auth/userpass but
you can specify a custom path like auth/my-path.

username=({value}

(Required to create and update vault) The user account that
can access the vault server.

password={value}

(Required to create and update vault) The password for the
user account.

Auth Type: Cert

Choose the Cert authentication method to authenticate to the vault server using SSL/TLS
client certificates which are either signed by a CA (Certificate Authority) or self-signed. CA
certificates are associated with a role name.

Parameter

Description

path={value}

(Optional) The path for the Cert authentication method. The
default path is auth/cert but you can specify a custom path
like auth/my-path.

role_name={value}

(Required to create and update vault) The role associated with
the CA certificate.
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cert={value} (Required to create and update vault) The client certificate for
authentication. Enter the certificate block after the key block
and be sure to include the first and last line (-----BEGIN
CERTIFICATE----- and ----- END CERTIFICATE----- ).
For a create/update request, if the cert parameter is specified,
then the private_key parameter must also be specified.

private_key={value} (Required to create and update vault) The private key for
authentication. Copy the contents of private key file (id_rsa)
and be sure to include the first and last line (-----BEGIN
PRIVATE KEY----- and ----- END PRIVATE KEY----- ).

passphrase({value} (Optional) The private key passphrase, if the private key is
encrypted.

Auth Type: App Role

Choose the App Role authentication method to authenticate to the vault server with a
vault-defined role.

Parameter Description

path=({value} (Optional) The path for the App Role authentication method.
The default path is auth/approle but you can specify a custom
path like auth/my-path.

role_id={value} (Required to create and update vault) The role ID of the App
Role you want to use for authentication.

secret_id={value} (Optional) The secret ID of the App Role you want to use for
authentication.

Sample - Create HashiCorp Vault with username and password

API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl™ -d

"acti on=cr eat e& ype=Hashi Cor p&titl e=My Hashi Corp

Vaul t &ur | =ht t ps:// hashi cor p. exanpl e. conl api &ssl _veri f y=0&aut h_t ype=user pa
ss&user nanme=user &asswor d=abc123&oment s=cr eati ng Hashi Corp VAULT from
api "

"https://qual ysapi.qualys.conlapi/2.0/fo/vault/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SI MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.confapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
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<DATETI ME>2019- 03- 13T11: 49: 48Z</ DATETI Me>
<TEXT>Success</ TEXT>
<I TEM LI ST>
<l TEM>
<KEY>| D</ KEY>
<VALUE>910196</ VALUE>
</ | TEM>
</| TEM LI ST>
</ RESPONSE>
</ S| MPLE_RETURN>

Sample - Create HashiCorp Vault with Cert

API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl™ -d
"acti on=creat e&t ype=Hashi Cor p&titl e=My Hashi Corp
Vaul t &ur | =ht t ps:// hashi Cor p. exanpl e. conf api &sl _verify=0&aut h_t ype=cert &r

ol e_nane=t estr oot &ert=----- BEG N CERTI FI CATE- - - - -

M | Eyj CCAr KgAwW BAgl BAj ANBgkghki GCOWOBAQUFADCBI j EbMBk GA1UEAWWSUZ2NN- - - - - END
CERTI FI CATE- - - - - &privat e_key=key&coment s=creati ng Hashi Corp VAULT from
api "

"https://qual ysapi.qualys.conlapi/2.0/fo/vault/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE SI MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.conifapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2019- 03- 06T0O: 36: 12Z</ DATETI Me>
<TEXT>Success</ TEXT>
<I TEM LI ST>
<l TEM>
<KEY>| D</ KEY>
<VALUE>27014</ VALUE>
</ TEM>
</1 TEM LI ST>
</ RESPONSE>
</ S| MPLE_RETURN>

Sample - Create HashiCorp Vault with App Role

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl" -d

"acti on=creat e& ype=Hashi Cor p&titl e=My Hashi Corp

Vaul t &ur | =ht t ps:// hashi cor p. exanpl e. com api &sl _veri f y=0&aut h_t ype=appr ol
eé&rol e_i d=adm n0l1&conmment s=creati ng Hashi Corp VAULT from api"
"https://qual ysapi.qualys.confapi/2.0/fo/vault/"
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XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE S| MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.confapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2019- 03- 06T00: 36: 12Z</ DATETI ME>
<TEXT>Success</ TEXT>
<| TEM_LI ST>
<l TEM>
<KEY>| D</ KEY>
<VALUE>57016</ VALUE>
</ | TEM>
</| TEM_ LI ST>
</ RESPONSE>
</ SI MPLE_RETURN>

Sample - Update HashiCorp Vault

APl request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl" -d

"acti on=updat e& d=910196&t ype=Hashi Cor p&titl e=My Hashi Corp

Vaul t &api _ver si on=v1&ur| =htt ps://hashi cor p. exanpl e. conf api &sl _verify=0&a
ut h_t ype=user passé&pat h=aut h/ ny-

pat h&user nane=user &passwor d=abc123&comment s=updat i ng Hashi Corp VAULT from
api "

"https://qual ysapi.qualys.conlapi/2.0/fol/vault/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE S| MPLE_RETURN SYSTEM
"https://qual ysapi.qualys.confapi/2.0/sinmple_return.dtd">
<S| MPLE_RETURN>
<RESPONSE>
<DATETI ME>2019- 03- 13T12: 04: 19Z</ DATETI ME>
<TEXT>Success</ TEXT>
<| TEM_LI ST>
<| TEM>
<KEY>| D</ KEY>
<VALUE>910196</ VALUE>
</| TEM>
</ 1 TEM_LI ST>
</ RESPONSE>
</ S| MPLE_RETURN>
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Sample - List Authentication Vaults

API request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl™ -d
"action=list"
"https://qual ysapi.qualys.conlapi/2.0/fo/vault/"

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE AUTH VAULT_LI ST_QUTPUT SYSTEM
"https://qual ysapi.qualys. conifapi/2.0/fo/vaul t/vault_output.dtd">
<AUTH_VAULT_LI ST_OUTPUT>
<RESPONSE>
<DATETI ME>2019- 03- 14T07: 10: 36Z</ DATETI ME>
<STATUS>Success</ STATUS>
<COUNT>1</ COUNT>
<AUTH_VAULTS>
<AUTH_VAULT>
<TI TLE><! [ CDATA[ HASHCORP_API _VAULT_UPDATED] ] ></ Tl TLE>
<VAULT_TYPE><! [ CDATA[ Hashi Cor p] ] ></ VAULT_TYPE>
<LAST_MODI FI ED>
<DATETI ME>2019- 03- 13T12: 04: 29Z</ DATETI ME>
<BY>anp_at </ BY>
</ LAST_MODI FI ED>
<| b>910196</ | D>
</ AUTH_VAULT>
</ AUTH_VAULTS>
</ RESPONSE>
</ AUTH_VAULT_LI ST_QUTPUT>

Sample - View HashiCorp Vault

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl" -d
"action=vi ew& d=929202"
https://qual ysapi . qual ys. com api /2. 0/fo/vaul t/

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>
<! DOCTYPE VAULT_QUTPUT SYSTEM
"https://qual ysapi.qualys.conlapi/2.0/fo/vault/vault_view dtd">
<VAULT_QUTPUT>
<RESPONSE>
<DATETI ME>2019- 05- 31T09: 20: 42Z</ DATETI ME>
<VAULT_QUEST>
<TI TLE><! [ CDATA[ Hashi Approl e]]></ TI TLE>
<COMMVENTS><! [ CDATA[ ] ] ></ COMVENTS>
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<VAULT_TYPE><! [ CDATA[ Hashi Cor p] ] ></ VAULT_TYPE>
<CREATED_ON>2019- 03- 27T12: 44: 19Z</ CREATED_ON>
<OMNER>ewr _at </ OANER>
<LAST_MODI FI ED>
<DATETI ME>2019- 03- 27T13: 16: 44Z</ DATETI ME>
<BY>ewr _at </ BY>
</ LAST_MODI FI ED>
<URL><! [ CDATA[ htt ps: // hashi cor p. exanpl e. com api ] ] ></ URL>
<SSL_VERI FY><! [ CDATA[ 1] ] ></ SSL_VERI FY>
<API _VERS| ON><! [ CDATA[ v1] ] ></ APl _VERSI ON>
<AUTH_TYPE><! [ CDATA[ appr ol €] ] ></ AUTH_TYPE>
<PATH><! [ CDATA[ aut h/ hashi / new 12345/ pat h] ] ></ PATH>
<ROLE_| D><! [ CDATA[ 11111111-1111-1111-1111-111111111111]] ></ ROLE_I D>
<SECRET_| D><! [ CDATA[ 22222222- 2222- 2222- 2222-
222222222222] ] ></ SECRET_| D>
<| D>929202</ | D>
</ VAULT_QUEST>
</ RESPONSE>
</ VAULT_QUTPUT>

Updated DTD
<base_url>/api/2.0/fo/vault/vault_view.dtd

We added several elements (in bold) to the DTD.

<l-- QUALYS VAULT VIEWDTID -->
<l-- $Revi sion: 00000 $ -->
<! ELEMENT VAULT_OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT REQUEST ( DATETI ME, USER LOd N, RESOURCE, PARAM LI ST?,
POST_DATA?) >

<! ELEMENT DATETI ME ( #PCDATA) >

<! ELEMENT USER LOG N (#PCDATA) >

<! ELEMENT RESOQURCE (#PCDATA) >

<! ELEMENT PARAM LI ST ( PARAMt) >

<! ELEMENT PARAM ( KEY, VALUE) >

<! ELEMENT KEY (#PCDATA) >

<! ELEMENT VALUE (#PCDATA) >

<l-- if returned, POST_DATA will be urlencoded -->
<! ELEMENT POST_DATA (#PCDATA) >

<! ELEMENT RESPONSE ( DATETI ME, VAULT_QUEST) >

<! ELEMENT VAULT_QUEST (Tl TLE, COMMENTS, VAULT_TYPE, CREATED_ON?,
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OWNER?, LAST_MODI FI ED?, APPI D?, APPKEY?, USERNAME?, URL?,
SSL_VERI FY?, DOMVAI N?, APl _USERNAME?, WEB_USERNAME?,

SERVER _ADDRESS?, PORT?, SAFE?, APl _VERSI ON?, AUTH TYPE?, PATH?,
ROLE_NAVE?, ROLE |D?, SECRET ID?, APP_ID?, (LU D/ID))>

<! ELEMENT SAFE (#PCDATA) >

<! ELEMENT APl _VERSI ON (#PCDATA) >
<! ELEMENT AUTH TYPE (#PCDATA) >
<! ELEMENT PATH (#PCDATA) >

<! ELEMENT ROLE_NAME (#PCDATA) >
<! ELEMENT ROLE_I D (#PCDATA) >

<! ELEMENT SECRET | D ( #PCDATA) >

<! ELEMENT APP_I D (#PCDATA) >

<! ELEMENT LAST_MODI FI ED ( DATETI ME, BY?)>
<! ELEMENT BY (#PCDATA) >

<l-- ECF -->

Authentication Record API

Create, update, list authentication records with HashiCorp vaults. You can use HashiCorp
vaults with Windows, Unix and Cisco records.
Create Authentication Record

Choose the HashiCorp vault in your authentication record and provide details about the
KV (Key-Value) secrets engine where your login credentials (secrets) are stored.

Parameter Description
action=create|update (Required)
login_type={value} (Required to create/update vault information)

Specify login_type=vault to add vault information. By default,
the parameter is set to basic.

vault_id={value} (Required when action=create and login_type=vault) A vault
ID.
vault_type={value} (Required when action=create and login_type=vault)

Specify vault_type=HashiCorp

ips={value} (Required to create record) The IP address(es) the server
will log into using the record’s credentials. Multiple entries
are comma separated.
(Optional to update record) IPs specified will overwrite
existing IPs in the record, and existing IPs will be removed.

secret_kv_path={value} (Optional) The path of the secret engine. The default is
“secret”.

10
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secret_kv_name={value} (Required) The secret name which stores key-value pairs.
secret_kv_key={value} (Required) The key name for identifying a specific key-value
pair.

Sample - Create Unix record with HashiCorp Vault

APl request:

curl -u "USERNAME: PASSWORD' -H " X- Requested-Wth: Curl" -d
"action=create&title=unix-api - pk-

t est 1&user nane=r oot & ogi n_t ype=vaul t &aul t _i d=26011&vaul t _t ype=Hashi Cor p&
i ps=10. 10. 10. 3&secret _kv_pat h=pat h/ secr et/ uni xapi / t est 1&secr et _kv_nane=se
cret-nanelé&secret _kv_key=secret-keyl"

"https://qual ysapi.qualys.conlapi/2.0/fo/auth/unix/"

add_params.xml

<?xm version="1.0" encodi ng="UTF-8" ?>
<UNI X_AUTH_PARANMS>

<PRI VATE_KEY_CERTI FI CATES>

<PRI VATE_KEY_CERTI FI CATE>

<PRI VATE_KEY_I NFO t ype="vaul t">

<Dl A TAL_VAULT>

<VAULT_TYPE>Hashi Cor p</ VAULT_TYPE>

<VAULT_I D>26004</ VAULT_I D>
<SECRET_KV_NAME><! [ CDATA[ secr et _nane] ] ></ SECRET_KV_NAME>
<SECRET_KV_KEY><! [ CDATA[ secr et _key] ] ></ SECRET_KV_KEY>

</ DI A TAL_VAULT>

</ PRI VATE_KEY_| NFO>

<PASSPHRASE_I| NFO type="vaul t">

<Dl A TAL_VAULT>

<VAULT_USERNAME>T oot </ VAULT_USERNAME>

<VAULT_TYPE>Hashi Cor p</ VAULT_TYPE>

<VAULT_I| D>26004</ VAULT_I| D>
<SECRET_KV_PATH><! [ CDATA[ aut h/ appr ol e/ t est] ] ></ SECRET_KV_PATH>
<SECRET_KV_NAME><! [ CDATA[ secr et _nane] ] ></ SECRET_KV_NAME>
<SECRET_KV_KEY><! [ CDATA| secr et _key] ] ></ SECRET_KV_KEY>

</ DI A TAL_VAULT>

</ PASSPHRASE_| NFO>

</ PRI VATE_KEY_CERTI FI CATE>

</ PRI VATE_KEY_CERTI FI CATES>
</ UNI X_AUTH_PARANS>

XML output:

<?xm version="1.0" encodi ng="UTF-8" ?>

<! DOCTYPE BATCH RETURN SYSTEM

"https://qual ysapi.qualys. confapi/2.0/batch_return.dtd">
<BATCH_RETURN>

11
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<RESPONSE>
<DATETI ME>2019- 03- 05T00: 09: 43Z</ DATETI Me>
<BATCH LI ST>
<BATCH>
<TEXT>Successful | y Created</ TEXT>
<I D_SET>
<|I D>76013</ | D>
</ 1 D _SET>
</ BATCH>
</ BATCH_LI ST>
</ RESPONSE>
</ BATCH_RETURN>

Sample - List Unix authentication records

API request:

curl -u "USERNAME: PASSWORD' -H "X- Requested-Wth: Curl" -d
"action=list& ds=76013"
"https://qual ysapi.qual ys. conlapi/2.0/fol/auth/unix/">

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE AUTH _UNI X_LI ST_OUTPUT SYSTEM
"https://qual ysapi.qualys. confapi/2.0/fo/auth/unix/auth_unix_|ist_output.
dtd">
<AUTH_UNI X_LI ST_QUTPUT>
<RESPONSE>
<DATETI ME>2019- 03- 05T00: 18: 28Z</ DATETI ME>
<AUTH_UNI X_LI ST>
<AUTH_UNI X>

<CLEARTEXT_PASSWORD>0</ CLEARTEXT _PASSWORD>
<PRI VATE_KEY_CERTI FI CATE_LI ST>
<PRI VATE_KEY_CERTI FI CATE>
<| D>12008</ | D>
<PRI VATE_KEY_I NFO type="vaul t ">
<Dl G TAL_VAULT>
<Dl G TAL_VAULT_I| D>
<! [ CDATA[ 26004] ] >
</ DI d TAL_VAULT_I B>
<Dl G TAL_VAULT_TYPE>
<! [ CDATA| Hashi Cor p] ] >
</ Dl G TAL_VAULT_TYPE>
<Dl G TAL_VAULT_TI TLE>
<! [ CDATA[ hashi 1]] >
</ DI G TAL_VAULT_TI TLE>
<VAULT_SECRET_KV_PATH>
<! [ CDATA] secret]]>

12
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</ VAULT_SECRET_KV_PATH>
<VAULT_SECRET_KV_NAME>

<! [ CDATA[ secret _nane] ] >
</ VAULT_SECRET_KV_NAME>
<VAULT_SECRET_KV_KEY>

<! [ CDATA| secret _key]]>
</ VAULT_SECRET_KV_KEY>

</ DI G TAL_VAULT>

</ PRI VATE_KEY_| NFO>

<PASSPHRASE_| NFO t ype="vaul t">
<Dl G TAL_VAULT>

<Dl G TAL_VAULT_I| D>

<! [ CDATA[ 26004] ] >
</ Dl G TAL_VAULT_I D>
<Dl G TAL_VAULT_TYPE>

<! [ CDATA| Hashi Corp]] >
</ Dl G TAL_VAULT_TYPE>
<Dl G TAL_VAULT_TI TLE>

<! [ CDATA[ hashi 1] ] >
</ DI G TAL_VAULT_TI TLE>
<VAULT_USERNAME>

<! [ CDATA[root]] >
</ VAULT_USERNAME>
<VAULT_SECRET_KV_PATH>

<! [ CDATA[ aut h/ approl e/test]] >
</ VAULT_SECRET_KV_PATH>
<VAULT_SECRET_KV_NAME>

<! [ CDATA| secret _nane] ] >
</ VAULT_SECRET_KV_NAME>
<VAULT_SECRET_KV_KEY>

<! [ CDATA| secret _key]]>
</ VAULT_SECRET_KV_KEY>

</ DI A TAL_VAULT>
</ PASSPHRASE_| NFO>

</ PRI VATE_KEY_CERTI FI CATE>
</ PRI VATE_KEY_CERTI FI CATE_LI ST>

13
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DTD Updates

We added VAULT_SECRET_KV_PATH?, VAULT_SECRET_KV_NAME?,
VAULT_SECRET_KV_KEY to the Windows and Unix Authentication List Output DTDs. The
Cisco authentication record uses Unix Authentication List Output DTD.

Windows Authentication Records List Output DTD
<baseURL>/api/2.0/fo/auth/windows/auth_windows_list_output.dtd

<I-- QUALYS AUTH W NDOAS_LI ST_OUTPUT DID - - >
<! ELEMENT AUTH_W NDOWS_LI ST_OUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT LOG N_TYPE (#PCDATA) >

<! ELEMENT DI Gl TAL_VAULT (DI Gl TAL_VAULT I D, DI G TAL_VAULT TYPE,
DI G TAL_VAULT_TI TLE, VAULT_FOLDER?, VAULT_FI LE?,
VAULT_SECRET NAME?, VAULT SYSTEM NAMVE?, VAULT EP_NAME?,
VAULT_EP_TYPE?, VAULT_EP_CONT?, VAULT NS _TYPE?, VAULT_NS NAME?,
VAULT_ACCOUNT _NAME?, VAULT_ AUTHORI ZATI ON_NAVE?,

VAULT _TARGET_NAME?, VAULT SECRET_KV_PATH?, VAULT_ SECRET KV_NANE?,
VAULT_SECRET_KV_KEY?) >

<! ELEVENT DI Gl TAL_VAULT_I D (#PCDATA) >

<! ELEVENT DI Gl TAL_VAULT_TYPE (#PCDATA) >

<! ELEMENT DI Gl TAL_VAULT_TI TLE (#PCDATA) >

<! ELEMENT VAULT_FOLDER (#PCDATA) >

<! ELEMENT VAULT_FI LE (#PCDATA) >

<! ELEMENT VAULT_SECRET_NAME (#PCDATA) >

<! ELEMENT VAULT_SYSTEM NAME (#PCDATA) >

<! ELEMENT VAULT_EP_NANE (#PCDATA) >

<! ELEMENT VAULT_EP_TYPE (#PCDATA) >

<! ELEMENT VAULT_EP_CONT (#PCDATA) >

<! ELEMENT VAULT_NS_TYPE (#PCDATA) >

<! ELEMENT VAULT_NS_NAME (#PCDATA) >

<! ELEMENT VAULT_ACCOUNT_NANE ( #PCDATA) >

<! ELEMENT VAULT_AUTHORI ZATI ON_NAME ( #PCDATA) >

<! ELEMENT VAULT_TARGET_NAME (#PCDATA) >

<! ELEMENT VAULT_SECRET_KV_PATH (#PCDATA) >

<! ELEMENT VAULT_SECRET_KV_NAME (#PCDATA) >
<! ELEMENT VAULT_SECRET_KV_KEY (#PCDATA) >

<l-- ECOF -->

14
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Unix Authentication Records List Output DTD
<baseURL>/api/2.0/fo/auth/unix/auth_unix_list_output.dtd

<I'-- QUALYS AUTH UNI X LI ST_OQUTPUT DID -->
<! ELEMENT AUTH_UNI X_LI ST_QUTPUT ( REQUEST?, RESPONSE) >

<! ELEMENT CERTI FI CATE EMPTY>

<! ATTLI ST CERTI FI CATE type (x.509| openssh) #REQUI RED>

<! ELEMENT DI G TAL_VAULT (DI G TAL_VAULT_I D, DI G TAL_VAULT_TYPE,

DI d TAL_VAULT_TI TLE, VAULT_USERNAME?, VAULT_FOLDER?, VAULT_FI LE?,
VAULT_SECRET_NAME?, VAULT_SYSTEM NAME?, VAULT_EP_NAME?,
VAULT_EP_TYPE?, VAULT_EP_CONT?, VAULT_NS TYPE?, VAULT_NS_NAME?,
VAULT_ACCOUNT_NAME?, VAULT_AUTHORI ZATI ON_NAME?,
VAULT_TARGET_NAME?, VAULT_SECRET_KV_PATH?, VAULT_SECRET_KV_NAME?,
VAULT_SECRET_KV_KEY?) >

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

DI G TAL_VAULT_| D (#PCDATA) >
DI G TAL_VAULT_TYPE (#PCDATA) >

DI G TAL_VAULT_TI TLE (#PCDATA) >
VAULT_USERNAME ( #PCDATA) >

VAULT _FOLDER (#PCDATA) >

VAULT_FI LE (#PCDATA) >
VAULT_SECRET_NAME (#PCDATA) >
VAULT_SYSTEM NAME (#PCDATA) >
VAULT_EP_NAME ( #PCDATA) >
VAULT_EP_TYPE (#PCDATA) >
VAULT_EP_CONT (#PCDATA) >
VAULT_NS_TYPE (#PCDATA) >
VAULT_NS_NAME ( #PCDATA) >
VAULT_ACCOUNT_NANE (#PCDATA) >
VAULT_AUTHORI ZATI ON_NAVE ( #PCDATA) >
VAULT _TARGET _NAME (#PCDATA) >

<! ELEMENT VAULT_SECRET_KV_PATH (#PCDATA) >
<! ELEMENT VAULT_SECRET_KV_NAME (#PCDATA) >
<! ELEMENT VAULT_SECRET_KV_KEY (#PCDATA) >

<l-- EOF -->
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Option Profile API - DTD/XSD Change

APIs affected /api/2.0/fo/subscription/option_profile/
New or Updated API Neither (DTD/XSD change only)
DTD or XSD changes Yes

We added a new element ETHERNET_IP_PROBING to the Option Profile Info DTD and
Option Profile XSD. This flag is for Qualys Internal Use Only.

DTD update (option_profile_info.dtd)
Updated DTD: <baseURL>/api/2.0/fo/subscription/option_profile/option_profile_info.dtd

<! ELEMENT OPTI ON_PROFI LES ( OPTI ON_PROFI LE) *>

<! ELEMENT SCAN ( PORTS?, SCAN DEAD HOSTS?, CLOSE VULNERABI LI TI ES?,
PURGE_OLD_HOST_OS_CHANGED?, PERFORMANCE?,

LOAD BALANCER DETECTI ON?, PASSWORD_BRUTE_FORCI NG?,

VULNERABI LI TY_DETECTI ON?, AUTHENTI CATI ON?,

ADDL_CERT_DETECTI ON?, DI SSOLVABLE_AGENT?, LI TE_OS_SCAN?,
ETHERNET | P_PROBI NG?, CUSTOM HTTP_HEADER?, HOST_ALI VE_TESTI NG?,
SCAN_RESTRI CTI ON?, SYSTEM AUTH_RECORD?,

FI LE_| NTEGRI TY_MONI TORI NG?, CONTROL_TYPES?, DO_NOT_OVERWRI TE_CS?,
TEST_AUTHENTI CATI ON?) >

<! ELEMENT LI TE_OS_SCAN ( #PCDATA) >

<! ELEMENT ETHERNET | P_PROBI NG ( #PCDATA) >

<! ELEMENT CUSTOM HTTP_HEADER ( VALUE?, DEFI NI TI ON_KEY?,
DEFI NI TI ON_VALUE?) >

<! ELEMENT VALUE (#PCDATA) >

<! ELEMENT DEFI NI TI ON_KEY (#PCDATA) >

<! ELEMENT DEFI NI TI ON_VALUE (#PCDATA) >

XSD update (option_profiles.xsd)

<?xm version="1. 0" encodi ng="UTF-8""?>
<xs:schenma attribut eFor nDef aul t ="unqual i fied"
el ement For mDef aul t ="qual i fi ed"
xm ns: xs="htt p://ww. w3. org/ 2001/ XM_Schema" >
<xs: el enent nanme="0OPTlI ON_PROCFI LES"
t ype="OPTI ON_PROFI LESType"/ >
<xs: conpl exType nane=" CONTROL_TYPESType" >
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<XS:sequence>
<xs: el enent nanme="FI M CONTRCLS ENABLED" >
<xs:si npl eType>
<xs:restriction base="xs:integer">
<xs:enuneration val ue="1"/>
<xs:enuneration val ue="0"/>
</xs:restriction>
</ xs:si npl eType>
</ xs: el ement >
<xs: el enent nanme="CUSTOM WM _QUERY_CHECKS" >
<xs: si npl eType>
<xs:restriction base="xs:integer">
<xs:enuneration value="1"/>
<xs:enuneration val ue="0"/>
</xs:restriction>
</ xs: si npl eType>

<xs: el ement nanme="ETHERNET | P_PROBI NG' mi nCccurs="0">
<xs:si mpl eType>
<xs:restriction base="xs:integer">
<xs:enuneration val ue="1"/>
<xs:enuneration val ue="0"/>
</xs:restriction>
</ xs:sinmpl eType>
</ xs: el enent >

</ xs: schema>
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